Appx & Msix Signing (Signtool) Integration Document

CodeSign Secure can sign Windows application packages — both .appx and .msix —
using Microsoft’s Signtool together with Encryption Consulting’s Key Storage Provider
(KSP). Because the private key never leaves the HSM and every signing operation is
recorded centrally, you get strong key custody and a complete audit trail without
changing how your build team already packages applications.

Unlike a plain .exe or .dll, an application package carries its publisher identity inside its
manifest. Windows will only install a package whose signing certificate subject
matches the Publisher declared in AppxManifest.xml. For that reason, signing an Appx
or Msix package is a multi-stage process: the package must first be unpacked, its
manifest aligned with the signing certificate, and the package repacked before Signtool
is run against it.

In this guide, we will walk through the complete workflow — from installing the
Encryption Consulting KSP through to verifying the signature on the finished package.
The example below uses an .appx file; the identical steps apply to .msix packages.

1. Setup CodeSign Secure KSP

The Encryption Consulting Key Storage Provider (KSP) for Windows is a software
component that extends the Microsoft Cryptography API: Next Generation (CNG)
framework. Its primary purpose is to enable Windows applications, such as
signtool.exe, to interact seamlessly with the cryptographic keys and certificates
stored within an HSM.

Steps:

Step 1: Download the EC KSP

e Logintothe CodeSign Secure portal and navigate to the Signing Tools
section to download “Encryption Consulting CNG-SigningKSP” (also listed as
“EC KSP for Windows”).

‘ ) CodeSign Secure

i Dashboard Signing Tools

[E] Keys & Certificates

Select Operating Systeny

(€

Encryption Consulting CNG - Signing
KSP

e Extract the zip file to get the “Setup.msi” file.

Step 2: Install the EC KSP

¢ Runthe “Setup.msi” installer with Administrator privileges.



[ EC SigningKspP — X

Welcome to the EC SigningKSP Setup Wizard 1

The installer will guide you through the steps required to install EC SigningKSF on your
computer.

WARNING: This computer program is protected by copyright law and international
freaties. Unauthorized duplication or distribution of this program, or any pertion of it, may
result in severe civil or criminal penalties, and will be prosecuted to the maximum extent
possible under the law.

¢ Follow the on-screen prompts of the installation wizard.
O Acceptthe End-User License Agreement.

O Choose the installation directory (the default is C:\Program
Files\Encryption Consulting\SigningKSP).

O Choose whetheryou want to install the KSP for Everyone or just for the
current user.

75 EC SigningKSP - X

Select Installation Folder

The installer will install EC SigningKSP to the following folder.
Te install in this folder, click "Next". To install to a different folder, enter it below or click
"Browse".

Ewlder:
C:\Program Files\Encryption Consulting\SigningKSPﬂ Browss...

Disk Cost...

Install EC SignhingKSP for yourself, or for anyone who uses this computer:

(®) Everyone

O Justme

¢ Enterthe prompted details such as:

O Username -The username/email that you use to log in to the CodeSign
Secure portal.

O Code-The secret code that you set at the time of setting up the
CodeSign Secure solution (this is the code defined in your conf.ini
configuration file).



O IdentityType — Keep this field as default (2). If your deployment
authenticates against a local identity store, set this to 1 as described in
the product documentation.

O CodeSign Secure URL - The URL to access the portal (remember to add
“/api/” atthe end of the URL). Leave the APl BaseURL unchanged if itis
already populated correctly.

159 EC SigningKSP - X

Enter APl User Authentication Info |

Please enter authentication info

Username:

|Aryan@encrypiionconsuliing,com

Code:
[B@ISUBGXSTR2WRM

Identity Type
2

APl BaseURI:
|https:,'.fcodesignsecure.encryptionconsulting.com.l'api.l'

e Click Next and confirm the installation. When Windows asks whether you
want to allow this program to make changes to your PC, click Yes.

1759 EC SigningKSP - X

Installing EC SigningKS5P |

EC SigningKSP is being installed.

Please wait...

Step 3: Configure the Registry Editor settings

¢ Open the Registry Editor from the Start menu and navigate to
HKEY_CURRENT_USER > Software > Encryption Consulting > SigningKSP.



B Registry Editor
File Edit View Favorites Help
Computer\HKEY CURRENT USER\Software\Encryption Consulting\SigningKSP
~ = Computer Name Type Data
> | HKEY_CLASSES_ROOT 38|(Default) REG_SZ (value not set)
~ | HKEY_CURRENT USER 28] APIBaseURI REG_SZ http: dgnsecur
» | AppEvents ab|code REG_SZ B@ISUBQXSTRZW2vE
> W Console blectoken REG_SZ
* W Cantrol Panel WidentityType REG_DWORD 000000002 (2)

Fproacument ]user REG_5Z Aryan@encryptionconsulting.com
> EUDC

» | Keyboard Layout
Netwaork
> Printers

> | Remote

~ | Software

> AppDatalow

> Classes

¥ | Enayption Consulting

SigningKSP

> | Google

> | Microsoft

> | Policies

RegisteredApplications

> | Wow6432Node
System
Volatile Environment

> | HKEY_LOCAL_ MACHINE

» | HKEY_USERS

> | HKEY_CURRENT_CONFIG

¢ Now open the CodeSign Secure portal and navigate to System Setup > User.
Select the “Generate API Key” option.

e Create a token for your account by providing a name and the validity period.
Remember to copy the token as it will be shown only once.

Generate APl Key X
APl Key Name "

‘ Test |
Expiry Date *

‘ 90 Days v |

e Add this token to the “ectoken” field in the Registry Editor.



Name Type Data

ab)(Default) REG S7 (value not set)
_'Lh]APIBaseURI REG_SZ https://codesignsecure.encryptionconsulting.com/a...
b)code REG_SZ 8@!$U3QXSTR2w2vf
ablectoken REG_SZ
#identityType REG_DWORD 0x00000002 (2)
.:‘_'ﬂuser REG_SZ Aryan@encryptionconsulting,com
Edit String X

Value name

|ectoken |

Value data:
||eyJOeXA|0\JKVTQ\LCJhbGC\O\J\UzI‘\N\Jg.ey\ﬂcZVybmFlZS\S\kFyeWFqu

ok || cancel |

2. Set up P12 Authentication Certificate

Setting up a P12 Certificate involves configuring your environment variables to
authenticate your client machine with Encryption Consulting’s CodeSign
Secure.

Steps:

Step 1: Create a Machine Authentication Certificate

¢ Open the CodeSign Secure portal and navigate to System Setup > User.
Select the “Generate Authentication Cert” option.

Generate Authentication Certificate

e Select the user name from the drop down and enter the details like
certificate name and its expiry date.

e Itwillthen provide you with a .pfx certificate file and also display the
password to the certificate file.

NOTE: This password will be displayed only once. So you must copy and store it
safely to perform the authentication with the CodeSign Secure server.

Generated Authentication Certificate X

Please retain this password for certificate setup. Without it, you'll be required
to create a new authentication certificate.



Step 2: Configure the Environment Variables

¢ Open the Environment Variables from your Start Menu.

System Properties X
Computer Name Hardware Advanced System Protection Remote

‘You must be logged on as an Administrator to make most of these changes.

Performance

Visual effects, processor scheduling, memory usage, and virtual memory

Settings...
User Profiles
Desktop settings related to your sign-in
Settings...
Startup and Recovery
System startup, system failure, and debugging information
Settings...

Environment Variables. ..

OK Cancel Apply

e Add new system variables by clicking on the New button. Provide the
following variable name and its corresponding details.

O EC_Client_Auth: Corresponds to the path of your SSL Authentication
certificate, which can be created from CodeSign Secure.

O EC_Client_Pass: Corresponds to the password of your certificate, which
is provided at the time of creation of the certificate.

O EC_SSL_VERBOSE: Corresponds to the setting to either enable (1) or
disable (0) the debugging output for EC KSP.

I Enviconment Variabies

User vanables for Adminstrator

Varnable Valoe

Path CAUsers\Administrator\ AppData\Local\ Microsoft\ WindowsA.
TEMP CAUsers\Administra
i ™e C\Users\Administra

System vanables

New Eda Delete




3. Set up Windows SDK, Signtool, and MakeAppx

Appx and Msix signing relies on two utilities that ship with the Microsoft Windows
SDK: signtool.exe, which performs the signing, and makeappx.exe, which
unpacks and repacks the application package. Both must be present on the
machine before you begin.

Steps:

Step 1: Download and Install Windows SDK

e Using the following download link, download the Windows Software
Development Kit: Windows SDK downloads - Windows apps | Microsoft
Learn

Microsoft Build 2026

BY | Leam tocumenss

Windows App Development sl ;5 Omeiop v Pectage widda " =

Windows SDK downloads

Windows 11 — 28000 versions

Release Oouniosds

¢ Opentheinstaller once downloaded and select “Next” on the first screen to
keep the default settings.

Specify Location

® Install the Windows Software Development Kit - Windows 10.0.22621.755 to this computer

Install Path:

* Windows Kit common installation path used

Download the Windows Software Development Kit - Windows 10.0.22621.755 for installation on a separate
computer

Download Path:

Estimated disk space required: 37GB
Disk space available: 676.8 GB

Next Cancel

¢ Follow the on-screen prompts of the installation wizard.
O Accept the Windows Kits Privacy notice.
O Acceptthe End-User License Agreement.

e Select “Windows SDK Signing Tools for Desktop Apps” and “Windows SDK
for UWP Managed Apps” and select “Install”.


https://learn.microsoft.com/en-us/windows/apps/windows-sdk/downloads
https://learn.microsoft.com/en-us/windows/apps/windows-sdk/downloads

ﬁ Windows Software Development Kit - Windows 10.0.26100.1 - X

Select the features you want to install

Click a feature name for more information

Windows Performance Toolkit Windows SDK for UWP Managed AppS
Debugging Tools for Windows

Application Verifier For Windows Size: 879.6 MB

NET Framework 4.8.1 Software Development Kit The Windows SDK for UWP Managed Apps

Windows App Certification Kit & &
SR ; Requires the following features:

Windows IP Over USB

. v T kt ¥
MS! Tools Windows SDK Signing Tools for Desktop Apps

<

Windows SOK Signing Tools for Desktop Apps

<

Windows SDK for UWP Managed Apps
Windows SOK for UWP C++ Apps

Windows SOK for UWP Apps Localization
Windows SOK for Desktop C+ + x86 Apps
Windows SOK for Desktop C++ amdé4 Apps

Windows SOK for Desktop C++ armé4 Apps

Estimated disk space required: 894.5 MB
Disk space available: 99.0 GB
Back Install Cancel

e Gotothe following path where the tools should have been downloaded to:
“C:\Program Files (x86)\Windows Kits\10\bin”. Select the desired version
directory and check whether the “signtool.exe” file is present.

&] J > ThisPC > OS(C) > ProgramFiles (x86) > WindowsKits > 10 > bin > 100261000 > x4

18] B ® W T Sort = view

2 apprsipal
(W] cert2spcexe
% dgssexwithfilehandlelib.dil
W] makecat exe
makecat exe manifest
Micrasoft Windaws Build Appe AppiPackaging.
Micrasoft Windows Build Appx.AppiSip.dilman
Micrasoft Windaws Build Appr OpcServices. ...
Microsoft Windows Buid Signing mssign32 dil
' Microsoft Windows Build Signing wintrust dilm..

mssign32.ql

01-04-2024 10:32 Application 530 KB

wintrustlioi

e Ensureyou are in the x64 directory and copy this directory path.

Step 2: Verify that MakeAppx is Available

e The Windows SDK includes an executable named “makeappx.exe” located in
the following directory:

C:\Program Files (x86)\Windows Kits\10\bin\<build number>\

<architecture>\makeappx.exe

e Confirm that makeappx.exe is present in the same version and architecture
directory as signtool.exe.



Step 3: Add Path to Signtool.exe in Environment Variables

e Open the Environment Variables from the Start Menu.

System Properties X
Computer Name Hardware Advanced System Protection Remote

‘You must be logged on as an Administrator to make most of these changes.

Performance

Visual effects, processor scheduling, memory usage, and virtual memory

Settings...
User Profiles
Desktop settings related to your sign-in
Settings...
Startup and Recovery
System startup, system failure, and debugging information
Settings...

Environment Variable:

0K Cancel Apply

e Scrolldown through the system variables in the bottom table until you find

PATH in the variable names.

Computer Name

Youmustbel  User variables for Riley

Perdomance| | | variable Value
Visualeffect | chrctokiConfigurationPath  C:\Users\Riley\Downloads\setup-MyKeyVaultClient
OneDrive C:\Users\Riley\OneDrive - Encryption Consulting LLC
OneDriveCommercial C:\Users\Riley\OneDrive - Encryption Consulting LLC
Path C:\Users\Riley\AppData\Local\Programs\Python\Python310\Scri...
tes Proes TEMP C:\Users\Riley\AppData\Local\Temp
Desitopself | | ypp C:\Users\Riley\AppData\Local\Temp p
"
Startup Il New... Edit.. Delete "'
System start
System variables
Variable Value
os Windows_NT f
Path C:\Program Files (x86)\Windows Kits\10\bin\10.0.19041.0\x64,C....
PATHEXT {COM;.EXE;.BAT;.CMD:.VBS;.VBE;.JS; JSE. WSF; WSH;.MSC
PROCESSOR_ARCHITECTURE AMD64 I
- PROCESSOR _IDENTIFIER Intel64 Family 6 Model 140 Stepping 1, Genuinelntel b
PROCESSOR LEVEL 6
PROCESSOR _REVISION 8c01
PSModulePath il 1 owerShell\ clule AWINDOWS\sv.
New... Edit... Delete
oK Cancel

e Double-click on PATH in System Variables and select New on the left of the
screen. Paste your copied directory path of “signtool.exe” into the new

selection.



C:\Program Files (x86)\Windows Kits\10\bin\10.0.19041.0\x64 New
C:\Program Files (x86)\VMware\VMware Workstation\bin\
%SystemRoot%\system32 Edit
%SystemRoot%
%SystemRoot%\System32\Wbem

Browse...
%SYSTEMROOT%\System32\WindowsPowerShell\v1.0\
%SYSTEMROOT%\System32\OpenSSH\
C:\Windows Delete
C:\Program Files (x86)\Windows Kits\10\Cryptographic Provider De...
C:\Users\Riley\source\repos\Cryptographic Provider Development ...
C:\Program Files\OpenSSL-Win64\bin Move Up
C:\Program Files\Microsoft Visual Studio\2022\Community\VC\Tool...
C:\Program Files\SafeNet\LunaClient Move Down
C:\Program Files\PuTTY\ |
C:\Program Files\Git\cmd
Edit text...
|
i
|
OK Cancel

¢ Select OK at the bottom of each page to exit the Environment Variables page.

4. Unpack the Appx or Msix Package

The manifest inside the package must be edited before signing, so the package
is first expanded into a working directory. Here we are using the example of an
Appx file; similar steps can be followed for Msix files as well.

Steps:

Step 1: Run the MakeAppx Unpack Command

e OpenaCommand Prompt as an administrator and run the following
command:

"C:\Program Files (x86)\Windows Kits\10\bin\<build number>\
<architecture>\makeappx.exe" unpack

/p "<the path to your .appx file>"
/d "<your desired new target directory>"

e The command extracts the package contents, including AppxManifest.xml,
into the target directory you specified with /d.



" Administrator: Command Pro X

C:\Users\riley>"C:\Program Files (x86)\Windows Kits\10\bin\10.0.26100.0\x86\makeappx.exe" unpack /p "C:\Users\riley\Desk
top\demo files\Test Files\HelloWorld.appx" /d "C:\Users\riley\Desktop\demo files\Test Files\APPX Output File"

Microsoft (R) MakeAppx Tool

Copyright (C) 2013 Microsoft. All rights reserved.

The path (/p) parameter is: "\\?\C:\Users\riley\Desktop\demo files\Test Files\HelloWorld.appx"
The output directory (/d) parameter is: "\\?\C:\Users\riley\Desktop\demo files\Test Files\APPX Output File"
Unpacking "\\?\C:\Users\riley\Desktop\demo files\Test Files\HelloWorld.appx" (package name) to "\\?\C:\Users\riley\Deskt

op\demo files\Test Files\APPX Output File" (output directory).

Extracting file AppxManifest.xml to \\?\C:\Users\riley\Desktop\demo files\Test Files\APPX Output File\AppxManifest.xml
Extracting file AppxBlockMap.xml to \\?\C:\Users\riley\Desktop\demo files\Test Files\APPX Output File\AppxBlockMap.xml
Extracting file AppTile.png to \\?\C:\Users\riley\Desktop\demo files\Test Files\APPX Output File\AppTile.png

Extracting file Default.html to \\?\C:\U \riley\Desktop\demo files\Test Files\APPX Output File\Default.html
Extracting file Error.html to \\?\C:\Users\riley\Desktop\demo files\Test Files\APPX Output File\Error.html

Extracting file im: s\smiley.jpg to \\?\C:\Users\riley\Desktop\demo files\Test Files\APPX Output File\images\smiley.jpg
Package extraction succeeded.

C:\Users\riley>

5. Prepare the Signing Certificate

Signtool expects the public certificate supplied with the /f flag to be in PEM
format when signing with the Encryption Consulting KSP, and you will also need
to read the certificate’s subject to update the package manifest.

Steps:

Step 1: Obtain and Rename the Certificate

e Download the public certificate you wish to use for signing from the Keys and
Certificates section of the CodeSign Secure portal.

¢ The certificate must have the .pem extension. You can change the extension
by renaming the certificate.

Aarm Nat sl fied Tvr Cla
Name Date modified VP hize

# DemoCert1.ort

| |IDemoCert1.pel 2/2024 5:20 PM

NOTE: Keep this certificate somewhere convenient — you will reference the
same file both when editing the manifest and when running the signtool
command.

6. Update the AppxManifest.xml

Windows validates that the package publisher declared in the manifest matches
the subject of the signing certificate. If the two do not match exactly, signing or
installation will fail. Two lines in the manifest must be modified.

Steps:

Step 1: Open the Manifest File



¢ Navigate to the target directory specified in the previous unpack command
and find the file AppxManifest.xml. Open itin a text editor. Inside, two lines
must be modified — Publisher and PublisherDisplayName.

images 7/3/2024 6:35 PM
& AppTile.png 7/3/2024 6:35 PM
e AppxBlockMap.xml 11372024 6:35 PM Microsoft Edae HTM
€ AppxManifestxmi 7/3/2024 T:13 PM Microsoft Edge HTM... 2KB

€ Defaulthtml

é. Error.html /372024

Step 2: Read the Subject from your Certificate

e Openthe .pem certificate and locate its subject line. This is the value that
must be copied into the manifest.

e 4

Not Before: Jul 2 17:16:46 2024 GMT
Not After : Jul 2 17:16:46 2025 GMT
Subject: C=US, ST=Texas, L=Dallas, O0=EC, OU=ECUnit, CN=DemoCertl
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public-Key: (4096 bit)
Modulus:
00:bl:3e:19:be:47:d8:9d:c2:c6:dd:15:ec:54:c3:
¢ |fyou cannotread the contentin .pem format, open the certificate in .crt
format, open the Details section, and look at the Subject field.



+# Certificate X

General Details Certification Path

Show: | <All>
Field Value
| 1ssuer subhayu @encryptionconsultin...
_Ivalid from 11 September 2024 01:14:56
~|vahd to 11 September 2025 01:14:56
3 DemoCertificate, CSS, EC, Te...
_Public key RSA (4096 Bits)
~ |Public key parameters 0500
(&) |Basic Constraints Subject Type=End Entity, Pat...
LA iNeterana CartTune Sianahwe (10)

CN = DemoCertificate
OU = CSS

0 =EC

L = Texas

S = Dallas

C=US

Copy to File...

—

Step 3: Replace the Publisher Line

¢ Replace the Publisher line in the AppxManifest.xml with the subject line from
the .pem certificate. The final AppxManifest.xml line should look similar to
the signing certificate.

<Package xmlns="http://schemas.microsoft.com/appx/2010/manifest">
<Identity Name="Microsoft.SDKSamples.HelloWorldPackage"
ProcessorArchitecture="neutral”
Publisher="CN=DemoCertificate, OU=CSS, 0O=EC, L=Texas, S=Dallas, C=US"
Version="1.90.0.0"
ResourceIld="en-us"

/>

<Properties>

NOTE: The subject line may be in reverse order depending on your settings and
certificate. To check, see if the Publisher line in the AppxManifest.xml file begins
with CN as the first entry. If it does not, make sure the order is switched such
that it does.



NOTE: Check that the Publisher line in the AppxManifest.xml file contains S
instead of ST. If you see ST as a field, replace it with S.

Step 4: Replace the PublisherDisplayName Line

¢ Replace the PublisherDisplayName line with your organization’s name if it is
currently incorrect.

P

<Properties>
<DisplayName>HelloWorld</DisplayName>
<Description>Sample package containing a "Hello World!" application</Description:
<Logo>AppTile.png</Logo>
<PublisherDisplayName>Encryption Consulting LLC</PublisherDisplayMName>
</Properties>

e Save and close the AppxManifest.xmlfile.

Repack the Package

With the manifest updated, the working directory is packed back into a single
.appxor.msixfile. This new package is the one that will be signed.

Steps:

Step 1: Run the MakeAppx Pack Command

¢ Repackthe file using the following command:

"C:\Program Files (x86)\Windows Kits\10\bin\<build number>\
<architecture>\makeappx.exe" pack
/d "<target directory>"
/p "<target location with package name and extension (.appx)>"

Windows K \ - 99. 1 f\Deskto
File" /p "C:
Microsoft C
Copyright 13 Microsoft. ALl rights rese

{ Output File"
p|L1‘ File"

ktoph\demo fil t Files\APPX ﬂutput File" (content directory) to
HelloWorld-new.appx" Coutput file name).
est Files\APPX Output File\AppxManifest.xml" as the manifest for the packa
o files\Test Files\APPX Output File\Default.html" as a payload file. Its path
o files\Test Files\APPX Output File\Error.html" as a payload file. Its path i
» files\Test Files\APPX Output File\AppTile.png" as a payload file. Its path
files\Test Files\APPX Output File\images\smiley.jpg" as a payload file. Its

path in the ge 1u.1.L'L be "ima \ Ley. jpg".
Package creation succeeded.

Step 2: Clear the Read-Only Attribute



e View the file properties of the newly packed file, and confirm “Read only” is
NOT checked or the signing will fail.

21 HelloWorld-new.appx Properties X

General  Security Detads Previous Versions

1 HefoWorld-new. appx

Type of file APPX File (.appx)

Openswith:  App Installer Change
Location C\Users\niey\Desklop'demo fies\Test Files
See 11.5KB (11,830 bytes)

Szeondisk:  12.0KB (12,288 bytes)

Created Wednesday, July 3, 2024, 7:19.19 PM
Modified Wednesday, July 3, 2024, 7:19:19 PM

Accessed Today, July 4, 2024, 1 minute ago

I Altnbutes Read-only Hidden Advanced

OK Cancel

8. Sign the Package Using Signtool

Proceed with Windows signing using the certificate you used to modify the
manifest. The private key stays inside the HSM — Signtool reaches it through the
Encryption Consulting Key Storage Provider.

Steps:

Step 1: Run the Signtool Command

e From an administrator Command Prompt, run the following command
against the new package:

signtool sign /csp "Encryption Consulting Key Storage Provider"
/kc <key name of the private key associated with the certificate>
/fd <the desired signing algorithm to be used when signing>
/£ <the location of the certificate to be used for signing>.pem
/tr <the URL of the time stamping server to be used>

/td <the algorithm to be used with the time stamping server>
<the path to the new .appx file>




e Anexample command is as below:

signtool sign /csp "Encryption Consulting Key Storage Provider"
/kc "DemoCertl"™ /fd "SHA256"
/f "C:\Users\riley\Desktop\demo files\Signing Certificates\

DemoCertl.pem"
/tr http://timestamp.digicert.com /td SHA256
"C:\Users\riley\Desktop\demo files\Test Files\HelloWorld-new.app

NOTE: Point /f at the same certificate file you prepared in Section 5 and used to
update the manifest. The documented requirement is the .pem file; if you supply
a differently named copy of the same certificate, make sure the subject still
matches the Publisher line in the manifest.

Users\riley>signtool sign /csp "Encryption Consulting Key Storage provider" /kc "DemoCertl"™ /fd "SHA " /f "C:\Users\riley\Desktop\demo
files\Signing Certificates\DemoCertl.crt" /tr http://timestamp.digicert.com /td SHA256 "C:\Users\riley\Desktop\demo files\Test Files\HelloWo
rld-new.appx"

Done Adding Additional Store

ECSSL Info:  Trying 3.15.52. (443,

Info: Connected to devcodesignsecure.encryptionconsulting.com (3.15.52.229) port 443 (#0)
: offers http/1.1
ata, 0000000005 bytes (Ox

Info: TLSv1.3 (O TLS handshake, C
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Info: Connection #0 to host devcodesignsecure.encryptionconsulting.com left intact

Successfully signed: C:\Users\riley\Desktop\demo files\Test Files\HelloWorld-new.appx
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Step 2: Flag Reference

¢ The following are the flags and their meaning in the command:

Description

/csp This specifies the Key Service Provider to be used. This should always
be “Encryption Consulting Key Storage Provider”.

/ke This should be the name of the private key associated with your
certificate. This will likely be the same name as the certificate name.

/£d This is the signing algorithm to be used with the signing function. This
can be SHA256, SHA384, or SHA512.



m

/£ The location of the certificate to be used for signing, with a .pem
extension. This should correspond to the same certificate named in the
/kc flag.

/tr (Optional) This is the URL of the timestamping authority to be used. If /tr

is notin use, and timestamping is not required, then /td should also be
left out of this command.

/td (Optional) This is the signing algorithm to be used with the
timestamping server. This can be SHA256, SHA384, or SHA512. This
algorithm should be the same as the /fd field. If /tr is not in use, and
timestamping is not required, then /td should also be left out of this

command.
<file path> This is the path to the repacked .appx or .msix package to be signed.
Verify the Signature

After the signing operation completes, confirm that a valid digital signature has
been applied to the package.

Steps:

Step 1: Open the Package Properties
* Right-click the signed .appx or .msix file and select Properties.

e Selectthe Digital Signatures tab at the top of the Properties window.

4 sample.ps1 Properties X
General Digital Signatures  Security Details  Previous Versions

Signature list

Name of signer: Digestalg... Timestamp
Test-2026 sha256 Monday, April 27, 2026 8:48:37

Details

Cancel Apply




e Select the name of the signer in the signature list and click Details to confirm
that the signature is valid, that it chains to the expected certificate, and that
the timestamp is present.

Step 2: Cross-Check in CodeSign Secure

¢ Openthe CodeSign Secure portal and navigate to Reports > Signing Request
Report, where every signing request performed through the KSP is recorded
for audit purposes.

Step 3: Confirm the Package Installs

¢ Asafinal check, install the signed package on a test machine that trusts the
signing certificate chain. A publisher mismatch between the certificate
subject and the manifest Publisher line is the most common cause of
installation failure — if this occurs, revisit Section 6.



