CircleCl Integration Document

Integrating CodeSign Secure with CircleCl streamlines your CI/CD workflows by
automating the signing process. This guarantees each build is signed securely and
efficiently, minimizing manual mistakes and bolstering the reliability of your software
supply chain.

In this guide, we will show you how to sign using Microsoft’s Signtool with Encryption
Consulting’s KSP and a CircleCl self-hosted runner on a Windows Machine.

1. Set up CodeSign Secure KSP
The Encryption Consulting Key Storage Provider (KSP) for Windows is a software
component that extends the Microsoft Cryptography API: Next Generation (CNG)
framework. Its primary purpose is to enable Windows applications, such as
signtool.exe, to interact seamlessly with the cryptographic keys and certificates
stored within an HSM.
Steps:

Step 1: Download the EC KSP

e Logintothe CodeSign Secure portal and navigate to the Signing Tools
section to download “EC KSP for Windows.”

Signing Tools

(€

Encryption Consulting CNG - Signing 4,
SP

e Extract the zip file to get the “Setup.msi” file.
Step 2: Install the EC KSP

e Runthe “Setup.msi” installer with Administrator privileges.



15 EC SigningKSP — ¥

Welcome to the EC SigningKSP Setup Wizard |

The installer will guide you through the steps required to install EC SigningKSP on your
computer.

WARNING: This computer program is protected by copyright law and international
treaties. Unauthorized duplication or distribution of this program, or any portion of it, may
resultin severe civil or criminal penalties, and will be prosecuted to the maximum extent
possible under the law.

Follow the on-screen prompts of the installation wizard.
o Acceptthe End-User License Agreement.
o Choose the installation directory (the default is C:\Program
Files\Encryption Consulting\SigningKSP).
o Choose whether you want to install the KSP for Everyone or just for
the current user

15 EC SigningKSP — ¥

Select Installation Folder

The installer will install EC SigningKSP to the following folder.
Ta install in this folder, click "Next”. To install to a different folder, enter it below or click
"Browse".

Eolder:
C:\Program Files\Encryption Consulting\SigningKSP\] Browse...

Disk Cost...

Install EC SigningKSP for yourself, or for anyone who uses this computer:

(® Everyons

O Justme

Enter the prompted details such as:
o Username —The username/email that you use to login to the
CodeSign Secure portal
o Code-The secret code that you set at the time of setting up the
CodeSign Secure solution.
o ldentityType — Keep this field as default (2)



o CodeSign Secure URL-The URL to access the portal (Remember
to add “/api/” at the end of the URL)

15 EC SigningKSP — X

Enter APl User Authentication Info

Please enter authentication info

Username:
|Aryan@encryptionconsulting,com

Code:
[8@1$UBAXSTR2WRM

Identity Type
2

AP| BaseUR!:
|hﬂps:,','codesignsecure.encryptionconsuliing.com.l'api,'

Click Next and confirm the installation.

1559 EC SigningKSP — X

Installing EC SigningKSP LA

EC SigningKSP is being installed.

Please wait...

Step 3: Configure the Registry Editor settings

Open the Registry Editor and navigate to
HKEY_CURRENT_USER>Software>Encryption Consulting>SigningKSP
directory.



B Registry Editor
File Edit View Favorites Help
Computer\HKEY_CURRENT_USER\Software\Encryption Consulting\SigningKSP
v = Computer Name Type Data
> I HKEY_CLASSES_ROOT a¥)(Defaul) REG SZ (value not set)
~ | HKEV_CURRENT_USER 35| APIBaseURI REG_SZ ps: i
> | AppEvents 2¥|code REGSZ B@!SUAXSTR2w2vT
» | Console [a¥lectoken REG.S7
> | Centrol Panel #identityType REG_DWORD 0x00000002 (2)

Environment abluser REG_SZ Aryan@encryptionconsulting.com
> EUDC

» 1 Keyboard Layout
Network
> Printers
> Remote
v | Software
> | AppDatalow
» | Classes
~ | Encryption Consulting
SigningKSP
> | Google
» | Microsoft
bd Policies
RegisteredApplications
> Wow6432Naode
> 1 System
Volatile Environment
> HKEY_LOCAL_ MACHINE
> HKEY_USERS
> HKEY_CURRENT_CONFIG

ing.com/a..

Now open the CodeSign Secure portal and navigate to System
Setup>User. Select the “Generate API Key” option.

Generate APl Key

471 Ky Hame ©

Espiry Dote

Create a token for your account by providing a name and the validity
period. Remember to copy the token as it will be shown only once.

Generate API Key X

APIKey Name ”

‘ Test ‘

Expiry Date *

‘ 90 Days v ‘

Add this token to the “ectoken” field in the Registry Editor.




Name Type Data

g‘l’](Default) REG_SZ (value not set)
.“JﬂAPIBaseURI REG_SZ https://codesignsecure.encryptionconsulting.com/a...
ab)code REG 57 8@'$U3QXSTR2W2VF
2B ectoken REG SZ
identityType REG_DWORD 0x00000002 (2)
;‘ﬂuser REG S7Z Aryan@encryptionconsulting,com
Edit String X

Value name:
|ectoken ‘

Value data:
|byJ()eXA\D\JKV‘\QlLCJhbGC\D\J\Uz\‘IN\JQ,eyJTcZVybmFtZS\SIkFyeWFuQ(‘

oK H Cancel |

2. Set up P12 Authentication Certificate
Setting up a P12 Certificate involves configuring your environment variables to
authenticate your client machine with Encryption Consulting's CodeSign Secure.

Steps:
Step 1: Create a Machine Authentication Certificate

e Openthe CodeSign Secure portal and navigate to the the System
Setup>User. Select the “Generate Authentication Cert” option.

Ganerate Authentication Certificate

e Select the user name from the drop down and enter the details like
certificate name and its expiry date.

e Itwillthen provide you with .pfx certificate file and also display the
password to the certificate file.
NOTE: This password will be displayed only once. So you must copy and
store it safely to perform the authentication with the CodeSign Secure
server.



Generated Authentication Certificate X

Please retain this password for certificate setup. Without it, you'll be required
to create a new authentication certificate.

8d4lccf03f7 © copy

Step 2: Configure the Environment Variables
e Openthe Environment Variables from your Start Menu

System Properties X
Computer Name Hardware Advanced System Protection Remote

‘You must be logged on as an Administrator to make most of these changes.

Performance

Visual effects, processor scheduling, memory usage, and virtual memory

Settings...
User Profiles
Desktop settings related to your sign-in
Settings...
Startup and Recovery
System startup, system failure, and debugging information
Settings...

Environment Variables... |

OK Cancel Apply

e Add new system variables by clicking on the New button. Provide the
following variable name and its corresponding details.

o EC_Client_Auth: Corresponds to the path of your SSL
Authentication certificate, which can be created from
CodeSignSecure

o EC_Client_Pass: Corresponds to the password of your certificate,
which is provided at the time of creation of the certificate.

o EC_SSL_VERBOSE: Corresponds to the setting to either enable (1)
or disable (0) the debugging output for EC KSP.
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3. Set up Signtool for Signing
Setting up signtool for code signing involves ensuring that the Signtool.exe utility
is available on your machine and configured to correctly interact with Encryption
Consulting’s cryptographic provider that provides access to your code signing
certificate's private key.
Steps:

Step 1: Download and Install Windows SDK
e Using the following download link, download the Windows Software
Development Kit: Windows SDK downloads - Windows apps | Microsoft
Learn

Microsoft Build 2026

Windows SDK downloads

Windows 11 — 28000 versions

e Opentheinstaller once downloaded and select “Next” on the first screen
to keep the default settings.


https://learn.microsoft.com/en-us/windows/apps/windows-sdk/downloads
https://learn.microsoft.com/en-us/windows/apps/windows-sdk/downloads

Specify Location

® Install the Windows Software Development Kit - Windows 10.0.22621.755 to this computer

Install Path:

* Windows Kit common installation path used

Download the Windows Software Development Kit - Windows 10.0.22621.755 for installation on a separate
computer

Download Path:

Estimated disk space required: 37GB
Disk space available: 676.8 GB

Next | Cancel

Follow the on-screen prompts of the installation wizard.
o Accept the Windows Kit Privacy
o Acceptthe End-User License Agreement.
Deselect everything except "Windows SDK Signing Tools for Desktop

Apps" and select “Install”.
- o _

Select the features you want to install
Click a feature name for more information.
Windows Performance Toolkit Windows SDK for UWP Managed Apps
[] pebugging Tools for Windows
Application Verifier For Windows Size: 1015.1 MB
{NET Framework 48.1 Software Development Kit The Windows SDK for UWP Managed Apps
IWindowsAbp Certfication X Requires the following features:

Windows IP Over USB

— + Windows SDK Signing Tools for Desktop Apps

QN

Windows SDK Signing Tools for Desktop Apps
] Windows SDK for UWP Managed Apps
Windows SOK for UWP C++ Apps
[] Windows SDK for UWP Apps Localization
[ Windows SDK for Desktop C++ x86 Apps.
] windows SDK for Desktop C++ amdé4 Apps

Windows SDK for Desktop C++ arm Apps.

i Estimated disk space required: 16.1 MB
L] Weicionws S for Deskdop Ce+. anised Apps Disk space available: 676.8 GB
Back ‘ % Install [ Cancel
!

Go to the following path where the tools should have been downloaded
to: “C:\Program Files (x86)\Windows Kits\10\bin”. Select the desired
version directory and check whether the “signtool.exe” file is present.



c O > ThisPC » 0OS(C) > ProgramFiles (x86) > WindowsKits > 10 > bin > 100261000 > xb4

@ B ® W N S = View

4 appxsip.dil
T cert2speene
%] dgssexwithfilehandlelib.dll
[ mskecat.exe
makecat exe. manifest
Microsoft Windows.Bulld.Appr.ApprPackaging..
Micrasoft Windows.Bulld.Appr.AppiSip.diLman..
Microsoft Windows. Build.Appx.OpcSenvices dil
Microsoft Windows. Build. Signing. mssign32.dil
T Miciosoft Windows BulldSigning wintrust diLm..
% mssign3z.dl

4 opeservices dil

[m signtool.exe 01-04-2024 10:32 Application 530 KB

signtool exemanifest
% wintrust.dil

wintrust.diLini

e Ensureyou are in the x64 directory and copy this directory path.

Step 2: Add Path to Signtool.exe in Environment Variables
e Open the Environment Variables from the Start Menu.

System Properties X
Computer Name Hardware Advanced System Protection Remote

‘You must be logged on as an Administrator to make most of these changes.

Performance

Visual effects, processor scheduling, memory usage, and virtual memory

Settings...
User Profiles
Desktop settings related to your sign-in
Settings...
Startup and Recovery
System startup, system failure, and debugging information
Settings...

OK Cancel Apply

e Scroll down through the system variables on the bottom table until you
find PATH in the variable names.



| Computer Name

| Youmustbel User variables for Riley

Perfomance| | | variable Value
Visualeffect | chrystokiConfi C:\Users\Riley\D y lient
OneDrive C:\Users\Riley\OneDrive - Encryption Consulting LLC
OneDriveCommercial C:\Users\Riley\OneDrive - Encryption Consulting LLC
Path CAU: lley\AppData\L g Python310\Scri...
User Prodiest | | veme C\Users\Riley\AppData\Local\Temp
Deskiopself | rypp CA\Users\Riley\AppData\Local\Temp H
I
Stanip ol New.. Edit.. Delete P
System start
System variables
Variable Value
os Windows NT |
Path C:\Program Files (x86)\Windows Kits\10\bin\10.0.19041.0\64:C:.
PATHEXT COM:EXE: BAT: CMD; VBS; VBE. S, JSE: WSF: WSH; MSC
PROCESSOR ARCHITECTURE AMD64 I
| | PROCESSORIDENTIFIER  Intel64 Family 6 Model 140 Stepping 1, Genuinelntel i
PROCESSOR LEVEL 6
PROCESSOR _REVISION 8c01

Modules:CAWINDOWS\sv.

New. Edit. Delete

oK Cancel

e Double click on PATH in system variables and select New on the left of the

screen. Paste your copied directory path of “signtool.exe” into the new
selection.
C:\Program Files (x86)\Windows Kits\10\bin\10.0.19041.0\x64 New
C:\Program Files (x86)\VMware\VMware Workstation\bin\
%SystemRoot%\system32 Edit
%SystemRoot%
%SystemRoot%\System32\Wbem _—
%SYSTEMROOT%\System32\WindowsPowerShell\v1.0\
9%SYSTEMROOT%\System32\OpenSSH\
C\Windows Delete
C:\Program Files (x86)\Windows Kits\10\Cryptographic Provider De...
C:\Users\Riley\source\repos\Cryptographic Provider Development ...
C:\Program Files\OpenSSL-Win64\bin Move Up
C:\Program Files\Microsoft Visual Studio\2022\Community\VC\Tool...
C:\Program Files\SafeNet\LunaClient Move Down
C:\Program Files\PuTTY\ |
C:\Program Files\Git\crnd
Edit text...
|
i
|
OK Cancel

e Select OK at the bottom to exit the Environment Variables page.

4. Set up CirclCI
Setting up CirclCl requires setting up the organization, configuring your project,
and specifically your build machines with the runners and pipelines for signing
files using signtool on a Windows machine.

Steps:
1. Create a CircleCl organization



e Navigate to CircleCl and log in with your account. It will then show you the
options to either create a new Organization or choose an already created
one. In this guide, we will be creating a new organization.

Doiclec! - » oA

Start anew
organization

e Enterthe unique name of the organization.

e |twill then take you to the Home page of you organization in the CirclCl
account.

Dcirclect =

Organization Home o\

il
r

‘g io @

Create a project
P

‘mim

o] Gel Starled >

2. Create a Resource Class for a Self-Hosted Runner



e Select the “Runners” section from the left sidebar.

Dcirclec! »

A Sucktamquesos (B 0 G

2 Run jobs on your infrastructure.
artes with seftoh necy

o [twillfirst ask you to review and confirm the terms and conditions, after
which you will be able to create a resource class for the runner.

Dclrclecl Q s askquestins () A (0 @4
LB Organization Settings
= Self-Hosted Runners
= Pocple CircleCl saif-hosted runnars allow yau 10 run obs 0 your infrastructure. Resd e docs 71
s
aups
® Please accapt the terms of use to enable runners.
. Cane
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[
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e [twillthen redirect you back to the Runners section to create a resource
class.

Dcirclecl «

Create a custom resource class

ot puol of sell-lostead Furners o b, Exrle:

e Click“Save and Continue,” and it will then provide you with the
authentication token.
NOTE: Copy and store this token safely as we will be needing it in the next
steps to authenticate the runner with CircleCl pipeline



Dcirclecl «

Bl nstall a Self-Hosted Runner

P

HJ Use a resource class loken

= uch process. IF youve already created
Pipaines -

() ea7: Copy

Warning: Tnis texen will only be disalayed once. Please store a I oy e ol
Depioys
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@
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Click “Continue” to add this runner to your organization.

Bcircleci «

Q stons  (B)

3. Install the Runner on your Windows Machine

After we are done getting a token, we need to install a self-hosted runner
on our machine. This is the machine where Signtool and ECSigningKSP
are installed and configured.

Download the “Install-CircleCIRunner.ps1” script from GitHub (link) on
this machine.

= ) cocecrpui s mmnerirstelaion-fies Q 1y it snarch |- | +- @/ nlaa}
e
@

Open PowerShell as an administrator and navigate to the directory where
you placed the script file.

Run the following command:


https://github.com/CircleCI-Public/runner-installation-files/tree/main/windows-install/circleci-runner

o Set-ExecutionPolicy Bypass -Scope Process -Force;
[System.Net.ServicePointManager]::SecurityProtocol =
[System.Net.ServicePointManager]::SecurityProtocol -bor 3072;

o ./Install-CircleCIRunner.ps1
e Aspartof the installation, the configuration file for the machine runner
(runner-agent-config.yaml) will open in Notepad. Fillin the requested
information. The configuration file is located in the installation directory,
C:\Program Files\CircleCl, by default.
e Enterthe authentication token that we created while creating the
Resource class

%api:

auth_token: << AUTH TOKEN >>

runner:
name: "runner"
mode: single-task
task_agent_directory: C:\Program Files\CircleCI\Agents
working directory: C:\Program Files\CircleCT\Workdir
cleanup working directory: true

logging:
file: C:\Program Files\CircleCI\circleci-runner.log

e After completing the runner setup, it will automatically start and start
looking for jobs.

e Youwill be able to see arunner in the CircleCl page.

Dcircleci »

wnatons B 0 D @

B Self-Hosted Runners

Goncurrency Usage @ ot 5 tases uzsg

4. Create a project and set up a Pipeline
e Now we go back to the Organization Home page to create a project and

initialize the pipeline.

Dcircleci =

Qrganization Home @ Insights

gatn

= Createa project
i LE e nok

. peaple

Get Started




e Clickon“Create a project” and select the “Build, test, and deploy your
software application” option.

Dclicleot «

What would you like to do in your project? 9 e

p a pipeline” option.

:setu

zzzzz

e Provide the name of the pipeline and click the “Next: choose a repo”

option.

Dcirclect »

e You can choose which repo to connect to your pipeline. We will be using a
GitHub repo for this guide.

Let's choose a repo for your pipeline

e b T e s it s chuces bare wil o checked oot e e the el

i @

Which rapo weuld you ik this pipafine?

2

@ Come ta GitLab Cloud 2

W Gorneetie G71an S mansgen

O Canest o Bitbacket Dats Carier




e Selectthe repo after connecting your GitHub account with CircleCl
Pipeline.

Deirclecl « &

o) Bt el Let's choose a repo for your pipeline

e e R T S e A N
Wihich repo wauld you liks 0 uss inthis pipsiine?

o

= B

[}
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e Click onthe “Prepare configfile” option to push a sample config yaml file

to a new branch in your connected repository.

®
o - J GRS Let's define what runs in your pipeline
Bl © soonene
= Ln conf
=2 ~ .
- g i 1 b
W will net commit to your default branch,
vou comma e cicieak-praject-setup It 2 tar Stec.
= « Gobos
6]
&
g

e ltwillthen show you a sample repo. Click on the “Next: set up your
triggers” option.

Dcirclec] = a

- [ Enie Rroinct odtal Let's define what runs in your pipeline
o
€ sotuo apinoino @ Looks like your repo Is smpty.
Heras 3 Hello World config 12 get vau started.
peire 10 your defauit branch.
> Rew Branch e cieloci-projoct-5etup n e 512
al
P

o

e You can set the triggers as per your requirement. We will leave this as the
default, with the pipeline running on every new commit. Click on the
“Next: review and finish setup” option.
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It will run the pipeline with this sample config file to test the pipeline.
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You can view your pipeline from the “Pipelines” Section from the left

[ ]
sidebar.



Dcirclecl «

& Pipelines
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5. Update the Pipeline configuration
e Now will be updating the config.yml file on our repo branch to run the
signtool command and perform the signing.
e Follow the structure below of the config.ymlto run the signtool command
via CirclCl pipeline:

version: 2.1
jobs:
runner-test:
machine: true
resource class: <namespace>/<resource-class>
steps:
- checkout
- run:
name: "Sign using PowerShell"
shell: powershell.exe
command: |
& "<PATH TO signtool.exe>" sign /csp "Encryption Consulting
Key Storage provider" /kc "<KEY ALIAS>" /fd SHA256 /f "<PATH TO THE
CERTIFICATE FILE>" /tr http://timestamp.digicert.com /td SHA256 "<PATH
TO THE FILE TO BE SIGNED>"
workflows:
testing:
jobs:

- runner-test

Here is a working config.yml file for your reference to match the details that
we used in the earlier steps to step the resource class and signtool.

version:
jobs:
runner—-test:

machine: true

resource class: encryptionconsulting/codesignsecure-test

steps:
- checkout




- run:
name: "Sign using PowerShell"
shell: powershell.exe

command :

& "C:\Program Files (x86)\Windows
Kits\10\bin\10.0.26100.0\x64\signtool.exe" sign /csp "Encryption
Consulting Key Storage provider" /kc "Test-2026" /fd SHA256 /f

"C:\Users\Administrator\Downloads\Test-2026.crt" /tr
http://timestamp.digicert.com /td SHA256
"C:\Users\Administrator\Downloads\sample.psl"
workflows:
testing:
jobs:

- runner-test

e When you commit this update config file to your repository branch, the
runner should start the pipeline automatically.

[ Files CireleCl-Test / circ eonfigyml (0

¥ circleci-project-.. ~

Code  Blame & o A I

6. Run the CircleCl Pipeline

e Once the file is committed, you will see a new pipeline run in the

Pipeline section.

Dcicleci »
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e On successful completion of the pipeline, you can check the
properties of the file that was to be signed for a valid signature.



4 sample.ps1 Properties X

General  Digital Sgnalures  Security  Details  Previous Versions.




