DigiCert Connector Integration Guide

Prerequisites

Before deployment, ensure:
e CertSecure Manager frontend and backend are fully operational.
¢ You have administrative privileges on the target machine.

e Your CertSecure Manager account has “Manage Certification Authorities”
permission.

You have access to:
¢ Avalid DigiCert APl Key with certificate management permissions.

e The CertSecure Manager backend (URL or IP).

Hardware Requirements
e CPU: 16 cores, RAM: 32 GB, Storage: 200 GB
Software Requirements

e OS:Windows 11 or Windows Server 2019 (or later)

Deployment Steps
Step 1: Running the Installer
1. Mount the ISO by right-clicking and selecting Mount.
2. Openthe mounted drive, find the installer, and run as Administrator.

M > DVD Drive (E) CSM-Connector-V3

Name

GE CertSecure Manager Installer 3.0.0

%® Run as administrator

Traubleshoot compatibility

Step 2: Installation and Service Configuration

1. Click Next > Acceptlicense »
Default path: C:\Program Files (x86)\CertSecure 3.0 > Click Next.
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2. Click Start on installation page - wait for completion.
View logs if needed > Click OK, then Next.
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3. On Configure Connector Settings page:
o Enter Connector Name (any value).

o Enterthe CA Name as the name of the Certificate Authority mentioned in your
DigiCert Account or a value like DigiCertCA.

Note: The CA Name is for display only; all operations rely on the DigiCert API Key.

o Enterthe Backend URL of the CertSecure Manager.



Configure Connector Settings

Connector Name:
DigCen_Cormector_01

CA Name:
DigpCedCA

Backend Server URL:
hitos //certsecureap encryptonconauting com
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4. On Install Service page:

o Click Install.

Install Service

Chick the “Install' button to install and start the service.
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o After service installs, a prompt will ask for Registration Key.

Install Service

Click the ‘Install' button to install and start the service,

Scarcting installation...

1ling service EC_DigiCert Comnector

ce installed

Service installation completed.

Starting EC DigiCert Connector Service...
Debugging service EC DigiCert Comnector - preas

Ccri+C to stop.
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On CertSecure Ul » Go to Utilities > Connectors

o Click Create Registration Token.

Token Generated

ZvBOGnIwZlubiSQhTwaY © l

o Copy token > paste into prompt on installer > Click Submit.

Registration Key Required = 0O

Enter Agent Registration Key:
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6. Enter DigiCert API Key
o After successful Registration, the installer will ask for the DigiCert API Key
prompt, you got from the DigiCert CertCentral platform.

Install Service

Cack the 'Instal’ button to install and start the service,
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Enter the API Key into prompt on installer > Click Submit > Close prompt > Click
OK - Click Next.

7. Open Services.msc >

o Right-click EC_DigiCert_Connector > Click Start.

“ Services (Local)

EC DigiCert Connector Name Description  Status Startup Type Log On As
G Distributed Link Tracking Clie- Maintains lin.  Running  Automatic Local System
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Description: £ £C DigiCert_Connector DigiCertCA_ Rumning  Automatic Local System
EPESEN {CLEC F5_ RenewalAgent Renewal age.. Marual Local System
s Embedded Mode The Embedd.. Manwal (Tigg-  Local System

& Encrypting File System (EFS)  Providesthe - Rumning  Manual (Tigg—  Local System
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o Service Status will become "Running"
Go to Ul » Click Refresh to see the connector displayed.
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8. On installer » Click Finish > Click Yes on confirmation > Exit application.
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Installation Completed
Successfully

CertSecure Manager Connector has been Installed
successfully on your device.

You can now start using the connector to manage
your certificates.

v3.0.0 - Installer Click 'Finish' to exit the setup.

o Are you ture you want 1o exit the application?
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9. InCertSecure Ul:
o Go to Administration > CA Management -> Click Add CA
o Choose CA Type: DigiCert
o Enter CAName (e.g., DigiCertCA as entered earlier)

o Set Renewal Interval (e.g., 5 = sync every 5 mins) - Click Save.
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