GlobalSign Atlas API Credentials Generation and CertSecure
Manager Requirements

Purpose
This document explains how to generate the API Credentials and mTLS certificate in

GlobalSign Atlas and outlines the full set of requirements to integrate it with the CertSecure

Manager Connector.
Section 1: Prerequisites for APl Credentials Generation

1. Active GlobalSign Atlas Account
You must have a valid and accessible GlobalSign Atlas account with a valid certificate
service and a valid identity, required to create API Credentials.

2. User Role with API Permissions

Recommended roles: Administrator or Manage Certificates and Manage Credentials.

Other roles may have limited API access.

Section 2: Steps for API Credentials Generation and mTLS Certificate Issuance via

GlobalSign Atlas

1. Steps to Generate API Credentials

The following are the steps to create APl Credentials for GlobalSign

1. Loginto GMO GlobalSign Atlas

2. Inthe left side panel, navigate to “Access Credentials > AP| Credentials”.

3. Click on the “Generate an API Credential” button.

API Credentials Generate an AP| Credential (@

4. Select “View and Copy” and click “Continue”.


https://atlas.globalsign.com/manage/dashboard
https://atlas.globalsign.com/manage/dashboard

Which method do you want to use?

View and Copy Encrypted File
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View in browser, copy to clipboard.
Downloadable as a .csv file, Paste an RSA public key.
Download key and secret as .enc

BACK CONTINUE

5. Select an active service and click continue.

Link to a Service

This API credential must be linked to an active service.

API CREDENTIAL SUMMARY

Test Certificates

50 Certificates

en No
15 SRV-000226
Key Type: RSA

Start Date: May 07, 2025 \‘Iz\:' SF:“(;IEI'?‘Z‘ZQEI “
6. Select a single valid identity and click continue.
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Link an Identity

Link to an Identity

This API credential must be linked to a single valid identity.

API CREDENTIAL SUMMARY

Only identity profiles applicable to your chosen service are shown here. =
No

IDEN-04135 Fff,}@
Profile: IDEN-04135_2025-05.07 \,J/;ml)« @ D#: SRV-0002261

& 2 Test Certificates - 50

Created Request a new identity profile
May 07, 2025
Active

BACK CONTINUE

7. Give the credentials a distinguishable name and click continue.



Add a Familiar Name

Create a label to distinguish this from similar credentials

API CREDENTIAL SUMMARY
GEMgREUrE-Manager-ts-test-connecter
No

BACK CONTINUE 1D#: SRY-0002261

Test Certificates - 50

8. Download and save the API Credentials.

2. Steps to Generate a CSR for mTLS certificate

The following are the steps to create an mTLS certificate for the GlobalSign API Credentials.

1. Loginto CertSecure Manager
2. Navigate to “Enrollment > Generate CSR”

3. Fillin the certificate details for the mTLS certificate. Enter a password to encrypt the

private key.


https://www.digicert.com/account/login.php

Click on the “Generate CSR” button and download the CSR and private key files.

Note: We will be using this CSR to issue the GlobalSign mTLS certificate, and the
private key file and the password will be required during the agent installation
process.

Next, Log in to GMO GlobalSign Atlas

In the left side panel, navigate to “Access Credentials > mTLS Certificate”.
Click on the “Generate a mTLS Certificate” button. Click on Continue under the

“Directly via the API” option.

How do you plan to connect to the service?

How you connect affects your need for an mTLS certificate.

Via Our Technology Partners Directly via the AP

=

n contact y es team.
OK. RETURN TO DASHBOARD CONTINUE



https://atlas.globalsign.com/manage/dashboard
https://atlas.globalsign.com/manage/dashboard

8. Select the API Credential that we created in the previous step and click continue.

L
Link API Credentiall
Link API Credential(s)
Link ene or more AP credentials to this mTLS certificate
MTLS CERTIFICATE SUMMARY
‘certsecure-manage... Q ‘test-ov-identity- Q
P - ? % " o

ACTIVE ACTIVE

BACK CONTINUE

9. Paste the CSR that we have generated from CertSecure Manager earlier and click on

“continue”.

Paste a CSR

MTLS CERTIFICATE SUMMARY

10. Download and save the mTLS Certificate.

O @

Save Certificate

Success! Now Save this Certificate

Copy and paste this mTLS certificate to a text editor

Success! Here is your mTLS certificate and associated ICA!

Not sure how to proceed? Refer our customer guide or support Article on creating .pem as well as

converting it into other formats




Section 2: Additional Requirements for CertSecure Manager Connector Integration
1. CertSecure Manager Connector Configuration
Once the API credentials and mTLS certificate are generated:
e The CLM Connector must be configured with the API credentials.
e Ensure the connector machine has access to the GlobalSign APl endpoint
(using the mTLS certificate)

https://emea.api.hvca.globalsign.com:8443/v2



https://emea.api.hvca.globalsign.com:8443/v2
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