HLK/HCK Signing Integration Document

Encryption Consulting LLC’s expertise in this domain ensures your code signing
process is seamless, secure, and compliant with Microsoft’s standards. Digitally
signing your HLK package (.hlkx) involves a series of steps to create a secure and
verifiable digital signature. These steps ensure that the code meets Microsoft’s
standards.

We understand that flexibility is key, so we offer two methods for HLK signing, and you
can pick the one that best suits your requirements. The first uses our in-house Utility
Tool, which streamlines the signing process into a short series of prompts. The second
uses our Key Storage Provider (KSP) together with Microsoft’s signtool, which offers a
higher level of security and is ideal for clients who prioritize security and compatibility.
In both cases the private key remains inside the HSM and every signing operation is
recorded centrally.

Sections 1 to 5 prepare the client machine and apply to both methods. Choose
whichever of Sections 6 or 7 matches your preference, then verify using Section 8.

1. Setup CodeSign Secure KSP

The Encryption Consulting Key Storage Provider (KSP) for Windows is a software
component that extends the Microsoft Cryptography API: Next Generation (CNG)
framework. Its primary purpose is to enable Windows applications, such as
signtool.exe and our Utility Tool, to interact seamlessly with the cryptographic
keys and certificates stored within an HSM.

Steps:

Step 1: Download the EC KSP

e Logintothe CodeSign Secure portal and navigate to the Signing Tools
section to download “Encryption Consulting CNG-SigningKSP” (also listed as
“EC KSP for Windows”).

e Extract the zip file to get the “Setup.msi” file.

Step 2: Install the EC KSP

¢ Runthe “Setup.msi” installer with Administrator privileges.



[ EC SigningKspP — X

Welcome to the EC SigningKSP Setup Wizard 1

The installer will guide you through the steps required to install EC SigningKSF on your
computer.

WARNING: This computer program is protected by copyright law and international
freaties. Unauthorized duplication or distribution of this program, or any pertion of it, may
result in severe civil or criminal penalties, and will be prosecuted to the maximum extent
possible under the law.

¢ Follow the on-screen prompts of the installation wizard.
O Acceptthe End-User License Agreement.

O Choose the installation directory (the default is C:\Program
Files\Encryption Consulting\SigningKSP).

O Choose whetheryou want to install the KSP for Everyone or just for the
current user.

75 EC SigningKSP - X

Select Installation Folder

The installer will install EC SigningKSP to the following folder.
Te install in this folder, click "Next". To install to a different folder, enter it below or click
"Browse".

Ewlder:
C:\Program Files\Encryption Consulting\SigningKSPﬂ Browss...

Disk Cost...

Install EC SignhingKSP for yourself, or for anyone who uses this computer:

(®) Everyone

O Justme

¢ Enterthe prompted details such as:

O Username -The username/email that you use to log in to the CodeSign
Secure portal.

O Code-The secret code that you set at the time of setting up the
CodeSign Secure solution (this is the code defined in your conf.ini
configuration file).



O IdentityType — Keep this field as default (2). If your deployment
authenticates against a local identity store, set this to 1 as described in
the product documentation.

O CodeSign Secure URL - The URL to access the portal (remember to add
“/api/” atthe end of the URL). Leave the APl BaseURL unchanged if itis
already populated correctly.

159 EC SigningKSP - X

Enter APl User Authentication Info |

Please enter authentication info

Username:

|Aryan@encrypiionconsuliing,com

Code:
[B@ISUBGXSTR2WRM

Identity Type
2

APl BaseURI:
|https:,'.fcodesignsecure.encryptionconsulting.com.l'api.l'

e Click Next and confirm the installation. When Windows asks whether you
want to allow this program to make changes to your PC, click Yes.

1759 EC SigningKSP - X

Installing EC SigningKS5P |

EC SigningKSP is being installed.

Please wait...

Step 3: Configure the Registry Editor settings

¢ Open the Registry Editor from the Start menu and navigate to
HKEY_CURRENT_USER > Software > Encryption Consulting > SigningKSP.



B Registry Editor
File Edit View Favorites Help
Computer\HKEY CURRENT USER\Software\Encryption Consulting\SigningKSP
~ = Computer Name Type Data
> | HKEY_CLASSES_ROOT 38|(Default) REG_SZ (value not set)
~ | HKEY_CURRENT USER 28] APIBaseURI REG_SZ http: dgnsecur
» | AppEvents ab|code REG_SZ B@ISUBQXSTRZW2vE
> W Console blectoken REG_SZ
* W Cantrol Panel WidentityType REG_DWORD 000000002 (2)

Fproacument ]user REG_5Z Aryan@encryptionconsulting.com
> EUDC

» | Keyboard Layout
Netwaork
> Printers

> | Remote

~ | Software

> AppDatalow

> Classes

¥ | Enayption Consulting

SigningKSP

> | Google

> | Microsoft

> | Policies

RegisteredApplications

> | Wow6432Node
System
Volatile Environment

> | HKEY_LOCAL_ MACHINE

» | HKEY_USERS

> | HKEY_CURRENT_CONFIG

¢ Now open the CodeSign Secure portal and navigate to System Setup > User.
Select the “Generate API Key” option.

e Create a token for your account by providing a name and the validity period.
Remember to copy the token as it will be shown only once.

Generate APl Key X
APl Key Name "

‘ Test |
Expiry Date *

‘ 90 Days v |

e Add this token to the “ectoken” field in the Registry Editor.



Name Type Data

ab)(Default) REG S7 (value not set)
_'Lh]APIBaseURI REG_SZ https://codesignsecure.encryptionconsulting.com/a...
b)code REG_SZ 8@!$U3QXSTR2w2vf
ablectoken REG_SZ
#identityType REG_DWORD 0x00000002 (2)
.:‘_'ﬂuser REG_SZ Aryan@encryptionconsulting,com
Edit String X

Value name

|ectoken |

Value data:
||eyJOeXA|0\JKVTQ\LCJhbGC\O\J\UzI‘\N\Jg.ey\ﬂcZVybmFlZS\S\kFyeWFqu

ok || cancel |

2. Set up P12 Authentication Certificate

Setting up a P12 Certificate involves configuring your environment variables to
authenticate your client machine with Encryption Consulting’s CodeSign
Secure.

Steps:

Step 1: Create a Machine Authentication Certificate

¢ Open the CodeSign Secure portal and navigate to System Setup > User.
Select the “Generate Authentication Cert” option.

Generate Authentication Certificate

e Select the user name from the drop down and enter the details like
certificate name and its expiry date.

e Itwillthen provide you with a .pfx certificate file and also display the
password to the certificate file.

NOTE: This password will be displayed only once. So you must copy and store it
safely to perform the authentication with the CodeSign Secure server.

Generated Authentication Certificate X

Please retain this password for certificate setup. Without it, you'll be required
to create a new authentication certificate.



Step 2: Configure the Environment Variables

¢ Open the Environment Variables from your Start Menu.

System Properties X
Computer Name Hardware Advanced System Protection Remote

‘You must be logged on as an Administrator to make most of these changes.

Performance

Visual effects, processor scheduling, memory usage, and virtual memory

Settings...
User Profiles
Desktop settings related to your sign-in
Settings...
Startup and Recovery
System startup, system failure, and debugging information
Settings...

Environment Variables. ..

OK Cancel Apply

e Add new system variables by clicking on the New button. Provide the
following variable name and its corresponding details.

O EC_Client_Auth: Corresponds to the path of your SSL Authentication
certificate, which can be created from CodeSign Secure.

O EC_Client_Pass: Corresponds to the password of your certificate, which
is provided at the time of creation of the certificate.

O EC_SSL_VERBOSE: Corresponds to the setting to either enable (1) or
disable (0) the debugging output for EC KSP.

I Enviconment Variabies

User vanables for Adminstrator

Varnable Valoe

Path CAUsers\Administrator\ AppData\Local\ Microsoft\ WindowsA.
TEMP CAUsers\Administra
i ™e C\Users\Administra

System vanables

New Eda Delete




3. Install the Utility Tool and OpenSSL

The following components must be present on the client machine before
signing:

¢ Encryption Consulting’s Utility Tool installed in the system.

e OpenSSL configured in the system.

e Sample HLK/HCK file present in the system.

Steps:

Step 1: Download and Install OpenSSL

e Download and install OpenSSL on your system from here.

Step 2: Install the Encryption Consulting Utility Tool

¢ Forinstallation, you would need to download and run an MSl file from the
portal which will install this tool into your machine.

¢ Alongwith the tool, it will also prompt you to install various signing softwares
such as Windows SDK, Java SDK and Encryption Consulting KSP. These
signing softwares will be used by the Utility Tool to perform signing
operations on different file types.

NOTE: If you have already installed the Encryption Consulting KSP in Section 1,
you can skip that prompt during this installation. Allowing the Windows SDK
prompt to run will also satisfy the signtool requirement in Section 4.

e After successful installation, you will find the Utility Tool.exe in the
“C:\Program Files\Encryption Consulting\Utility Tool” directory.

You will need to change the “BASEURL” field in the config file with the URL of
your domain.

[DEFAULT]
BASEURL = https://nciphercodesignsecure.encryptionconsu lting.com/

[PendingReqGrid]
ENDPOINT = api/signing_request/signing_request/

[signEnvDropDown]
ENDPCINT = api/project_manage/environment/

[signApplicationDropDown]
ENDPCINT = api/project_manage/basic/

[LoginAuthToken]
ENDPCINT = api/auth/GetLoginToken/

[Verify]
ENDPOINT = api/signing/verify/

Step 3: Confirm the HLK/HCK File

¢ Place the .hlkx (or .hckx) package you intend to sigh somewhere convenient
on the machine and make a note of its full path. Both signing methods below
reference this path.

4. Set up Signtool (for the KSP Method)


https://slproweb.com/products/Win32OpenSSL.html

If you intend to use Section 7, the KSP with signtool, then signtool.exe must be
present and reachable. It ships with the Microsoft Windows SDK. Skip this
section if you are only using the Utility Tool method in Section 6.

Steps:

Step 1: Download and Install Windows SDK

e Using the following download link, download the Windows Software
Development Kit: Windows SDK downloads - Windows apps | Microsoft
Learn

Microsoft Build 2026

Windows App Development (st iy —— S—p b b ==

Windows SDK downloads

Windows 11 — 28000 versions

Reteane Oounlosds

¢ Opentheinstaller once downloaded and select “Next” on the first screen to
keep the default settings.

Specify Location

® Install the Windows Software Development Kit - Windows 10.0.22621.755 to this computer

Install Path:

* Windows Kit common installation path used

Download the Windows Software Development Kit - Windows 10.0.22621.755 for installation on a separate
computer

Download Path:

Estimated disk space required: 3.7GB
Disk space available: 676.8 GB

Next Cancel

¢ Follow the on-screen prompts of the installation wizard.
O Accept the Windows Kits Privacy notice.
O Acceptthe End-User License Agreement.
e Select “Windows SDK Signing Tools for Desktop Apps” and select “Install”.


https://learn.microsoft.com/en-us/windows/apps/windows-sdk/downloads
https://learn.microsoft.com/en-us/windows/apps/windows-sdk/downloads

Select the features you want to install

Click a feature name for more information.

[] Windows Performance Toolkit Windows SDK for UWP Managed Apps
[] pebugging Tools for Windows

Application Verifier For Windows Size: 1015.1 MB

NET Framework 4.8.1 Software Development Kit The Windows SDK for UWP Managed Apps

Windows App Certification Kit . .
: PR 4 Requires the following features:

Windows IP Over USB
CIMS! Tools * Windows SDK Signing Tools for Desktop Apps
[#] Windows SDK Signing Tools for Desktop Apps
[] Windows SDK for UWP Managed Apps
"] Windows SDK for UWP C++ Apps

Windows SDK for UWP Apps Localization
I Windows SDK for Desktop C++ x86 Apps
[ Windows SDK for Desktop C++ amd64 Apps

|| Windows SDK for Desktop C++ arm Apps

i Estimated disk space required: 16.1 MB
LI Windows SDK for Desktop C++ anmé4 Apps Disk space available: 676.8 GB
Back % Install Cancel

e Gotothe following path where the tools should have been downloaded to:
“C:\Program Files (x86)\Windows Kits\10\bin”. Select the desired version
directory and check whether the “signtool.exe” file is present.

[&] 0 > ThisPC > OS(C) > ProgramFiles (x86) > WindowsKits > 10 > bin > 100261000 > x64

fus] ] ® W T sort = View

¥ appysip.di 2 plication extension 4
W] cert2spcexe
% dgssenwithiiehandlelib.dil
W] makecat exe
makecat exe.manifest
Microsoft Windows. Build Appr AppaPackaging,
Micrasoft Windows Build Appx AppiSip.dilman.
Micrasaft Windows. Build Appx.OpcServices dil..
Micrasaft Windows. Build Signing mssign32.dil
' Micrasaft Windows. Build Signing wintrust dll.m...
3 mssign32.di

% opservices i

®] signtool.exe 01-04-2024 10:32 Application 530 KB

signtool exe manifest

%) wintrust.dil 1-04-2024 Applica tension 4

wintrust.dllini

e Ensureyou are in the x64 directory and copy this directory path.

Step 2: Add Path to Signtool.exe in Environment Variables

¢ Open the Environment Variables from the Start Menu.



System Properties X

Computer Name Hardware Advanced System Protection Remote

‘You must be logged on as an Administrator to make most of these changes.

Performance

Visual effects, processor scheduling, memory usage, and virtual memory

Settings...
User Profiles
Desktop settings related to your sign-in
Settings...
Startup and Recovery
System startup, system failure, and debugging information
Settings...

Environment Variables. ..

OK Cancel Apply

e Scroll down through the system variables on the bottom table until you find
PATH in the variable names.

i . o . S - - -

ti
Computer Name

Youmustbel  User variables for Riley

Pedfomance| | variable Value
Visual effect ChrystokiConfigurationPath ~ C:\Users\Riley\Downloads\setup-MyKeyVaultClient
OneDrive C:\Users\Riley\OneDrive - Encryption Consulting LLC
| OneDriveCommercial C:\Users\Riley\OneDrive - Encryption Consulting LLC
Path C:\Users\Riley\AppData\Local\Programs\Python\Python310\Scri...
User Profies TEMP C:\Users\Riley\AppData\Local\Temp
Deskiop selfiill| T C:\Users\Riley\AppData\Local\Temp p
i
Startup andig New.. Edit.. Delete P
System start
System variables
Variable Value
os Windows_NT r
Path C:\Program Files (x86)\Windows Kits\10\bin\10.0.19041.0\x64,C....
PATHEXT .COM;.EXE;.BAT;.CMD:.VBS;.VBE;.JS; JSE;. WSF; WSH;.MSC
PROCESSOR_ARCHITECTURE AMD64
—y PROCESSOR _IDENTIFIER Intel64 Family 6 Model 140 Stepping 1, Genuinelntel b
PROCESSOR LEVEL 6
PROCESSOR REVISION 8¢01
PSModulePath % i 1 owerShell\ d AWINDOWS\sv.
New... Edit... Delete
oK Cancel

e Double click on PATH in system variables and select New on the left of the
screen. Paste your copied directory path of “signtool.exe” into the new
selection.



C:\Program Files (x86)\Windows Kits\10\bin\10.0.19041.0\x64 New
C:\Program Files (x86)\VMware\VMware Workstation\bin\
%SystemRoot%\system32

Edit
%SystemRoot%
%SystemRoot%\System32\Wbem —
%SYSTEMROOT%\System32\WindowsPowerShell\v1.0\
%SYSTEMROOT%\System32\OpenSSH\
C:\Windows Delete
C:\Program Files (x86)\Windows Kits\10\Cryptographic Provider De...
C:\Users\Riley\source\repos\Cryptographic Provider Development ...
C:\Program Files\OpenSSL-Win64\bin Move Up
C:\Program Files\Microsoft Visual Studio\2022\Community\VC\Tool...
C:\Program Files\SafeNet\LunaClient Move Down
C:\Program Files\PuTTY\ |
C:\Program Files\Git\cmd
Edit text...
|
i
|
OK Cancel

¢ Select OK at the bottom of each page to exit the Environment Variables page.

5. Obtain the Signing Certificate

Both signing methods reference a public certificate whose private key is held in
the HSM. Signtool requires this certificate in PEM format.

Steps:

Step 1: Download the Public Certificate

e Download the public certificate you wish to use for signing from the Keys and
Certificates section of the CodeSign Secure portal, and make a note of the
key name (alias) associated with it.

* The two methods expect different formats of the same certificate. Signtoolin
Section 7 must be given a .pem file, while the Utility Tool in Section 6 is given
a .crtfile.

¢ Convert between the two using OpenSSL, which is why it is listed as a
prerequisite in Section 3.

openssl x509 -outform der -in certificate.pem -out certificate.crt

NOTE: The key nhame you note here becomes the /kc value in Section 7, and the
.pem path becomes the /f value.

6. Sign Using the Custom Utility Tool



This method involves leveraging our in-house utility tool designed to perform all
kinds of Windows sighing (even HLK signing). This tool streamlines the sighing
process, making it efficient and hassle-free.

Steps:

Step 1: Launch the Utility Tool
* Openthe Utility Tool installed in Section 3 from the “C:\Program
Files\Encryption Consulting\Utility Tool” directory.
Step 2: Enter the Sighing Details
¢ Enterthe appropriate details which will be prompted:
O Username -The username you use to log in to CodeSign Secure.
Application Name - The signing project the request belongs to.
Environment Name - The environment configured for that project.

Path of the file — The .hlkx package to be signed, as noted in Section 3.

O O O O

Name for the output file - The signed package to be produced. The tool
writes a new file rather than modifying the original.

O Path to certificate — The .crt certificate downloaded in Section 5.

NOTE: If your signing project requires approval, the tool sends an approval
request and waits. Signing continues once approval has been granted.

Step 3: Confirm the Result

e Thetoolembeds the signature into the output file and reports that HLKX
signing was successful, along with a verification status.

¢ Note that the signed package is the output file you named, not the original
input file. Verify that file as described in Section 8.

Sign Using the KSP with Signtool

This method involves using our KSP (Encryption Consulting Key Storage Provider)
with Microsoft’s signtool. This method offers a higher level of security and is
ideal for clients who prioritize security and compatibility.

Steps:

Step 1: Run the Signtool Command

¢ From an administrator Command Prompt, run the signing command against
your .hlkx package. The command is:



signtool sign /csp "Encryption Consulting Key Storage Provider"

/kc evcodesigning

/fd SHA256

/f C:\Users\riley\Desktop\ForTesting\evcodesigning.pem

/tr http://timestamp.digicert.com

/td SHA256

C:\Users\riley\Desktop\CodeSign UtilityTool\
£9-879-e0-d5eba97-fa5264.hlkx

NOTE: Replace the /kc alias, the /f certificate path, and the final .hlkx path with
the values for your own environment as noted in Section 5.

¢ Onsuccess, signtool reports that the package was successfully signed.
Unlike the Utility Tool, signtool signs the package in place rather than
producing a separate output file.

Step 2: Flag Reference

¢ The following are the flags and their meaning in the command:

IﬁEEIIIIIIIIIIIII!i%HHHHiiHIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

/csp To enter our KSP (Encryption Consulting Key Storage Provider). This will
not vary and remains constant.

/kc A key container within the CSP that holds the private key. Rename it to
the private key alias you are going to use.

/£d File digest algorithm to use for creating file signatures.

/£ Indicates the location of the public key file or certificate. Make sure to
sign using a .pem file only.

/tr Specifies the URL of the RFC 3161 timestamp server. This helps provide
a timestamp for when the file was signed.

/td Specifies the digest algorithm used by the RFC 3161 timestamp server.

<file path> The path to the .hlkx or .hckx package to be signed.

8. Verify the Signature

Whichever method you used, confirm that a valid digital signature has been
applied to the package.

Steps:



Step 1: Review the Digital Signature
¢ Rightclick the signed package and select Properties.

¢ Selectthe Digital Signatures tab at the top of the Properties window.

=% sample.ps1 Properties X

General Digital Signatures  Security Details Previous Versions

Signature list
Name of signer: Digestalg... Timestamp
Test-2026 sha256 Monday, April 27, 2026 8:48:37
< >

Details

Cancel Apply

e Select the name of the signer in the signature list and click Details to confirm
that the signature is valid, that it chains to the expected certificate, and that
the timestamp is present.

Step 2: Cross-Check in CodeSign Secure

¢ Openthe CodeSign Secure portal and navigate to Reports > Signing Request
Report, where every signing request performed through the KSP is recorded
for audit purposes. Confirm that a signing request appears for the certificate
you used.



