Jar Signing (JarSigner) Integration Document

CodeSign Secure can sign Java archive (.jar) files using the JarSigner utility that ships
with the Java Development Kit, backed by Encryption Consulting’s Key Storage Provider
(KSP). The signing key remains inside the HSM at all times and every operation is logged
centrally, giving you strong key custody and a complete audit trail without changing the
way your Java build process already works.

JarSigner does not talk to the HSM directly. Instead it reads its signing certificate from a
keystore, and by pointing it at the Windows personal certificate store it picks up the
certificate you install from CodeSign Secure. Once that certificate has been associated
with the Encryption Consulting KSP, every private key operation JarSigner requests is
transparently routed to the HSM. This is why the workflow below installs and prepares
the certificate before any signing takes place.

In this guide, we will walk through the complete workflow — from installing the
Encryption Consulting KSP through to signing a .jar file and verifying the result with the
JarSigner verifier.

1. Setup CodeSign Secure KSP

The Encryption Consulting Key Storage Provider (KSP) for Windows is a software
component that extends the Microsoft Cryptography API: Next Generation (CNG)
framework. Its primary purpose is to enable Windows applications, including the
Java keystore bridge used by JarSigner, to interact seamlessly with the
cryptographic keys and certificates stored within an HSM.

Steps:

Step 1: Download the EC KSP

e Logintothe CodeSign Secure portal and navigate to the Signing Tools
section to download “Encryption Consulting CNG-SigningKSP” (also listed as
“EC KSP for Windows”).

e Extract the zip file to get the “Setup.msi” file.

Step 2: Install the EC KSP

¢ Runthe “Setup.msi” installer with Administrator privileges.



[ EC SigningKspP — X

Welcome to the EC SigningKSP Setup Wizard 1

The installer will guide you through the steps required to install EC SigningKSF on your
computer.

WARNING: This computer program is protected by copyright law and international
freaties. Unauthorized duplication or distribution of this program, or any pertion of it, may
result in severe civil or criminal penalties, and will be prosecuted to the maximum extent
possible under the law.

¢ Follow the on-screen prompts of the installation wizard.
O Acceptthe End-User License Agreement.

O Choose the installation directory (the default is C:\Program
Files\Encryption Consulting\SigningKSP).

O Choose whetheryou want to install the KSP for Everyone or just for the
current user.

75 EC SigningKSP - X

Select Installation Folder

The installer will install EC SigningKSP to the following folder.
Te install in this folder, click "Next". To install to a different folder, enter it below or click
"Browse".

Ewlder:
C:\Program Files\Encryption Consulting\SigningKSPﬂ Browss...

Disk Cost...

Install EC SignhingKSP for yourself, or for anyone who uses this computer:

(®) Everyone

O Justme

¢ Enterthe prompted details such as:

O Username -The username/email that you use to log in to the CodeSign
Secure portal.

O Code-The secret code that you set at the time of setting up the
CodeSign Secure solution (this is the code defined in your conf.ini
configuration file).



O IdentityType — Keep this field as default (2). If your deployment
authenticates against a local identity store, set this to 1 as described in
the product documentation.

O CodeSign Secure URL - The URL to access the portal (remember to add
“/api/” atthe end of the URL). Leave the APl BaseURL unchanged if itis
already populated correctly.

159 EC SigningKSP - X

Enter APl User Authentication Info |

Please enter authentication info

Username:

|Aryan@encrypiionconsuliing,com

Code:
[B@ISUBGXSTR2WRM

Identity Type
2

APl BaseURI:
|https:,'.fcodesignsecure.encryptionconsulting.com.l'api.l'

e Click Next and confirm the installation. When Windows asks whether you
want to allow this program to make changes to your PC, click Yes.

1759 EC SigningKSP - X

Installing EC SigningKS5P |

EC SigningKSP is being installed.

Please wait...

Step 3: Configure the Registry Editor settings

¢ Open the Registry Editor from the Start menu and navigate to
HKEY_CURRENT_USER > Software > Encryption Consulting > SigningKSP.



B Registry Editor
File Edit View Favorites Help
Computer\HKEY CURRENT USER\Software\Encryption Consulting\SigningKSP
~ = Computer Name Type Data
> | HKEY_CLASSES_ROOT 38|(Default) REG_SZ (value not set)
~ | HKEY_CURRENT USER 28] APIBaseURI REG_SZ http: dgnsecur
» | AppEvents ab|code REG_SZ B@ISUBQXSTRZW2vE
> W Console blectoken REG_SZ
* W Cantrol Panel WidentityType REG_DWORD 000000002 (2)

Fproacument ]user REG_5Z Aryan@encryptionconsulting.com
> EUDC

» | Keyboard Layout
Netwaork
> Printers

> | Remote

~ | Software

> AppDatalow

> Classes

¥ | Enayption Consulting

SigningKSP

> | Google

> | Microsoft

> | Policies

RegisteredApplications

> | Wow6432Node
System
Volatile Environment

> | HKEY_LOCAL_ MACHINE

» | HKEY_USERS

> | HKEY_CURRENT_CONFIG

¢ Now open the CodeSign Secure portal and navigate to System Setup > User.
Select the “Generate API Key” option.

e Create a token for your account by providing a name and the validity period.
Remember to copy the token as it will be shown only once.

Generate APl Key X
APl Key Name "

‘ Test |
Expiry Date *

‘ 90 Days v |

e Add this token to the “ectoken” field in the Registry Editor.



Name Type Data

ab)(Default) REG S7 (value not set)
_'Lh]APIBaseURI REG_SZ https://codesignsecure.encryptionconsulting.com/a...
b)code REG_SZ 8@!$U3QXSTR2w2vf
ablectoken REG_SZ
#identityType REG_DWORD 0x00000002 (2)
.:‘_'ﬂuser REG_SZ Aryan@encryptionconsulting,com
Edit String X

Value name

|ectoken |

Value data:
||eyJOeXA|0\JKVTQ\LCJhbGC\O\J\UzI‘\N\Jg.ey\ﬂcZVybmFlZS\S\kFyeWFqu

ok || cancel |

2. Set up P12 Authentication Certificate

Setting up a P12 Certificate involves configuring your environment variables to
authenticate your client machine with Encryption Consulting’s CodeSign
Secure.

Steps:

Step 1: Create a Machine Authentication Certificate

¢ Open the CodeSign Secure portal and navigate to System Setup > User.
Select the “Generate Authentication Cert” option.

Generate Authentication Certificate

e Select the user name from the drop down and enter the details like
certificate name and its expiry date.

e Itwillthen provide you with a .pfx certificate file and also display the
password to the certificate file.

NOTE: This password will be displayed only once. So you must copy and store it
safely to perform the authentication with the CodeSign Secure server.

Generated Authentication Certificate X

Please retain this password for certificate setup. Without it, you'll be required
to create a new authentication certificate.



Step 2: Configure the Environment Variables

¢ Open the Environment Variables from your Start Menu.

System Properties X
Computer Name Hardware Advanced System Protection Remote

‘You must be logged on as an Administrator to make most of these changes.

Performance

Visual effects, processor scheduling, memory usage, and virtual memory

Settings...
User Profiles
Desktop settings related to your sign-in
Settings...
Startup and Recovery
System startup, system failure, and debugging information
Settings...

Environment Variables. ..

OK Cancel Apply

e Add new system variables by clicking on the New button. Provide the
following variable name and its corresponding details.

O EC_Client_Auth: Corresponds to the path of your SSL Authentication
certificate, which can be created from CodeSign Secure.

O EC_Client_Pass: Corresponds to the password of your certificate, which
is provided at the time of creation of the certificate.

O EC_SSL_VERBOSE: Corresponds to the setting to either enable (1) or
disable (0) the debugging output for EC KSP.

I Enviconment Variabies

User vanables for Adminstrator

Varnable Valoe

Path CAUsers\Administrator\ AppData\Local\ Microsoft\ WindowsA.
TEMP CAUsers\Administra
i ™e C\Users\Administra

System vanables

New Eda Delete




3.

Install Java

Signing jar files is performed with the JarSigner tool, which is distributed as part
of the Java Development Kit. Java must be installed for it to work.

Steps:

Step 1: Download and Install the JDK

¢ Youcandownload and install Java from
https://www.oracle.com/java/technologies/downloads.

¢ Runtheinstaller and complete it with the default options unless your
organization requires otherwise.

Step 2: Locate the JarSigner Executable

¢ Navigate to Java’s JDK installation and go inside the bin folder. This is usually
located at the following path, where the JDK version in the folder name will
match the release you installed:

C:\Program Files\Java\jdk-20\bin

e There you will find the JarSigner application, “jarsigner.exe”. Make a note of
this path — the signing command in Section 6 must be executed from this
directory.

* You candragthe application to the command line to get its path, or simply
navigate to that folder using cmd.

NOTE: You can confirm the installation succeeded by running “java -version” in
a command prompt.

Install the Signing Certificate in the Certificate Manager

JarSigner reads its signing certificate from the Windows personal certificate
store, so the signed certificate issued by CodeSign Secure must first be installed
there.

Steps:

Step 1: Start the Certificate Install

¢ Openthe CodeSign Secure portal and navigate to the Keys and Certificates
section. Click on the certificate you wish to use and then click on Install
Certificate.


https://www.oracle.com/java/technologies/downloads

o& Certificate X

Gerersl Detals  Certification Path

AR Certificate Information

Windows does not have enough information to verify
this certificate.

Issved to: EC

Issued by: lssungCa

Vakd from 4/10/2024 to 4/30/2024

fnstall Cortficate..,  lasoer Statement

=]

Step 2: Select the Store Location

e Select “Current User” and click Next.

£* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation lists
from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity and
contains information used to protect data or to establish secure network connections. A
certificate store is the system area where certificates are kept.

Store Location

Current User

Local Machine

To continue, click Next.

Next Cancel

Step 3: Choose the Certificate Store



¢ Select “Place all certificates in the following store”.

€ & Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

Automatically select the certificate store based on the type of certificate

O Place all certificates in the following store
Certificate store:

Personal Browse...

Next Cancel

¢ Click on Browse and select Personal. Then click Next.

Step 4: Complete the Wizard
e Click Finish on “Completing the Certificate Import Wizard”.



&  4* Cetficate import Wizard

Completing the Certificate Import Wizard

The certficate wil be mported after you dick Finssh
You have specfied the following settngs:

Cortficate Store Seleciod by User Ja_s2 0t

Content Certficate

cance

¢ The certificate will be successfully imported.

Certificate Import Wizard X

0 The import was successful.

OK

5. Associate the Certificate with the EC KSP

After importing the certificate, we need to assign it a private key. At this point
Windows holds the certificate but does not know which provider holds the
matching private key. The certutil repairstore command binds the certificate to
the Encryption Consulting Key Storage Provider, so that when JarSigner signs
with this certificate the operation is routed to the HSM.

Steps:



Step 1: Open the Certificate Manager

* From Start, search “certmgr.msc” and open it.

cortmgr

e C(Click Personal and then click Certificates.

Step 2: Copy the Certificate Thumbprint

* Youwould be able to see your installed certificate. Click on the certificate
and go to the Details tab.
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e Scrolldown to Thumbprint and copy the thumbprint of this certificate.
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NOTE: Remove any spaces from the copied thumbprint value before usingitin
the command below, as the Certificate Manager displays it in space-separated
pairs.



Step 3: Run the Certutil Repairstore Command

¢ Open CMD as an administrator and run this command. Modify the command
with the thumbprint of your certificate.

certutil -f -repairstore
-csp "Encryption Consulting Key Storage Provider"
-user "My" <thumbprint of your certificate>

e After successfully running the above command, we can now use this
certificate for signing the files.

6. Sign the Jar File Using JarSigner

The signing command is assembled from a handful of parameters. Each is
described below, followed by the complete command.

Steps:

Step 1: Gather the Command Parameters

¢ Incmd, we will first specify our store type. We are doing so by using -
storetype Windows-My. This is where our KSP comes into play.

e Specify the signing algorithm with -sigalg SHA256withRSA. You can use
whichever signing algorithm you choose.

e Specify the Time Stamp Server with -tsa http://timestamp.digicert.com.
e Specify the jar file you wish to sign.

e Specify the “Issued to” name of the certificate. You can find this in the
Certificate Manager against the certificate you imported.



P

General Details Certification Path

i if’ Certificate Information

Windows does not have enough information to verify
this certificate.

Issued to: DemoCertificatel

Issued by: IssuingCA

Valid from 9/10/2024 to 9/10/2025

 You have a private key that corresponds to this certificate.

0K

Step 2: Run the JarSigher Command

¢ Altogether the command somewhat looks like the following. This needs to be
executed from the directory where the JarSigner application is located.

<Enter jarsigner.exe file path>

-storetype Windows-My

-sigalg SHA256withRSA

-tsa http://timestamp.digicert.com

<the path to the .jar file to be signed>
"<Enter Issued to Name>"

e Anexample command is as below:

jarsigner -storetype Windows-My -sigalg SHA256withRSA

-tsa http://timestamp.digicert.com
C:\Users\ja785\Desktop\test.jar "evcodesigning"




Step 3: Parameter Reference

¢ The following are the parameters and their meaning in the command:

m

-storetype

-sigalg

-tsa

<jar file>

The keystore type to read the signing certificate from. This should
always be Windows-My, which directs JarSigner to the Windows
personal certificate store where the Encryption Consulting KSP is
registered.

The signing algorithm to be used when signing, for example
SHA256withRSA. You can use whichever signing algorithm you choose,
provided it matches your certificate’s key type.

(Optional) The URL of the timestamping authority to be used, for
example http://timestamp.digicert.com. Timestamping allows the

signature to remain valid after the certificate expires.

The path to the .jar file to be sighed.

<alias> The “Issued to” name of the certificate, which JarSigner uses as the
keystore alias. This must match the certificate exactly.
. Verify the Signature

We can run the JarSigner verifier to check if the jar file has been signed or not. It
is done in the same directory as that of the signer.

Steps:

Step 1: Run the JarSigner Verifier

¢ From the same directory as the JarSigner application, run the verifier against
the signed jar file with the command below.



jarsigner -verify <the path of the signed .jar file>

¢ Asuccessfully signed archive reports that the jar has been verified, and lists
the signer certificate and timestamp details.

Step 2: Cross-Check in CodeSign Secure

¢ Openthe CodeSign Secure portal and navigate to Reports > Signing Request
Report, where every signing request performed through the KSP is recorded
for audit purposes. Confirm that a signing request appears for the certificate
you used.



