Jenkins Integration Guide

Integrating Jenkins with Encryption Consulting's CodeSign Secure solution involves
configuring your Jenkins environment and build jobs. It's highly extensible through a vast
ecosystem of plugins, making it adaptable to diverse development environments.

1. Set up CodeSign Secure KSP
The Encryption Consulting Key Storage Provider (KSP) for Windows is a software
component that extends the Microsoft Cryptography API: Next Generation (CNG)
framework. Its primary purpose is to enable Windows applications, such as
signtool.exe, to interact seamlessly with the cryptographic keys and certificates
stored within an HSM.
Steps:

Step 1: Download the EC KSP

e Logintothe CodeSign Secure portal and navigate to the Signing Tools
section to download “EC KSP for Windows.”

s Sagrig Tk llimers ot v =it W inmvs Bl schy s i Windows
ECKS 3 - +
€ KSP for Wirndiws et e B | o -

3 Swgring Request

[%]  Sarig ool

E Reports

1, Logs

e Extract the zip file to get the “Setup.msi” file.
Step 2: Install the EC KSP

e Runthe “Setup.msi” installer with Administrator privileges.
59 EC SigningKSP - X

Woelcome to the EC SigningKSP Setup Wizard [

The installer will guide you through the steps required to install EC SigningkSP on your
computer.

WARBNING: This computer program is protected by copyright law and international
treaties. Unauthorized duplication or distribution of this pregram, or any porlion of it, may
resullin severe civil or criminal penalties, and will be prosecutad to the maximum extent
possible under the law.



Follow the on-screen prompts of the installation wizard.
o Acceptthe End-User License Agreement.
o Choose the installation directory (the default is C:\Program
Files\Encryption Consulting\SigningKSP).
o Choose whether you want to install the KSP for Everyone or just for

the current user

15 EC SigningKSP — X

Select Installation Folder

The installer will install EC SigningKSP to the following folder.

To install in this folder, click "Next”. To install to a different folder, enter it below or click
"Browse".

Eolder:
C\Program Files\Encryplion Consulﬁng\SigningKSP‘l.l Browse...

Disk Cost...

Install EC SigningKSP for yourself, or for anyene who uses this computer:

(®) Everyone

) Just me

< Back Next > Cancel

Enter the prompted details such as:

o Username -The username/email that you use to log in to the
CodeSign Secure portal

o Code -The secret code that you set at the time of setting up the
CodeSign Secure solution.
IdentityType — Keep this field as default (2)
CodeSign Secure URL —The URL to access the portal (Remember
to add “/api/” at the end of the URL)



115 EC SigningKSP — X

Enter APl User Authentication Info [—

Please entar authentication info

Usernamea:

|Aryan@e neryptionconsulfing, com

Coda:

|a@s$haoxs7n2v¢{2w

Identity Type
2

APl BaseURI:
|hﬂps Jlcodesignsecure encryptionconsulting . comfapif

< Back Next > Cancel

e Click Next and confirm the installation.

5 EC SigningKsP — ps

Installing EC SigningKSP [A

EC SigningkSF is being installed.

Please wail. .

Step 3: Configure the Registry Editor settings
e Open the Registry Editor and navigate to

HKEY_CURRENT_USER>Software>Encryption Consulting>SigningkKSP
directory.
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Now open the CodeSign Secure portal and navigate to System
Setup>User. Select the drop-down from the right side to “Generate API

Key”.
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Create a token for your account by providing a name and the validity
period. Remember to copy the token as it will be shown only once.

Generate API Key ®

APl Key Name

Test

Expiry Date

90 Days -

=

Add this token to the “ectoken” field in the Registry Editor.




Mame Type Data

ab|Detault) REG_SZ {value not set)

2B AP|BaselIR REG S§Z https://cadesignsecure.encrypticnconsulting.com/a...

ab|code REG SZ S@ISUIAKRSTR2WZvT

ablectoken REG_SZ

fislidentityType REG_DWORD 0x00000002 (2)

ablyser REG 57 Aryan@encryptionconsulting,com
Edit String s
Value name:
actoken |
Value data:
Py 08 XAIDHKV 1GIL CIRbGeiONIUZI NG ey 1e2Vybm 2316 kFyeWF |
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2. Setup P12 Authentication Certificate
Setting up a P12 Certificate involves configuring your environment variables to
authenticate your client machine with Encryption Consulting's CodeSign Secure.

Steps:
Step 1: Configure the Environment Variables
e Openthe Environment Variables from your Start Menu

System Properties X
Computer Name Hardware Advanced Syslem Protection Remote

You must be logged on as an Administrator lo make most of these changes.
Performance

Visual effects, processor scheduling, memory usage, and wirlual memory
Setlings...

User Profiles

Deskiop sethings related to your sign-n

Setlings...

Startup and Recovery

Syslam startup, system failure, and debugging information

Setlings...
Environment Varables....

OK Cancel

e Add new system variables by clicking on the New button. Provide the
following variable name and its corresponding details.

o EC_Client_Auth: Corresponds to the path of your SSL
Authentication certificate, which can be created from
CodeSignSecure

o EC_Client_Pass: Corresponds to the password of your certificate,
which is provided at the time of creation of the certificate.

o EC_SSL_VERBOSE: Corresponds to the setting to either enable (1)
or disable (0) the debugging output for EC KSP.



Enviconment Variables X

User vanables for Adminstrator

Vanable Value

Path

TEme
L] ™ CAUsers\Administrat

| Sretem variabies

Variable

ComSpec

SE 1
"PROCTSSORS 2
Windows_NT

New. Bt Delete

3. Set up Signtool for Signing
Setting up signtool for code signing involves ensuring that the Signtool.exe utility
is available on your machine and configured to correctly interact with Encryption
Consulting’s cryptographic provider that provides access to your code signing
certificate's private key.
Steps:

Step 1: Download and Install Windows SDK
e Usingthe following download link, download the Windows Software
Development Kit with the following tools

selected: developer.microsoft.com/en-us/windows/downloads/windows-
10-sdk/

Winsdows Oes Center

Windows SDK

e Opentheinstaller once downloaded and select “Next” on the first screen
to keep the default settings.


https://developer.microsoft.com/en-us/windows/downloads/windows-10-sdk/
https://developer.microsoft.com/en-us/windows/downloads/windows-10-sdk/

Specify Location

®) Install the Windows Software Development Kit - Windows 10.0.22621.755 to this computer

Install Path:

* Windows Kit common instaliation path used

Devmioad the Windows Software Development Kit - Windows 100.22621.755 for instaliation on a separate
computer

Dewnload Path:

Estimated disk space required: 3.7GB
Disk space available: 6768 GB

Next ||  Cancel

Follow the on-screen prompts of the installation wizard.
o Accept the Windows Kit Privacy
o Accept the End-User License Agreement.
Deselect everything except "Windows SDK Signing Tools for Desktop

Apps" and select “Install”.
B ; '

Select the features you want to install
Click a feature name for more information

Windows Pertormance Toolkit Windows SDK for UWP Managed Apps

Size: 1015.1 MB

wk 481 Software Development Kit The Windows SDK for UWP Managed Apps

Windows fpp Cetulioation [t Requires the following features:

Windows IP Over USE

R « Windaws SDK Signing Tools for Deskiop Apps

V] Windows SDK Signing Toois for Desktop Apps
Windows SDK for LIWP Managed Apps
Windows SOK for WP C+ + Apps

Windows SOK for UWP Apps Locaization

Windows SDK for Desktop C++ 36 Apps
Windows SOK for Desktop C+ = amd64 Apps

Windows SOK for Desktop C+ = arm Apps

Estimated disk space required 161 MB
Windows SDK for Desktop C++ armsd Apps Disk space available: 6768 GB
Back #y Install ! Cancel

e Gotothe following path where the tools should have been downloaded

to: “C:\Program Files (x86)\Windows Kits\10\bin”. Select the desired
version directory and check whether the “signtool.exe” file is present.



J » ThisPC » OS(C) » ProgramFiles (6] > WindowsKits * 10 » b ¥ 100261000 ¢ xP4

= ipnigolabe 082008 W0E2 Apglicaton 530 RH |
signtoolexemanilest
wangrustdll

windiust efllind

e Ensure you are in the x64 directory and copy this directory path.

Step 2: Add Path to Signtool.exe in Environment Variables
e Openthe Environment Variables from the Start Menu.
System Properties bt
Computer Name Hardware Advanced Syslem Protection Remote

You must be logged on as an Administrator lo make most of these changes.
Performance

Wisual effects, processor scheduling, memory usage, and wirlual memory

Setlings...
User Profiles
Deskiop sethings related to your sign-n
Setlings...
Startup and Recovery
Syslam startup, system failure, and debugging information
Setlings...

OK Cancel Apply

e Scroll down through the system variables on the bottom table until you
find PATH in the variable names.



Compules Name
Youmustbe)  User varlables for Rile

Pasfonmance

Visual effect

Path
PATHEXT

FPronmmEileci WindowsiuerSheh Modules C AVAIND WS sy
New.. Edit Delete
oK Cancel

e Double click on PATH in system variables and select New on the left of the
screen. Paste your copied directory path of “signtool.exe” into the new
selection.

C:\Program Files (x86)\Windows Kits\10\bin\10.0.19041.0\x64 New
C\Program Files (x86)\VMware\VMware Workstation\bin\
%SystemRoot3\system32

%SystemRootd

96SystemRoot#\System32\Whem

9%6SYSTEMROQT%
56SYSTEMROOT%\System32\OpenSSH\

C\Windows

C\Program Files (x86)\Windows Kits\10\Cryptographic Provider De..

Edit

Browse...
rstem32\WindowsPowerShell\v1.0\

Delete

C\Users\Riley\source\repos\Cryptographic Provider Development ...

C\Program Files\OpenSSL-Win64\bin Move Lp
C:\Program Files\Microsoft Visual Studio\2022\Community\VQ\Tool...

C\Program Files\SafeNet\LunaClient Maove Down
C:\Program Files\PuTTY\

C\Program Files\Git\emd

Edit text

OK Cancel

e Select OK at the bottom to exit the Environment Variables page.

4. Setup Jenkins
Setting up Jenkins involves configuring your Jenkins automation server and its
build agents to integrate with Encryption Consulting's CodeSign Secure solution
for automated code signing.
Steps:
Step 1: Download and install the Jenkins application
e Download the Jenkins application for Windows from here.
e When you launch the Windows Installer, an Installation Setup Wizard will
open. Click 'Next' on the Setup Wizard to begin your installation.


https://www.jenkins.io/download/#downloading-jenkins

& Jenkins 2.401.3 Setup = B

Jenkins
Ready to install Jenkins 2.401.3

Click Install to begin the installation. Click Back to review or change any of your installation
settings. Click Cancel to exit the wizard.

Back &Install Cancel

Choose the destination folder for your Jenkins installation, then

click Next to proceed.
@& Jenkins 2.401.3 Setup

Destination Folder

Click Mext to install to the default folder or click Changa to choose ancther.

Install Jenkins 2.401.3 to:

C:\Program Files\Jenkins\

Change...

Back Next Cancel

o d

When setting up Jenkins, it's advisable to install and run it as a
standalone Windows service with a local or domain user. Enter the
domain username and password for Jenkins. Then, click on Test
Credentials to verify your domain credentials, and click Next.



@ Jenkins 2.401.3 Setup — b4

Service Logon Credentials J enkins @

Enter service cradentials for the service.

Jenkins 2,401.3 installs and runs as an independent Windows service. To operate in this
manner, you must supply the user account credentials for Jenkins 2.401.3 to run successfully.

Logon Type:
() Run service as LocalSystem (not recommended)

© Run service as local or domain user:

Account: Iuser

Password: ||llll...llll|

Test Credentials 1 Credentials must be tested to continue

Back dext Cancel

e Choose the port for Jenkins to run. Use the Test Port button to check if the
specified port is available on your machine. If the port is free, a green tick

mark will appear below, allowing you to proceed by clicking Next.
@ Jenkins 2.401.3 Setup

-
Port Selection Jenkins
Choose a port for the service.

Flease choose a port.

Port Number (1-65535):

!8080

Test Port _1 Click Test Port' butten to proceed

It is recommended that you accept the szlected default port.

Next Cancel

e The installation process verifies whether Java is present on your
machine, automatically filling the dialog with the Java home directory. If
the required Java version isn't installed, you will be asked to install it.
After selecting your Java home directory, click Next to proceed.



& Jenkins 24013 Setup =
-
Jenkins 2.401.3 Setup Jen]uns

Select Java home directory (JDK or JRE)

Please select the path of a Java Development Kit or Java Runtime Environment. Only
Java 11 and 17 are supportad by Jenkins.

C:\Program Files'\Edipse AdoptiumYjdk-17.0.8, T-hotspot!

Change...

Back Next Cancel

You can check the Java requirements and versions here.

e Choose additional services required for Jenkins installation, then click

Next.

Jenkins 2.401.3 Setup
Custom Setup Jenkins

Select the way you want features to be installed.

Click the icons in the tree below to change the way features will be installed.

Jerkins ) Enables a firewall exception for the
=~ | Start Service Java running Jenkins on port 8080

3| Firewall Exception (not recommended).

This feature requires OKB on your
hard drive.

Browse...

Reget Disk Usage Back Cancel

e Pressthe Install button to begin installing Jenkins.



https://www.jenkins.io/doc/book/platform-information/support-policy-java/

& Jenkins 2.401.3 Setup

Welcome to the Jenkins 2.401.3 Setup
Wizard

The Setup Wizard will install Jenkins 2.401.3 on your computer,
Click Next to continue or Cancel to exit the Setup Wizard.

Back Cancel

e After the installation is finished, click Finish to complete the process.

@ lenkins 2.401.3 Setup = pid

Completed the Jenkins 2.401.3 Setup
Wizard

Click the Finish button to exit the Setup Wizard.

Back Finish Cancel

Step 2: Configure Jenkins Service
e Goto services onyour system from the Start Menu

e Scroll down to Jenkins. In the “Log on As” column, you can see the user
account set up for Jenkins. If it’s set to anything (Local Service/System,
Network Service/System) other than “.\Administrator”, then we have to
set it for Administrator.

e Double-click on Jenkins or right-click> Properties to open Properties. Go
to Log On. Select “This Account”.

Set it as “.\Administrator”. Give a password, preferably an administrator
password. Click on Apply once done.

e Once we have set this, we’ll now head to Jenkins. Whichever
URL/hostname you specified earlier while setting up, navigating to that



from your browser will lead you to Jenkins. Here, | have set it up as
http://localhost:8080/ (It is also the default).

Step 3: Unlock Jenkins

Navigate to http://localhost:8080 (or the specific port you set for Jenkins
during installation) and wait for the Unlock Jenkins page to load.

Getting Started
Unlock Jenkins
To ensure Jenkins Is securely setup b tratc 1as been written
he erve
( t iti o
o et ation pa I
Adrministrator password

The initial Administrator password file will be present in the directory as
shown on the Jenkins browser page, like “C:\Program Files
(x86)\Jenkins\secrets”. If you can't find it there, check in the Jenkins
installation directory specified during the Jenkins Installation process.
There, you'll find a file named initialAdminPassword

il < | secrets - [m] >
Home Share View 2]
- T « System (C:) > Program Files (x85) » Jenkins » secrets v h secret p
Date modified e
# Quick access - . Type
B This PC filepath-filters.d 3/2018 12;50 PM
I Desktop whitelisted-callables.d /2018 ) PM
hudsonutil Sectet S20018 10-30 DAg SECRET Rl LEE
=| Documents
initialAdminPassword S/32018 1250PM  File 1K8
* Downloads
TERKING. MOGEI JENVIRS, Crum TP FERIT e
J‘ Music jenkins.zecurity. ApiTokenProperty.seed 3 S0 PM SEED File 1 KE
= Pictures | masterkey 5/3/20181250PM  KEY File 1 KB
i![ Videos | org.jenkinsci.main.modules.instance_ide.. 5/3/2015 1250 PM
e System (C3) _| slave-to-master-security-kill-switch 5/3/2 250 PM File 1 KB
¥ Network
4 Homegroup
9items  1item selected 34 bytes ‘ } -

Open the file and copy the content of the initialAdminPassword file.



initialAdminPassword - Notepad @ - o X

File Edt Format View Help
| c5b286457beadad380@2ca957b5b5686

e Onthe unlock page, paste this password into the password field and
click Continue.

Step 4: Set up the Jenkins Pipeline

e Onthe Dashboard, click on Manage Jenkins (NOTE: Manage Jenkins
doesn’t come up unless you have a job created)

f_ Jenkins
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e Scroll down to Plugins, Under System Configuration

Duihboard  Mansge Jeskin

+ Hewitem Manage Jenkins

) Marage nreee

O Wy e

e In Manage Plugins, in the “Available Plugins” section, search for the
PowerShell plugin. It won’t show in the search results in this section if it
has already been installed. You can see under “Installed Plugins” the
plugins you have installed.

Click the Checkbox of the plugin (if not already installed), and click on
Install without restart. You can refresh the page once installed.

e After doing so go to Global Tool Configuration. Dashboard> Manage
Jenkins > Under System Configuration (as shown in the picture above) -
Global Tool Configuration

e Scroll down to PowerShell. Click on Add PowerShell. You’ll see a
configuration window like the picture below. Name your PowerShell.
Provide the path (where itis located on your machine) to your PowerShell.
The default path is

o C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe



Click on Apply and Save.
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e Now, from the Dashboard, click on the “New Item” option.
e Enter any item name and click on the pipeline, and click ok.
Enter an item name
L. Freestyls project
s Maven project
Pipeline
Multi-configuration project
[ ]

In the configuration page, under General, put up a description as you
wish.

e

General N ©)
@ s J Description
P joet Cpt
™ Pipelne

Discard oid balids ¥

Donot s concurrent builds

Do not icw the PPling t E5UMa 1 the controlise rstarts

om completed bulids ¥

Scroll down to the bottom to find Pipeline.




Dashboard » signing2 > Configuration

Pipeline
Configure

Definition
£ General -
&2 Advanced Project Dptions

pt 7
@ Pipeline =
Use Groouy Sandn

e Write the script in the script box and click on save. You’ll need to edit your
environment variable as per your setup.

pipeline {

agent any

envirenment {
SM_KEY_NAME="avcodesigning'
SM_CLIENT_CERT_FILE='C:\\Users\‘\Administrator\\Desktop\\ForTesting\\evcodesigning.pem'
SM_HASHIMNG_ALGORITHM='SHA256"
SM_TIME_STAMP_SERVER="http://timestamp.digicert.com”
SM_FILEPATH="C:\\Users\\Administrator\\Desktop\\ForTesting\\AgentService.exe"

5

stages {
stage( 'Code Signing') {
steps {
dir('C:\\Users\\Administrator\\Desktop'\ForTesting'){
bat 'signtool sign /ecsp "Encryption Consulting Key Storage provider” /jkc %SM_KEY_NA
}
}
}
¥

Step 5: Run the Jenkins Pipeline

e Click on build now, and you’ll see a build number running on the screen.
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e Ifyou click on the build number and go for console output you’ll see that
your file has been signed.
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