PKCS#11 Wrapper — APK Signing Integration Document

For APK signing, we use APKSigner, which is a command-Lline utility included in the
Android SDK Build Tools that allows you to sign Android application package (APK) files
and verify their signatures. Itis an essential tool for Android developers to ensure the
integrity and authenticity of their apps.

Encryption Consulting’s PKCS#11 Wrapper exposes the keys held in your HSM through
the standard PKCS#11 interface, which means APKSigner can use them through Java’s
built-in SunPKCS11 provider without any change to the tool itself. The keystore is given
as type PKCS11 rather than a local file, so the private key never leaves the HSM and
every signing operation is recorded centrally.

Section 1 covers the steps that are common to every platform. After that, follow only
the track for your operating system — Sections 2 and 3 for Linux (Ubuntu), Sections 4
and 5 for macQOS, or Sections 6 and 7 for Windows. Each track ends with signing and

verification.

Prerequisites: Access to the CodeSign Secure portal, administrative rights on the client
machine, and a sample APK file to sign.

1. Common Setup

Two things are needed regardless of platform: a P12 authentication certificate
that identifies your machine to CodeSign Secure, and the two configuration files
that ship inside the PKCS#11 Wrapper download.

Steps:

Step 1: Generate a P12 Authentication Certificate

e Generate a P12 Authentication certificate from the System Setup > User >
Generate Authentication Certificate dropdown in the CodeSign Secure
portal.

e Enterthe certificate name, user name, and expiry date. A .pfx certificate is
generated and downloaded, and its password is displayed.

NOTE: The password is displayed only once, so copy and store it safely. Both the
certificate path and its password are referenced by the wrapper configuration in
your platform track.



Generated Authentication Certificate

Please retain this password for certificate setup. Without it, you'll be
required to create a new authentication certificate.

6d925050e262

Step 2: Understand the Two Configuration Files

* The PKCS#11 Wrapper download contains two files that must be edited
before use:

O ec_pkes11client.ini - Points the wrapper at your CodeSign Secure server
and at the P12 authentication certificate generated in Step 1.

O pkes11properties.cfg - The SunPKCS11 provider configuration that Java
reads. Its path is supplied to APKSigner through the --provider-arg option.

NOTE: When using a Luna HSM, the slot number must also be added to the
pkcs11properties.cfg file. Each platform track below shows this variation.

Linux (Ubuntu): Set Up the Wrapper

To sign your APK using APKSigner and our PKCS#11 wrapper in Ubuntu, please
follow the below steps.

Steps:

Step 1: Download the PKCS#11 Wrapper for Ubuntu

e Goto EC CodeSign Secure v3.02’s Signing Tools section and download the
PKCS11 Wrapper for Ubuntu.
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Step 2: Edit the Configuration Files

e Gotoyour Ubuntu client system and edit the configuration files
(ec_pkcs11iclient.ini and pkcs11properties.cfg) downloaded in the PKCS11
Wrapper.

$ cat ec_pkcsiiclient.ini

[legconfig file]
name=/home faryan/PKCS_Wrapper_Ubuntu/EC_PKCS11 CLIENT-LogConfig.xml

[server_url]
url=https://devcodesignsecure.encryptionconsulting.com

[pfxfile_path]
path=/homefaryan/PKCS_Wrapper_Ubuntu/Pkcs1iTest.pfx

[pfxfile_passwd]
passwd=ded48b6924ch8

[login_token]
username=Aryan@encryptionconsulting.com
passcode=8@! SU3QXS5Xtu2vf

$ cat pkcsliproperties.cfg

name=signingmanager
library=/home/aryan/PKCS_Wrapper_Ubuntu/ec_pkcsliclient.so
attributes=compatibility

attributes(*, *, *) = {

CKA_TOKEN=true
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NOTE: When using Luna HSM, add the slot number in the pkcs11properties.cfg
file as shown below.



$ cat pkcsiiproperties.cfg

name=signingmanager
Library=/home/aryan/PKCS_Wrapper_ Ubuntu/ec_pkcsliclient.so
slot=3

attributes=compatibility

attributes(*, *, *) = {

CKA_TOKEN=true

}

Step 3: Set the EC_INI_FILE_PATH Environment Variable
¢ Now we need to add the environment variable for the pkcs11 client library.

¢ Runthe below command to open the bashrc file:

nano ~/.bashrc

$ nano ~/.bashrc

s

e Now add the EC_INI_FILE_PATH variable with the path of the .ini at the end of
the bashrc file, like:

export EC_INI FILE PATH=\
/home/administrator/PKCS11l Wrapper-Ubuntu/ec pkcsllclient.ini

EC_INI_FILE_PATH /home/administrator/PKCSll_wrapper-Ubuntu/ec_pkcsllclient.inil

e Help ¥ Write Out Q% Where Is s Cut al Execute a8 |ocati
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* Press Ctrl+X, then enter Y, and then press Enter to save.

¢ Reload the environment variables:

source ~/.bashrc

S source ~/.bashrc

N |

e Check whether the variable has been set correctly:



EC_INI_FILE PATH

$ echo SEC_INI_FILE_PATH

A |

/home /administrator /PKCS11_Wrapper-Ubuntu/ec_pkcsliclient.ini

NOTE: If you cannot see the file location from the echo command, open a new
terminal and try again.
Step 4: Install the Prerequisites

* Now, let usinstall some prerequisites in your client system to run the
PKCS11 Wrapper.

O Install Java 8:

sudo apt install openjdk-8-jdk

O SetJava 8 as the active version:

sudo update-alternatives --config java

$ sudo update-alternatives --config java

There are 2 choices for the alternative java (providing /usr/bin/java).

Selection Path Priority Status

java-21-ope d64/bi y 2111 auto mode
java-21-open amdé4d/ / 3 2111 manual mode
/java-8-openjidk e/ 1081

Press <enter> to keep the rrent choice[*], or type selection number: 2
update-alternatives: Jusr/1ib/jvm/jz 3-openjdk-amd64/jre/bin/java to provide /usr/bin/java (java) in manual mode

O Install the Android SDK command-line tools:



sudo apt install google-android-cmdline-tools-13.0-installer

O Ensure that the SDK Manager for Android Studio has been properly
installed:

sdkmanager --version

$ sdkmanager --version

O Install Build tools using SDKManager, which contains the APKSigner:

sdkmanager "build-tools;34.0.0"

$ sdkmanager "build-tools;34.0.0"
Warning: Errors during XML parse:
Warning: Additionally, the fallback loader failed to parse the XML.
] 100% Computing updates...

O Ensure that APKSigner is present:

apksigner --version




$ apksigner --version

$

O Two packages are required to run the PKCS11 Wrapper on your system.
First, install liblogdcxx-dev:

sudo apt-get install liblog4cxx-dev

$ sudo apt-get install liblog4cxx-dev
[sudo] password for administrator:
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
iblogdcxx-dev is already the newest version (1.1.0-1build3).
P upgraded, © newly installed, © to remove and 81 not upgraded.

O The last prerequisite is to install the curl package:

sudo apt-get install curl

Linux (Ubuntu): Sign and Verify

Now that all the configurations and prerequisites have been installed, let us
perform the signing operation.

Steps:

Step 1: Run the Signing Command

¢ The signing command will look something like this. Ensure you run this
command only inside the folder where your PKCS11 Wrapper is installed.

apksigner sign \
--provider-class sun.security.pkcsll.SunPKCS11 \
--provider-arg <path of the pkcsllproperties.cfg file> \
--ks NONE \
--ks-type PKCS11 \

--ks-pass pass:abcdl234 \




--ks-key-alias <private key alias> \
--in <path of the APK file you want to sign> \

--out <path of the Signed APK file>

e Asample command is provided below:

apksigner sign \
--provider-class sun.security.pkcsll.SunPKCS11 \
-—-provider-arg \
/home/administrator/PKCS11l Wrapper-Ubuntu/pkcsllproperties.cfg \
--ks NONE --ks-type PKCS1l --ks-pass pass:abcdl234 \
--ks-key-alias gpg2 --in Sample.apk --out signed.apk

NOTE: When working with Luna HSM, append --min-sdk-version 28 to the
signing command shown above.

Step 2: Option Reference

¢ The following are the options and their meaning in the command:
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--provider-class The Java security provider to use. This is always
sun.security.pkcs11.SunPKCS11, the JDK’s built-in PKCS#11
provider.

--provider-arg The path to the pkcs11properties.cfg file in your system, which

tells the provider how to reach the PKCS#11 Wrapper.

--ks The keystore. This is NONE because the keys live in the HSM
rather than in a keystore file.

--ks-type The keystore type, which must be PKCS11.

--ks-pass The keystore password, supplied in the form pass:<password>.

--ks-key-alias The alias of the private key to sign with.

--in The path of the APK file you want to sign.

--out The path of the signed APK file to produce.
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--min-sdk-version The lowest Android API level the signature must be valid for.
Required when working with a Luna HSM.

Step 3: Verify the Signature

e After successfully signing the APK, let us verify it using this command:

apksigner verify -verbose <path of the signed APK file>

¢ Asample command is provided below:

apksigner verify -verbose signed.apk

S apksigner verify -verbose signed.apk
Verifies
Verified using v1 scheme (JAR signing): true
Verified using v2 scheme (APK Signature Scheme v2): true
Verified using v3 scheme (APK Signature Scheme v3): true
Verified using v3.1 scheme (APK Signature Scheme v3.1): false
Verified using v4 scheme (APK Signature Scheme v4): false
Verified for SourceStamp: false
Number of signers: 1

NOTE: When working with Luna HSM, use: apksigner verify -verbose --min-sdk-
version 28 <path of the signed APK file>

Step 4: Cross-Check in CodeSign Secure

¢ Openthe CodeSign Secure portal and navigate to Reports > Signing Request
Report, where every signing request performed through the wrapper is
recorded for audit purposes.

macOS: Set Up the Wrapper

To perform APK Signing using the APKSigner tool and our PKCS11 Wrapper on a
macOS machine, you would need to follow the below steps.

Steps:

Step 1: Download the PKCS#11 Wrapper for macOS

e Goto EC CodeSign Secure v3.02’s Signing Tools section and download the
PKCS11 Wrapper for MacOS.
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Step 2: Edit the Configuration Files

e Go toyour macOS client system and edit the configuration files
(ec_pkcs11iclient.ini and pkcs11properties.cfg) downloaded in the PKCS11
Wrapper.

subhayuroy@Subhayus-MacBook-Pro PKCS11_Wrapper-Mac % cat ec_pkcsliclient.ini
[logconfig_file]
name=/Users/subhayuroy/PKCS11_Wrapper-Mac/EC_PKCS11_CLIENT-LogConfig.xml

[server_url]
;url=https://lunacodesignsecure.encryptionconsulting.com
url=https://devcodesignsecure.encryptionconsulting.com
;url=http://127.0.0.1:6666

[pfxfile_path]
path=/Users/subhayuroy/PKCS11_Wrapper-Mac/AuthCert-nCipher.pfx

[pfxfile_passwd]
passwd=f4550251e262

[login_token]

username=Sam@encryptionconsulting.com

passcode=8€! $U3QXSSXtu2vfy:

subhayuroy®Subhayus-MacBook-Pro PKCS11_Wrapper-Mac % cat pkcsllproperties.cfg
name=signingmanager
library=/Users/subhayuroy/PKCS11_Wrapper-Mac/ec_pkcslliclient.dylib
attributes=compatibility

attributes(®, *, *) = {

CKA_TOKEN=true

}

subhayuroy®Subhayus-MacBook-Pro PKCS11_Wrapper-Mac %

NOTE: When using Luna HSM, add the slot number in the pkcs11properties.cfg
file as shown below.



subhayuroy@Subhayus-MacBook-Pro PKCS11_Wrapper-Mac % cat pkcsllproperties.cfg
name=signingmanager
library=/Users/subhayuroy/PKCS11_Wrapper-Mac/ec_pkcsliclient.dylib

slot=3

attributes=compatibility

attributes(*, *, *) = {

CKA_TOKEN=true

}
subhayuroy@Subhayus-MacBook-Pro PKCS11_Wrapper-Mac %

Step 3: Install and Activate Java 17
O InstallJava 17:

brew install openjdk@l7

subhayuroy@Subhayus-MacBook-Pro PKCS11 Wrapper-Mac % brew install openjdk®17
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O SetlJava 17 as the active version. For Zsh:

~/.zshrc

UW PICO 5.09 File: /Users/subhayuroy/.zshrc

export PATH=/usr/local/bin:$PATH

export PATH=/Users/subhayuroy/flutter/bin:$PATH
export LANG=en_US.UTF-8

export LANGUAGE=en_US.UTF-8

export LC_ALL=en_US.UTF-8

export PATH="$PATH":"$HOME/.pub-cache/bin"

export PATH=/Users/subhayuroy/PKCS11_Wrapper-Mac/cmdline-tools/bin:$PATH
export JAVA_HOME=$(/usr/libexec/java_home -v 17)

export AVA_HOME/bin:$PATH

O For Bash:



nano ~/.bash profile

subhayuroy@Subhayus-MacBook-Pro bin ¥ /usr/libexec/java_home -v 17

/Library/Java/JavaVirtualMachines/temurin-17. jdk/Contents/Home

subhayuroy@Subhayus-MacBook-Pro bin ¥ nano ~/.zshrc
subhayuroy@Subhayus-MacBook-Pro bin ¥ source ~/.zshrc
subhayuroy@Subhayus-MacBook-Pro bin %

O Add these lines:

export JAVA HOME=$ (/usr/libexec/java home -v 17)
export PATH=SJAVA HOME/bin:$SPATH

O Andthen run one of the following, matching your shell:

source ~/.zshrc

source ~/.bash profile

Step 4: Install the Android SDK Command-Line Tools

¢ |nstall the Android SDK command-line tools from this site.

' g . P
. Developers Essentials v+  Develop v  More ~ ¢ Searct ® @ Language ~ Android Studio : c'

Command line tools only

Platform  SDK tools package Size SHA-256 checksum
153
Windows commandlinetools-win-11076708_latest.zip ‘:,] id 436931209eebb1bfb7cTe8b240abalch3ab24479¢a294f35394295T4bleec862
153.6 -
commandlinetools-mac-11076708_latest.zip MB TbcScT2ba0275¢80a8196841b927¢
153.6 & A P
commandlinetools-linux-11076708_latest.zip MB 2d2d50857e4eb5S3af5a6dc3ad507a17ad43d115264blafc 1161959265258

Command-line tools are included in Android Studio. If you do not need Android Studio, you can download the basic Android command-line tools above.
You can use the included sdkmanager to download other SDK packages.
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e Ensure that the SDK Manager for Android Studio has been properly installed:

sdkmanager --sdk root=/Users/subhayuroy/PKCS1l Wrapper-Mac \
--version

ayuroy@Subhayus-MacBook-Pro bin % sdkmanager --sdk_root=/Users/subhayuroy/PKCS11_Wrapper-Mac --version

12.0

subhayuroy@Subhayus-MacBook-Pro bin %

¢ Install Build tools using SDKManager, which contains the APKSigner:

sdkmanager --sdk root=/Users/subhayuroy/PKCS1l Wrapper-Mac \
"build-tools;34.0.0"

subhayuroy®Subhayus-MacBook-Pro bin % sdkmanager --sdk_root=/Users/subhayuroy/PK(S11 Wrapper-Mac *build-tools;34.0.0"
Warning: Errors during XML parse:

Marning: Additionally, the fallback loader failed to parse the XML.

License android-sdk-1icense 1 10% Computing updates

Terns and Conditions

This is the Android Software Development Kit License Agreement

1. Introduction

1.1 The Android Software Developnent Kit (referred to in the License Agreement as the "SOK and specifically including the Android system files, packaged APIs, and Google APIs add-ons) is licensed to you subject to the terms of the Licens
© Agreement. The License Agreenent forms a legally binding contract between you and Google in relation to your use of the SOK.
1.2 "Android" means the Android software stack for devices, as made available under the Android Open Source Project, hich is located at the following URL: http://source.android.con/, as updated from tine to time

1.3 A “compatible implementation” means any Android device that (i) complies with the Android Compatibility Definition document, which can be found at the Android compatibility website (http://source.android.com/compatibility) and which m
ay be updated from time to time; ond (i1) successfully passes the Android Compatibility Test Suite (CTS)

1.4 “Google” means Google Inc., o Deloware corporation with principal place of business at 1600 Anphitheatre Parknay, Mountain View, CA 94843, United States

2. Accepting the License Agreement

2.1 In order to use the SOK, you must first agree to the License Agreement. You may not use the SOK if you do not accept the License Agreement.

2.2 By clicking to accept, you hereby agree to the terms of the License Agreement

2.3 You may not use the SOK and may not accept the License Agreement if you are a person barred from receiving the SOK under the laws of the United States or other countries, including the country in which you are resident or from which y
ou use the SOK

2.4 If you are ogreeing to be bound by the License Agreement on behalf of your employer or other entity, you represent and warrant that you have full legal authority to bind your esployer or such entity to the License Agreement. If you do
not have the requisite authority, you may not accept the License Agreement or use the SOK on behalf of your employer or other entity.

e Ensure that APKSigner is present:



1ls /Users/subhayuroy/PKCS1l Wrapper-Mac/build-tools/34.0.0/\
apksigner

subhayuroy@Subhayus-MacBook-Pro PKCS11_Wrapper-Mac % ls /Users/subhayuroy/PKCS11_Wrapper-Mac/build-tools/34.0.0/apksigner

/Users/subhayuroy/PKCS11_Wrapper-Mac/build-tools/34.0.0/apksigne
subhayuroy@Subhayus-MacBook-Pro PKCS11_Wrapper-Mac %

Step 5: Install the Remaining Packages

e Two packages are required to run the PKCS11 Wrapper on your system. First,
install the logdcxx library:

nstall log4c
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Disablo this behaviour by setting HMEBRENND_TNSTALLED. EPE0ONS. KK,
Hide these hints with HOMESREW_NO_ENV_HINTS (see “man brew
gresqléld 14.133 -> 14.15

Downl. i ‘core/postgresql/14/s 14.15
T N PP PP PP PP PR NP PP PP PP PSRRI T Y
Ouecking far dependenes of upgraded formalen
Mo broken dependents found!

e The last prerequisite is to install the curl package:

brew install curl




Subhayuroy@Subhayus-MacBook-Pro PKCS1L Wrapper-Mac % brew install curl

+//formiloe. brew. sh/api/formila. jus. son
eeereereten

e Y
2

T e e X

oia.bottle.1.tar.gz

98562492--1ibnghttp2-1.64.. bottle_manifest . json

CebAG6a67 (34 2ececedcITI
065557724 1beb72a0e8693346297- - 1ibnghttp2- -1.64.0. armé_sequota. bottle. tar.gz

195e52053747931523940ceb2905140474204941 dBCCe 2696409100326+ | bssh?-1,11. 1, bortle_nani fest. fson

734 A1 0c289972767 o927 363%00AA 71 Saal a1 3712245
1085000063700e8362415030: 4803649057296 4399 e6obBAIBTc- - | {bash-~1.11.1.arm64_sequola. bottle. tar. gz
1223,

4-28151
40co4d6o W aad8ce: 4981868419881 901 55081061150 - rtmpdump-2, 4- 20151223, 3. bottle_mani fest . json

/ghcr . 10/v2/homebren/ core/ rmpdump/blobs/sha256: ASSC286eabTAC6ACO61 26TI3IFLe25910dceS A3 FIF 2dcdecSaddS0516
s/subhayuroy/Library/Caches/Homebren/ downloads /997020956284 Sb4d229e00181484dSdc7 c252031854codb8al 27269 cBed8A - - rtmpdump- 2. 4- 20151223, 3. arwéd _sequoia. bottle. tar.gz

ing curl
Downloading https: //ghcr. i0/v2/homebrem/ core/ curl/blobs/sha2S6: fobddTZba20e6534d1 4F1694 FdS00eRbTab6 1 cFEbadd333057 F 2004 BAach

Tnstalling dependencies for curl: brotli, i nd

1
65098509 @059 30c041b41239407384 3B candédddaalesi Mactdefda- -brot1{-1.1,0-1, bottle_mani fest. json

22042230001 216804036 1440 IS 79856292+ 11bnght tp2-1.64.0. bottle_mant fest. json

2/momebron/ core/ bssh2/mani fests/1..1
Caches./Homebren/ downloads /642495 eb20537 £ 7931623 2914047420491 48 ce26964ad91003F26-- 1 {bssh2-1.11. 1. bottle_nani fest. json

2/ homebren/ core/1 fifests/2.4-20151223 3
ruroy/ L brary/Caches/Homobron/ downloods/b40ch4dis 301 aadBce2619deb74a74 OAIBA1 868419881195 FSSHB1AEF11050- - rmpdhump -2,4- 201512233, bottle_san fest. fson
-2.4-20151223.3 . orwéA_sequola, bottle. tar gz
rtmpdump/2.4-20151223.3: 21 files, 653.568
orm6e_sequota.bottle.2. tor. gz

s
curl is keg-only,
be o

05 already
el can cause all kinds

Step 6: Add the Relative Paths to Your PATH

¢ You need to ensure all the relative paths are added to your PATH variable in
the ~/.zshrc file:

export PATH=/Users/subhayuroy/PKCS11l Wrapper-Mac/cmdline-tools/\
bin:$SPATH

export JAVA HOME=$ (/usr/libexec/java home -v 17)

export PATH=$JAVA HOME/bin:$PATH

export ANDROID SDK ROOT=/Users/subhayuroy/PKCS1l Wrapper-Mac
export PATH=S$PATH:/Users/subhayuroy/PKCS1l Wrapper-Mac/\
build-tools/34.0.0

UW PICO 5.09

export PATH=/usr/local/bin:$PATH

export PATH=/Users/subhayuroy/flutter/bin:$PATH

export LANG=en_US.UTF-8

export LANGUAGE=en_US.UTF-8

export LC_ALL=en_US.UTF-8

export PATH="$PATH":"$HOME/.pub-cache/bin"

export PATH=/Users/subhayuroy/PKCS11_Wrapper-Mac/cmdline-too in:$PATH
export JAVA_HOME=$(/usr/libexec/java_home -v 17)

export PATH=$JAVA_HOME/bin:$PATH
export ANDROID_SDK_ROOT=/Users/subhayuroy/PKCS11_Wrapper-Mac
export PATH=$PATH:/Users/subhayuroy/PKCS11_Wrapper-Mac/build-tools/34.0.0

5. macOS: Sign and Verify



Now that all the configurations and prerequisites have been installed, let us
perform the signing operation. On macOS the signing command invokes the
APKSigner jar through java directly, so that the PKCS#11 module can be exported
to the tool.

Steps:

Step 1: Run the Sighing Command

¢ The signing command will look something like this. Ensure you run this
command only inside the folder where your PKCS11 Wrapper is installed.

java \
--add-exports=jdk.crypto.cryptoki/sun.security.pkcsll=ALL-UNNAMED \
-jar <path of the apksigner.jar in your system> sign \
--provider-class sun.security.pkcsll.SunPKCS11 \
--provider-arg <path of the pkcsllproperties.cfg file> \

--ks NONE \

--ks-type PKCS11 \

--ks-pass pass:abcdl234 \

--ks-key-alias <private key alias> \

--in <path of the APK file you want to sign> \
--out <path of the Signed APK file>

¢ Asample command is provided below:

java \
--add-exports=jdk.crypto.cryptoki/sun.security.pkcsl1=ALL-UNNAMED \
-jar /Users/subhayuroy/PKCS1l Wrapper-Mac/build-tools/34.0.0/\
lib/apksigner.jar \
sign \
--provider-class sun.security.pkcsll.SunPKCS11 \
--provider-arg \

/Users/subhayuroy/PKCS11l Wrapper-Mac/pkcsllproperties.cfg \
--ks NONE \
-—-ks-type PKCS11 \
--ks-pass pass:abcdl234 \
--ks-key-alias gpg2 \
-—-in Sample.apk \
--out signed.apk




subhayuroy@Subhayus-MocBook-Pro PKCS11_Wropper-Moc % sudo javo --odd-exports«jdk.crypto.cryptoki/sun.security.pkcsll=ALL -UNNAMED \
jor /Users/subbayuroy/PKCS11_Nropper-Mac/build-tools/34.0.9/11b/apksigner. jor \
sign \
~-provider-closs sun.security.pkcsil,SunPKCS11 \
-=provider-org /Users/subhoyuroy/PKCS11_Wropper-Moc/pkesllproperties.cfg \
==ks NONE \
--ks-type PKCS11 \
-ks-pass pass:obcdl2d4 \
--ks-key-alios gpg2 \
-in Somple.opk \
-=out signed,opk
Password:
subhayuroy®Subhayus -MacBook-Pro PKCS11_Wropper-Mac % 1s -ol
totol 12832
drwxr-xr-x® 16 subhayuroy staff 512 Dec
drwxr-x-==+ 71 subhayuroy staff 2272 Dec
“rWereere-@ subhayuroy staff 6148 Dec
Arwxr=xr-x subhayuroy staff 64 Dec
Mre=r--8 subhayuroy staff 2800 Dec
W= rwer- -8 subhayuroy staff 525 Oct
“rw-rwer--8 subhayuroy stoff 2317600 Oct
drmcr-xr-x subhayuroy staff 96 Dec
drwocr-xr-x® subhayuroy staff 224 Dec
“PW=l e root staff 295540 Dec
werwer--8 subhayuroy staff 700568 Nov
rw-rw-r--8 subhayuroy stoff 360 Dec
drwxr-xr-x 3 subhayuroy staff 96 Dec
~rw-rw-r--8 1 subhayuroy staff 153 Dec
“rw-r-=r-= 1 root staff 2320897 Dec
mer-=r-« 1 root stoff 26256 Dec
subhayuroy®Subhayus -MacBook-Pro PKCS11_Wropper-

08 .
54

.05 _Store

temp

9 AuthCert-nCipher,pfx
121 EC_PKCS11_CLIENT-LogConfig.xml
:51 Sample.apk

:22 build-tools

:19 cndline-tools

108 ec_pkesll_client.log
100 ec_pkesliclient. dylib
10 ec_pkesliclient. ini
:21 licenses

157 pkesliproperties.cfg
:08 signed.opk

:08 signed.opk.idsig

02:
17
18:
18

v
N

3
3

S
4
4
4
4
1
1
3
&
S
6
4
4
4
S
S
Ma:

"RR8L28Rsn088

»

NOTE: The --add-exports option is required because the JDK used here keeps
the SunPKCS11 classes in an encapsulated module. The Linux track does not
need it because it runs on Java 8, which predates the module system.

Step 2: Verify the Signature

e After successfully signing the APK, let us verify it using this command:

apksigner verify -verbose <path of the signed APK file>

¢ Asample command is provided below:

apksigner verify -verbose signed.apk

subhayuroy@Subhayus-MacBook-Pro PKCS11_Wrapper-Mac % apksigner verify -verbose signed.apk
Verifies

Verified using vl scheme (JAR signing): true

Verified using v2 scheme (APK Signature Scheme v2): true

Verified using v3 scheme (APK Signature Scheme v3): true

Verified using v3.1 scheme (APK Signature Scheme v3.1): false

Verified using v4 scheme (APK Signature Scheme v4): false

Verified for SourceStamp: false

Number of signers: 1

subhayuroy@Subhayus-MacBook-Pro PKCS11_Wrapper-Mac %

Step 3: Cross-Check in CodeSign Secure

¢ Openthe CodeSign Secure portal and navigate to Reports > Signing Request
Report, where every signing request performed through the wrapper is
recorded for audit purposes.

Windows: Set Up the Wrapper

To perform APK Signing using the APKSigner tool and our PKCS11 Wrapper on a
Windows machine, you would need to follow the below steps.



Steps:

Step 1: Download the PKCS#11 Wrapper for Windows

e Goto EC CodeSign Secure v3.02’s Signing Tools section and download the
PKCS11 Wrapper for Windows.
{) CodesSign Secure >ashboard > ® ®

& Dashboard Signing Tools

[¥] Keys & Certificates

[E) signing request

o (€ 3 :
¥ v ~

Reports

Encryption Consulting CNG - Signing & Certificate Chain & Codesign Utility Tool
KSP

PKCSI1 Wrapper for Windows &

Step 2: Edit the Configuration Files

e Go toyour Windows client system and edit the configuration files
(ec_pkecs11iclient.ini and pkcs11properties.cfg) downloaded in the PKCS11
Wrapper.



\J et L4 . L4 LULal VIDA (N 4 FRLI T I_VVigppe: = vwinuuws

© @ ® W MNsot- = View-
Nome - Date modfied
"4} AuthCert-nCipher.pfx 12/10/2024 1:13 PM
[} EC_PKCS11_CLENT-LogConfigxml 12/10/2024 1:19 PM
L] ec_pkesticlient.ini 12/10/2004 1:18 PM
Dpkesttpropes %, © & B W
' [8) Prcswrappe
> B Open Enter
) fe Open with >
) (& Share
; ¥t Add to Favorites
: D Compress to... >
) Copy as path Ctrl=ShiftC
4® Properties Alt+Enter
B Editin Notepad
N & Editm&otepadﬂ
A

£7 Show more options

5 ec_pkesticlientini 2 &3 |

Type

Personal Informati...
XML File
Configuration sett...
CFG File

Application exten...

0 < o on b W N e

w

10
11
12
13
14
15

17

nam==C:\PKCS11 Wrapper-Windows\EC_PKCS11 CLIENT-LogConfig.xml

T[loqoonfig_fila]

[server_url]
url=https://devcodesignsecure.encryptionconsulting.com

[pfxfile path]

path=C:\PKC511 Wrapper-Windows\PkcsllTest.pfx

[pfxfile passwd]
passvd=bbE81220628e

[login_token]

usesrnams=Aryan@encryptionconsulting.com

passcoda=8@!$U3QXSSXtu2ve



I={ pkcs11properties.cfg £ E3

1 name=signingmanager

2 library=C:\PKCS11l Wrapper-Windows\PKCSWrapper.dll
3 attributes=compatibility

< attributes(*, *, *) = {

S CKA TOKEN=true

}

o

NOTE: When using Luna HSM, add the slot number in the pkcs11properties.cfg
file as shown below.

= pkes11properties.cig E:!I

nams=signingmanager

2 library=C:\PKCS11l Wrapper-Windows\PKCSWrapper.dll
3 slot=4
- attributes=compatibility

attributes(*, *, *) = {
CE{A_ TOKEN=true

an N

J

[#e]

Step 3: Install and Activate Java 22

e |nstallJava 22 from Oracle’s official site, and follow the instructions in the
msi file.

« C 5 www,oracle com i L4 ¢« & - D

Products Industries Resources Customers Partners Developers Company

Linux x64 RPM Package 185,89 MB hitps //Gownload orace com fjava /22 /archis
.
macOS Arm 64 Compressed Archive 17981M8 hitps://download oracke com/java/22 farche
100N grere rn

mMacOS Arm 64 DMG Installes 179.27 M8 hips: //download oracke.com/|ava/22 farch

macOS x64 Compressed Archive 18199 MB hitps //download oracke com/ 2_macos-xd4_bintas gz (shaZsé)
macOS x64 DMG Installer 18143 MB hitps//download oracie.com/java /22 /archive /jdk-22 0.2_macos-xb4_tindmg (sha256)
Windows x64 Compressed Archive 18416 MB hittps://download orace com/java /22 /archive /jdk-22.0.2_windows-x64_bin 2ip (sha256)
Windows x64 Instalier 164.35 MB hitps://download oracke. com/java /22 /archive/|ok-22.0 2_windows-x64_bin exe (sha25s)
Windows x64 mss Instalier 165.09 MB hps://downic oracie.com/java/22 farchive /)ok-22.0.2_windows-x64_bin msi (sha256)

Java SE Development Kit 22.0.1
Thin software 1 hoensed under the Oracle No-Fee Terms and Conditions License.



https://www.oracle.com/java/technologies/javase/jdk22-archive-downloads.html

: 2 Java(TM) SE Development Kit 22.0.2 (64-bit) - Setup X

Welcome to the Installation Wizard for Java SE Development Kt 22.0.2

This wizard will guide you through the installation process for the Java SE Development
Kit 22.0.2.

3

Next > Cancel

™8 Java(TM) SE Development Kit 22.0.2 (64-bit) - Complete X

Java(T™) SE Development Kit 22.0. 2 (64-bit) Successfully Installed

Ciick Next Steps to access tutorials, API documentation, developer guides, release notes
and more to help you get started with the JDK.

Next Steps

e SetJava 22 as the active version by storing the bin path in the PATH variable.
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Environment Variables

Edit environment variable

C\Program Files\Common Files\Oracle\Java\javapath
CAProgram Files (xB6]\VMware\VMware Workstation\bin\
CAWindows\system32

CA\Windows

CAWindows\System32\Wbem
C\Windows\System32\WindowsPowerShell\v1.0\
CAWindows\System32\OpenSSH),

CA\Program Files\dotnet\

CAProgram Files (xB6)\NVIDIA Corporation\PhysX\Common
CAProgram Files\NVIDIA Corporation\NVIDIA NvDLISR
CA\Program Files\Git\emd
CAUsers\aryan\AppData\Local\Programs\Python\Python312\

CA\Users\aryan\AppData\Local\Programs\Python\Python312\Scripts\, |

C:\Program Files\MongoDB\Server\7.0\bin

CAProgram Files\Microsoft Visual Studio\2022\Community\Comm...
CA\Program Files (xB86)\Windows Kits\10\Windows Performance Too...
CA\Program Files (x86)\Windows Kits\10\bin\10.0,26100.0\x86
C\Program Files\Cloudflare\Cloudflare WARP\

CAProgram Files\PuTTY\

CA\Users\aryan\OneDrive\Desktop\Aryan Work\Encaryption Consulti...

New

Edit

Browse...

Move Up

Move Down

Edit text..,

Step 4: Install the Android SDK Command-Line Tools

e |nstall the Android SDK command-line tools from this link here.

. Developers Essentisls v+  Develop v  More ~ ¢ Search i 8- @ Llanguage ~  Android Studio

Command line tools only

Platform  SDK tools package Size SHA-256 checksum
x ¢ . 1536
Windows commandlinetools-win-11076708 _latest.zip B 4de
. . 1536
Mac commandlinetools-mac-11076708 _latest.zip M8 TbeSeT:
P 1 " . 153.6
Linux commandlinetools-linux-11076708_latest.zip 2d dc3ads

.

M8

d-line tools are included in Android Studio. If you do not need Android Studio, you can download the basic Android command-line tools above.
You can use the i

to other SDK

&


https://developer.android.com/studio

e Extract the files into a “cmdline-tools” folder and create a subfolder named
latest. Now, move the bin and lib folders into the latest folder.

- This PC Local Disk (C) PKCS11_Wrapper-Windows >  cmdline-tools latest

New (E
) Home

bin
) Gallery

b
@ OneDrive
4l Oesitop

4 Downloads
o Documents
PN Pictures
O Music

g Videos

e Setanenvironmentvariable called ANDROID_HOME and set it to the path
where you extracted the command line tools.

PKCS11_Wrapper-Windows cmdline-tools latest

Computer Name  Madwae Advarced  Soem Protection  Remcte

You must be logped on 83 an Admnetator 1o make most ¢

Petomarce
M VN for ¥ v .
Vil effects, orocesssr schedung, menory usege, and  Uver varisbles for MemantPath

Variable Value
OneDenve CAUseny\HemantPathal\ OreDenve
oS Path C v\ HemantPsthal\ AppDats' Locaf Microsclt\ WindowsAppt:
Foer Fredims
TEvP oy HemantP athak' AppData'Local\ Temp
Desiiop setirgs related 10 your sgnn 2
™ CAUsen'\HemantP sthal AppData\ Loca!\ Temp
f Sysem Vanable X
et and Recovery RSyt Yrks
System gatip. system Lakue and debugong rfomsy
Vanable name ANDROID_HOME
Vanable vabur APRCST1 Wiappee. Windows\condhne Sool \iates]
Em
Browse Ditectory Browie File e Concel
Ve L ry o ’ .
Cance NUMBER OF PROCESSORS 24
05 Windows NT
Path CAWIndows\systemn 12.CAWindows T\ Windows\ System 12\ Whem,
B ™ PC PATHEXT COM EXE BAT: CMD,VBSC. VBE JS JSE WSF, WSHMSC
PROCESSOR ARCHITICTURE  AMDGS
% Lecal Dak (C)
- ({0 Delet
M CO Derve (D) CEN
8 CD Drive (Dx) CENA -
oK ance

W Netoork

¢ Install Build tools using SDKManager, which contains the APKSigner:

.\bin\sdkmanager --channel=0 --install "build-tools;34.0.0"




¢ Ensure that APKSigner is present:

Apksigner.bat --version

build-tools\31.0.@>apksi

ws\build-tools\31.0.0>

Step 5: Patch Apksigner.bat for the PKCS#11 Module

¢ Open the Apksigner.bat file and note its current last line.

if "%a:~0,2%" NEQ "-J" goto notl
set javaOpts=%javaOpts% -%a:~2%
shift /1
goto firstArg

inot]
set params=Xparams% %1
shift /1
goto firstArg
rendArgs

set javaOpts=¥javaOpts¥ XdefaultXmx¥ XdefaultXssi
call “"%java_exe%" %javaOpts% -jar "%jarpath%" Xparams¥k

e Update the last line to the below command:

S

ava_exe%" --add-exports

jdk.crypto.cryptoki/sun.security.pkcsll1=ALL-UNNAMED "

nwo

$javaOpts% -jar "$jarpath%" Sparams$




if "%a:~@,5%" NEQ "-JXss" goto notXss
set defaultXss=

:notXss

if "%a:~@,2%" NEQ "-J" goto notd
set javaOpts=%javaOpts% -%a:~2%
shift /1
goto firstArg

:notd

set params=%params% %1

shift /1

goto firstArg

:endArgs

set javaOpts=%javaOpts% %defaultXmx% %defaultXss%
call "%java_exe%" --add-exports jdk.crypto.cryptoki/sun.security.pkcs11=ALL-UNNAMED %javaOpts% -jar "%jarpath%" %params%

NOTE: This is a single logical line in the batch file. The caret characters shown
above are batch line continuations, so you may either keep them or join the
three lines into one.

NOTE: This edit performs the same job as the --add-exports option used in the
macOS command, so the Windows signing command itself stays short.

7. Windows: Sign and Verify

Now that all the configurations and prerequisites have been installed, let us
perform the signing operation.

Steps:

Step 1: Run the Signing Command

* The signing command will look something like this. Ensure you run this
command only inside the folder where your PKCS11 Wrapper is installed.

A

apksigner sign
--provider-class sun.security.pkcsll.SunPKCS11

A

—--provider-arg <path of the pkcsllproperties.cfg file> *
--ks NONE ~

-—-ks-type PKCS11l ~

--ks-pass pass:abcdl234 »

--ks-key-alias <private key alias> *

-—-in <path of the APK file you want to sign> "

--out <path of the Signed APK file>

e Asample command is provided below:

A

apksigner sign
--provider-class sun.security.pkcsll.SunPKCS11
--provider-arg *

A

C:\Users\riley\Downloads\PKCS1ll Wrapper-Windows\pkcsllproperties.cfg
--ks NONE --ks-type PKCS1l --ks-pass pass:secretpassword ”
--ks-key-alias gpg2 --in Sample.apk --out signed.apk




NOTE: The caret characters are Command Prompt line continuations. You may
keep them or join the command onto a single line.

~provider-class sun.security.pkcsll.SunPKCS11l --provider-arg pkcsllpr
rd —ks-key-alias gpg2 ——in Sample.apk —out d.apk
nCipher Corp. Ltd

Me < A_PKCS S not found in mapping.
Mechanism { A3 S not found in mapping

Mechanism >SS not found in mapping
Mechanism: CK SS not found in mapping.
found in mapping
found in mapping
Mechanism 5 L C found in mapping.
Mechanism {M_ { found in mapping

Mechanism ! PAIR_GEN not found in mapping
Mechanism KEY_PAIR_GEN not found in mapping

NOTE: The --ks-pass value must match the password configured for your
wrapper. The sample above uses a different value from the Linux and macOS
samples, so use whichever applies to your own configuration.

Step 2: Verify the Signature

e After successfully signing the APK, let us verify it using this command:

apksigner verify -verbose <path of the signed APK file>

¢ Asample command is provided below:

apksigner verify -verbose signed.apk

C:\Users\HemantPathak\Desktop\PKCS11_Wrapper-Windows>apksigner verify -verbose signed.apk
Verifies

Verified using vl scheme (JAR signing): true

Verified using v2 scheme (APK Signature Scheme v2): true

Verified using v3 scheme (APK Signature Scheme v3): true

Verified using v3.1 scheme (APK Signature Scheme v3.1): false
Verified using vd4 scheme (APK Signature Scheme vd): false
Verified for SourceStamp: false

Number of signers: 1
C:\Users\HemantPathak\Desktop\PKCS11_Wrapper-Windows>|

Step 3: Cross-Check in CodeSign Secure

e Openthe CodeSign Secure portal and navigate to Reports > Signing Request
Report, where every signing request performed through the wrapper is
recorded for audit purposes.



