PKCS#11 Wrapper - Jarsigner Signing Integration Document

Jarsigner is a command-line tool within the Java Development Kit (JDK) used for digitally
signing Java Archive (JAR) files. Because it ships with the JDK, no additional signing tool
needs to be installed.

Jarsigner reads its signing key from a keystore. By giving it a keystore type of PKCS11
together with Encryption Consulting’s PKCS#11 wrapper configuration, that keystore
becomes your HSM — the keystore itself is NONE, because there is no file on disk. The
private key never leaves the HSM and every signing operation is recorded centrally.

Section 1 covers the steps common to every platform. After that, follow only the track
for your operating system — Sections 2 and 3 for Linux (Ubuntu), Sections 4 and 5 for
macQOS, or Sections 6 and 7 for Windows. Each track ends with signing and verification.

Prerequisites: Access to the CodeSign Secure portal, administrative rights on the client
machine, and a JAR file to sign.

1. Common Setup

Every platform needs the same two things before Jarsigner will work: an
authentication certificate that identifies your machine to CodeSign Secure, and
the two configuration files that ship inside the PKCS#11 Wrapper download.

Steps:

Step 1: Generate a P12 Authentication Certificate

e Generate a P12 Authentication certificate from the System Setup > User >
Generate Authentication Certificate dropdown in the CodeSign Secure
portal.

Generate Authentication Certificate

User Name "

e Enter the certificate name, user name, and expiry date. A certificate is
generated and downloaded, and its password is displayed.



Generated Authentication Certificate

Please retain this password for certificate setup. Without it, you'll be
required to create a new authentication certificate.

6d925050e262 © copy

NOTE: The password is displayed only once, so copy and store it safely. Both the
certificate path and its password are entered into ec_pkcs11client.iniin your
platform track.

Step 2: Understand the Two Configuration Files

e The PKCS#11 Wrapper download contains two files that must be edited
before use. The same fields apply on every platform.

O pkes11properties.cfg — Describes the PKCS#11 token. Update it with the
correct library path for your platform. This is also the file passed to
Jarsigner as -providerArg.

O ec_pkecs1iclient.ini - Points the wrapper at your CodeSign Secure server
and at the authentication certificate from Step 1. The fields to update are

listed below.
s o
name The path location of the Log xml file you downloaded with the PKCS11

Wrapper tool (EC_PKCS11_CLIENT-LogConfig.xml).
url Verify the server url of your CodeSign Secure portal.

username The username of your CodeSign Secure account.
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passcode The secret passcode which was used to set up the CodeSign Secure
portal.

path The path location of your SSL Authentication certificate.

passwd The password of your SSL Authentication certificate.

NOTE: When using Luna HSM, the slot number must also be added to the
pkcs11properties.cfg file. Each platform track below shows this variation.
Linux (Ubuntu): Install and Configure

To perform signing using the Jarsigner Tool and our PKCS11 Wrapper in a Linux
(Ubuntu) machine, you would need to follow the below steps.

Steps:

Step 1: Download the PKCS#11 Wrapper for Ubuntu

e Goto EC CodeSign Secure v3.02’s Signing Tools section and download the
PKCS11 Wrapper for Ubuntu.

€ 9 codesign Secure hboord > ® e

PKCS1 Wrapper for Ubuntu

Step 2: Edit the Configuration Files

e GotoyourUbuntu client system and edit the configuration files
(ec_pkcs11iclient.ini and pkcs11properties.cfg) downloaded in the PKCS11
Wrapper.



A $ cat ec_pkcsiliclient.ini
[logconfig_file]
name=/home faryan/PKCS_Wrapper_Ubuntu/EC_PKCS11_CLIENT-LogConfig.xml

[server_url]
url=https://devcodesignsecure.encryptionconsulting.com

[pfxfile_path]
path=/homefaryan/PKCS_Wrapper_Ubuntu/Pkcs11Test.pfx

[pfxfile_passwd]
passwd=ded48b6924cb8

[login_token]

username=Aryan@encryptionconsulting.com

passcode=8@!SU3QXS5Xtu2vf
: $ cat pkcsliproperties.cfg

name=signingmanager

library=/home/aryan/PKCS_Wrapper_Ubuntu/fec_pkcsliclient.so

attributes=compatibility

attributes(*, *, *) = {

CKA_TOKEN=true

-
i)

NOTE: When using Luna HSM, add the slot number in the pkcs11properties.cfg
file as shown below.

‘ : $ cat pkcsiiproperties.cfg
name=signingmanager
library=/home/aryan/PKCS_Wrapper Ubuntu/ec_pkcslliclient.so
slot=3

attributes=compatibility
attributes(*, *, *) = {
CKA_TOKEN=true

}

Step 3: Set the EC_INI_FILE_PATH Environment Variable
* Now we need to add the environment variable for the pkcs11 client library.

¢ Runthe below command to open the bashrc file:
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$ nano ~/.bashrc

Y |



e Now add the EC_INI_FILE_PATH variable with the path of the .ini at the end of
the bashrc file, like:

export EC_INI FILE PATH=\
/home/administrator/PKCS11l Wrapper-Ubuntu/ec pkcsllclient.ini

EC_INI_FILE_PATH /home/administrator/PKCSll_wrapper-Ubuntu/ec_pkcsl1c1ient.inil

e Help ¥ Write Out Q% Where Is s Cut al Execute a8 |ocati
O Exit B Read File & Replace gl Paste o Justify Wi Go To

* Press Ctrl+X, then enter Y, and then press Enter to save.

¢ Reload the environment variables:

source ~/.bashrc

$ source ~/.bashrc

N |

e Check whether the variable has been set correctly:

echo $EC_INI_FILE PATH

$ echo $EC_INI_FILE_PATH

X |

/home /administrator /PKCS11_Wrapper-Ubuntu/ec_pkcsliclient.ini

NOTE: If you cannot see the file location from the echo command, open a new
terminal and try again.
Step 4: Install and Activate Java

¢ Youwill also need to install Java (Java 8 to 17) on your Ubuntu machine for
Jarsigner to work with our PKCS11 Wrapper.

* Runthe following command to install Java 17 on your Ubuntu machine:

sudo apt install openjdk-17-jdk




:~$ sudo apt install openjdk-17-jdk
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following package was automatically installed and is no longer required:
libllvm1i7t64

Use 'sudo apt autoremove' to remove it.

The following additional packages will be installed:
fonts-dejavu-extra libatk-wrapper-java libatk-wrapper-java-jni libice-dev
libpthread-stubs®-dev libsm-dev libx11-dev libxau-dev libxcbl-dev libxdmcp-dev libxt-dev
openjdk-17-jdk-headless openjdk-17-jre openjdk-17-jre-headless xllproto-dev
xorg-sgml-doctools xtrans-dev

e Touselava 17, youwill need to set it as the active version.

sudo update-alternatives --config java

:-$ sudo update-alternatives --config java
There are 2 choices for the alternative java (providing /usr/bin/java).

Selection Path Priority  Status

Jusr/lib/jvm/java-21-openjdk-amd64/bin/java 2111 auto mode
Jusr/1lib/jvm/java-17-openjdk-amd64/bin/java 1711 manual mode
Jusr/lib/jvm/java-21-openjdk-amd64/bin/java 2111 manual mode

Press <enter> to keep the current choice[*], or type selection number: 1
update-alternatives: using /usr/lib/jvm/java-17-openjdk-amd64/bin/java to provide /usr/bin/java
(java) in manual mode

R |

e Now to check whether Java has been installed properly or not, run:

java -version

:-$ java -version

openjdk version "17.0.13" 2024-10-15

OpenJDK Runtime Environment (build 17.0.13+11-Ubuntu-2ubuntul24.04)

OpenJDK 64-Bit Server VM (build 17.0.13+11-Ubuntu-2ubuntul24.04, mixed mode, sharing)
B |

Step 5: Set the JAVA_HOME Environment Variable

e Open the bashrc file again:

e After running the above command, add these lines at the end of the file:



export JAVA HOME=<Path of the Java 17 home folder>
export PATH=SJAVA HOME/bin:$SPATH

. Jusr/share/bash-completion/bash_completion
/etc/bash_completion
. /etc/bash_completion

JAVA_HOME=/usr/lib/jvm/java-17-openjdk-amd64
PATH /bin

NOTE: JAVA_HOME must be the JDK home directory, not its bin subfolder,
because the following line appends /bin to it. Pointing JAVA_HOME at bin would
produce a bin/bin path and Java would not be found. A typical value is
/usr/lib/jvm/java-17-openjdk-amd64.

e Press Ctrl+X, then Y to confirm, and then Enter to save.

¢ Reload the bashrc file using the below command:

source ~/.bashrc

e Check ifthe variable has been set:

echo $JAVA HOME

¢ |f not, then open a new terminal and try again.

Step 6: Install the Remaining Packages

* You would also need to install some other pre-requisite packages to perform
signing using Jarsigner.

sudo apt-get install curl

sudo apt-get install liblog4cxx-dev
sudo apt-get install liblog4dcxxl2

NOTE: If the “sudo apt-get install liblogdcxx12” command gives an error, install
the package directly for your architecture using the commands below.

e Foramd architecture:

wget http://archive.ubuntu.com/ubuntu/pool/universe/1l/logdcxx/\
liblog4cxx12 0.12.1-4 amd64.deb

sudo dpkg -i liblog4cxxl12 0.12.1-4 amd64.deb

e For arm architecture:



wget http://ports.ubuntu.com/pool/universe/1l/logdcxx/\

liblog4cxx12 0.12.1-4 armé64.deb
sudo dpkg -i liblog4cxxl2 0.12.1-4 arm64.deb

e We are now ready with our Ubuntu environment to perform the signing using
Jarsigner tool and PKCS11 Wrapper.
3. Linux (Ubuntu): Sign and Verify

The sighing command must be run from the directory containing your
configuration, so that the relative paths in the command resolve correctly.

Steps:

Step 1: Change to the Working Directory

e Forsigning, change the working directory of the terminal to that folder which
contains your “ec_pkcs11client.ini” file.

3 $cd ..
:-$ cd PKCS_Wrapper_Ubuntu/

3 $ s
ec_pkcsllclient.ini ec_pkecsl1l_client.log EC_PKCS11_CLIENT-LogConfig.xml ec_pkecsllclient.so Pkcs11Test_luna.pfx PkecsliTest.pfx
: 5

Step 2: Run the Sighing Command

¢ Now, run the sighing command from this directory.

<Path of Jarsigner tool> \
-keystore NONE \
-storepass NONE \
-storetype PKCS11 \
-sigalg SHA256withRSA \
-providerClass sun.security.pkcsll.SunPKCS11 \
-providerArg <Path of pkcsllproperties.cfg> \
-signedjar <Path of the file after signing> \
<Path of the file to be signed> \
<Key alias of the signing certificate> \
-tsa http://timestamp.digicert.com

e Asample command is provided below:

jarsigner \
-keystore NONE \
-storepass NONE \
-storetype PKCS11 \
-sigalg SHA256withRSA \
-providerClass sun.security.pkcsll.SunPKCS11 \
-providerArg pkcsllproperties.cfg \

-signedjar helloworld signed.jar \
helloworld.jar gpg2 \
-tsa http://timestamp.digicert.com




NOTE: The JAR file and the key alias are positional arguments, given in that order
and without option names. Keep them together and in that sequence.

Step 3: Verify the Signature

¢ Forverification, run the following command:

<Path of Jarsigner tool> -verify \

<Path of the file after signing> \
-certs -verbose

e Asample command is provided below:

jarsigner -verify helloworld signed.jar -certs -verbose

Step 4: Option Reference

¢ The following are the options and their meaning in the commands:
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-keystore NONE The keystore. This is NONE because the keys live in the HSM
rather than in a keystore file.

-storepass NONE The keystore password. This is NONE because access is
controlled by the wrapper configuration.

-storetype PKCS1l The keystore type, which must be PKCS11.

-sigalg The signature algorithm to use when signing, for example
SHA256withRSA.

-providerClass The Java security provider to use. This is always
sun.security.pkcs11.SunPKCS11, the JDK’s built-in PKCS#11
provider.

-providerArg The path of the pkcs11properties.cfg file, which tells the provider

how to reach the PKCS#11 Wrapper.
-signedjar The path of the signed JAR file to produce.

<jar file> The JAR file to be signed, given as a positional argument with no
option name.

<alias> The key alias of the signing certificate, given as a positional
argument immediately after the JAR file.

-tsa The URL of the timestamping authority, for example
http://timestamp.digicert.com.
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-verify Checks the signature on an already signed JAR.

-certs -verbose Shows the signer certificates and detailed output when verifying.

Step 5: Cross-Check in CodeSign Secure

¢ Openthe CodeSign Secure portal and navigate to Reports > Signing Request
Report, where every signing request performed through the wrapper is
recorded for audit purposes.

macOS: Install and Configure

To perform signing using Jarsigner and our PKCS11 Wrapper in a MacOS
machine, you would need to follow the below steps.

Steps:

Step 1: Download the PKCS#11 Wrapper

e Download our PKCS11 Wrapper Tool from the CodeSign Secure portal in the
Signing Tools section in your MacOS.

(,/ ) CodesSign Secure

)
©

{8 Dashboard Signing Tools

PKCS11 Wrapper for Mac & EC Provider for Mac

Step 2: Update the Configuration Files

e Gotoyour PKCS11 Wrapper directory (../PKCS11_Wrapper-Mac) and update
the “pkcs11properties.cfg” and “ec_pkcs1iclient.ini” with the required
details.

e For “pkcs11properties.cfg”, update the library path.

NOTE: When using Luna HSM, add the slot number in the pkcs11properties.cfg
file as shown below.



subhayuroy@Subhayus-MacBook-Pro PKCS11_Wrapper-Mac % cat pkcsllproperties.cfg
name=signingmanager
library=/Users/subhayuroy/PKCS11_Wrapper-Mac/ec_pkcsliclient.dylib

slot=3

attributes=compatibility

attributes(*, *, *) = {

CKA_TOKEN=true

}
subhayuroy@Subhayus-MacBook-Pro PKCS11_Wrapper-Mac %

e Forthe “ec_pkcs1iclient.ini” file, update the six fields listed in Section 1,
Step 2.

e The initialization and configuration files should look like this with all the
correct file paths and settings.

subhayuroy@Subhayus-MacBook-Pro PKCS11_Wrapper-Mac % cat ec_pkcsliclient.ini
[logconfig_file]
name=/Users/subhayuroy/PKCS11_Wrapper-Mac/EC_PKCS11_CLIENT-LogConfig.xml

[server_url]
;url=https://lunacodesignsecure.encryptionconsulting.com
url=https://devcodesignsecure.encryptionconsulting.com
surl=http://127.0.0.1:6666

[pfxfile_path]
path=/Users/subhayuroy/PKCS11_Wrapper-Mac/AuthCert-nCipher.pfx

[pfxfile_passwd]
passwd=f4550251e262

[login_token]

username=Sam@encryptionconsulting.com

passcode=8@!$U3QXS5Xtu2vfy;

subhayuroy®Subhayus-MacBook-Pro PKCS11_Wrapper-Mac ¥ cat pkcsllproperties.cfg
name=signingmanager
library=/Users/subhayuroy/PKCS11_Wrapper-Mac/ec_pkcslliclient.dylib
attributes=compatibility

attributes(®, *, *) = {

CKA_TOKEN=true

}

subhayuroy®Subhayus-MacBook-Pro PKCS11_Wrapper-Mac %

Step 3: Install and Activate Java

* Youwill also need to install Java (Java 8 to 17) on your MacOS machine for
Jarsigner to work with our PKCS11 Wrapper.

* ToinstallJava 17 on your MacOS machine, run the following command:

brew install openjdk@1l7

¢ Findthe location where Java 17 is installed on your machine:

brew info openjdk@17



e Now setJava 17 as the active version. For Zsh:

nano ~/.zshrc

e ForBash:

nano ~/.bash profile

e After running the above command, add these lines:

export PATH=<Path of Java 17 bin folder>:S$PATH

export JAVA HOME=<Path of Java 17 bin folder>

NOTE: Here PATH is set directly to the bin folder rather than being derived from
JAVA_HOME, which is why this track differs from the Linux one in Section 2. If
other Java tooling on the machine relies on JAVA_HOME, point it at the JDK home
directory instead.

¢ Reload the environment variables using the below commands. For Zsh:

source ~/.zshrc

e ForBash:

source ~/.bash profile

Step 4: Install the Remaining Packages

¢ Youwould also need to install some other pre-requisite packages to perform
signing using Jarsigner.

brew install logdcxx

brew install curl

* We are now ready with our MacOS environment to perform the signing using
Jarsigner tool and PKCS11 Wrapper.
macOS: Sign and Verify

As on Linux, the signing command is run from the directory containing your
configuration files.

Steps:



Step 1: Change to the Working Directory

e Forsigning, change the working directory of the terminal to that folder which
contains your “ec_pkcs11client.ini” file.

Step 2: Run the Sighing Command

¢ Now, run the signing command from this directory.

<Path of Jarsigner tool> \
-keystore NONE \
-storepass NONE \
-storetype PKCS11 \
-sigalg SHA256withRSA \

-providerClass sun.security.pkcsll.SunPKCS11 \
-providerArg <Path of pkcsllproperties.cfg> \
-signedjar <Path of the file after signing> \
<Path of the file to be signed> \

<Key alias of the signing certificate> \

-tsa http://timestamp.digicert.com

e Asample command is provided below:

jarsigner \
-keystore NONE \
-storepass NONE \
-storetype PKCS11 \
-sigalg SHA256withRSA \
-providerClass sun.security.pkcsll.SunPKCS11 \
-providerArg pkcsllproperties.cfg \
-signedjar helloworld signed.jar \
helloworld.jar gpg2 \
-tsa http://timestamp.digicert.com

Step 3: Verify the Signhature

* Forverification, run the following command:

<Path of Jarsigner tool> -verify \
<Path of the file after signing> \
-certs -verbose

¢ Asample command is provided below:

jarsigner -verify helloworld signed.jar -certs -verbose

Step 4: Option Reference

¢ The following are the options and their meaning in the commands:
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-keystore NONE

-storepass NONE

-storetype PKCS1l1l

-sigalg

-providerClass

-providerArg

-signedjar

<jar file>

<alias>

-tsa

-verify

-certs -verbose

The keystore. This is NONE because the keys live in the HSM
rather than in a keystore file.

The keystore password. This is NONE because access is
controlled by the wrapper configuration.

The keystore type, which must be PKCS11.

The signature algorithm to use when signing, for example
SHA256withRSA.

The Java security provider to use. This is always
sun.security.pkcs11.SunPKCS11, the JDK’s built-in PKCS#11

provider.

The path of the pkcs11properties.cfg file, which tells the provider
how to reach the PKCS#11 Wrapper.

The path of the signed JAR file to produce.

The JAR file to be signed, given as a positional argument with no
option name.

The key alias of the signing certificate, given as a positional
argument immediately after the JAR file.

The URL of the timestamping authority, for example
http://timestamp.digicert.com.

Checks the signature on an already signed JAR.

Shows the signer certificates and detailed output when verifying.

Step 5: Cross-Check in CodeSign Secure

¢ Openthe CodeSign Secure portal and navigate to Reports > Signing Request
Report, where every signing request performed through the wrapper is
recorded for audit purposes.

Windows: Install and Configure

To perform signing using the Jarsigner Tool and our PKCS11 Wrapperin a
Windows machine, you would need to follow the below steps.

Steps:

Step 1: Download the PKCS#11 Wrapper for Windows



e Goto EC CodeSign Secure v3.02’s Signing Tools section and download the
PKCS11 Wrapper for Windows.

€ 9 codesign secure sashboard > ®Q

& Dashboard Signing Tools

%] Keys & Certificates

Select Operating Systen
% App Management

[ signing Request

& signing Tools = e <
v C‘e’ R?

3 Roports

Encryption Consulting CNG - Signing 4, Certificate Chain $ Codesign Utility Tool S
KSP

o th

PKCSII Wrapper for Windows &

Step 2: Edit the Configuration Files

e Go toyour Windows client system and edit the configuration files
(ec_pkcs11iclient.ini and pkcs11properties.cfg) downloaded in the PKCS11
Wrapper.
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nam==C:\PKCS11 Wrapper-Windows\EC_PKCS11 CLIENT-LogConfig.xml

T[loqoonfig_fila]

[server_url]
url=https://devcodesignsecure.encryptionconsulting.com

[pfxfile path]

path=C:\PKC511 Wrapper-Windows\PkcsllTest.pfx

[pfxfile passwd]
passvd=bbE81220628e

[login_token]

usesrnams=Aryan@encryptionconsulting.com

passcoda=8@!$U3QXSSXtu2ve



I={ pkes11properties.cfg 2 x}

W W N e
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nams=signingmanager

library=C:\PKCS11l Wrapper-Windows\PKCSWrapper.dll
attributes=compatibility

attributes(*, *, *) = {

CKA TOKEN=true

}

NOTE: When using Luna HSM, add the slot number in the pkcs11properties.cfg
file as shown below.

|={ pkes11properties.cfg 2 EE]

1

0 =] o n b W M

nams==signingmanager

library=C:\PKCS11l Wrapper-Windows\PKCSWrapper.dll
slot=4

attributes=compatibilit

attributes(*, *, *) = {
CKA_ TOKEN=true

}

Step 3: Install and Activate Java

Now, let us install some prerequisites (Java 8 to 22) in your client system to
run the PKCS11 Wrapper.

Install Java 22 from Oracle’s official site, and follow the instructions in the
msi file.



https://www.oracle.com/java/technologies/javase/jdk22-archive-downloads.html
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Products Industries Resources Customers Partners Developers Company

Linux x64 RPM Package 185.89 MB hitps://Bownload oracle com java /22 /archis -

egalyenlas -
macOS Arm 64 Compressed Archive 17981 M8 htps://download oraclke com/java/22 farchie
et~ ghas £

macOS Arm 64 DMG Installer 17927 M8 hirps //download oracke.com/java/22 farchi

macOS x64 Compressed Archive 18199 MB hitps //download oracke com/jave/22 farchive /)dk-22 0.2_macos-xd4_bintar gz (sha2sé)

macOS x64 DMG Installer 18L43IMB https //download oracie com/java /22 farchive [)dk-22 0 2_macos-xb4_bindmg (sha25é

Windows x64 Comgressed Archive 18436 MB hitps //download oracke com/java /22 /archive /jdk-22.0.2_windows-x64_bin 2ip (sha256)

Windows x64 Instalier 164.35 MB hitps://download oracke.com/)ava /22 farchive f1ok-22.0 2_windows-x64_bin exe (sha256)

Windows x64 mss Instalier 165.09 M8 hnps://download oracke.com/|ava/22 farchive /jok-22.0.2_windows-x64_bin msi (sha256)
Java SE Development Kit 22.0.1
This software i lcensed under the Oracle No-Fee Terms and Conditions License. =!

B Java(TM) SE Development Kit 22.0.2 (64-bit) - Setup X

Welcome to the Installation Wizard for Java SE Development Kt 22.0.2

This wizard will guide you through the installation process for the Java SE Development
Kit 22.0.2.

3




™8 Java(TM) SE Development Kit 22.0.2 (64-bit) - Complete X

Java(T™) SE Development KGt 22.0.2 (64-bit) Successfully Installed

Ciick Next Steps to access tutorials, API documentation, developer guides, release notes
and more to help you get started with the JDK.

Next Steps

e SetJava 22 as the active version by storing the bin path in the PATH variable.



User Edit environment variable X

Vai

on | C\Program Files\Common Fies\Oracle\Java\javapath New
Paf CA\Program Files (86)\VMware\VMware Workstation\bin\
el | C\Windows\system32 Edit
w  C\Windows
CA\Windows\System32\Wbem
Browse...

CA\Windows\System32\WindowsPowerShell\v1.0\
CAWindows\System32\OpenSSH\
C\Program Fies\dotnet\ Delete
CAProgram Files (B6)\NVIDIA Corporation\PhysX\Common
CAProgram Files\NVIDIA Corporation\NVIDIA NvDLISR
CAProgram Files\Git\emd Move Up
| | C\Users\aryan\AppData\Local\Programs\Python\Python312\
Sys4 C\Users\aryan\AppData\Local\Programs\Python\Python312\Scripts\ Move Down
Val | C\Program Files\MongoDB\Server\7.0\bin
NU | C\Program Files\Microsoft Visual Studio\2022\Community\Comm...
0§ | CA\Program Files (x86)\Windows Kits\10\Windows Performance Too
pal | C:\Program Files (x86)\Windows Kits\10\bin\10.0.26100.0\x86
PA | C\Program Files\Cloudflare\Cloudflare WARP\ |
pR  CAProgram Files\PulTY\
pR  ClUsers\aryan\OneDrive\Desktop\Aryan Work\Encryption Consulti...

Edit text..,

(-3l C\Program Files\Java\jdk-22\bin

OK Cancel

OK Cancel

NOTE: The supported Java range differs by platform in the product
documentation: Java 8 to 17 for Linux and macQOS, and Java 8 to 22 for Windows.

* We are now ready with our Windows environment to perform the signing
using Jarsigner tool and PKCS11 Wrapper.
Windows: Sign and Verify

As on the other platforms, the signing command is run from the directory
containing your configuration files.

Steps:

Step 1: Change to the Working Directory

e Forsigning, change the working directory of the terminal to that folder which
contains your “ec_pkcs11client.ini” file.



C:\>cd PKCS11_Wrapper-Windows

C:\PKCS11_Wrapper-Windows>dir
Volume in drive C has no label.
Volume Serial Number is 865B-2F9D

Directory of C:\PKCS11l_Wrapper-Windows

02/06/2025 : M <DIR> .
02/06/2025 ¢ M build_project.psl
02/04/2025 X ec_pkcsllclient.ini
02/04/2025 5 M EC_PKCS11_CLIENT-LogConfig.xml
02/06/2025 : y ec_pkesll_client.log
02/04/2025 : jsign-7.0.jar
02/04/2025 : M pkcsllproperties.cfg
02/04/2025 : PM PkcsllTest.pfx
02/06/2025 11:47 AM PKCSWrapper.dll

8 File(s) 5,2U2,901 bytes

1 Dir(s) 384,016,384 bytes free

Step 2: Run the Signing Command

¢ Now, run the sighing command from this directory.

<Path of Jarsigner tool> %
-keystore NONE *
-storepass NONE *
-storetype PKCS11 ~
-sigalg SHA256withRSA *
-providerClass sun.security.pkcsll.SunPKCS11
-providerArg <Path of pkcsllproperties.cfg> *
-signedjar <Path of the file after signing> *
<Path of the file to be signed>
<Key alias of the signing certificate> *
-tsa http://timestamp.digicert.com

e Asample command is provided below:

A

jarsigner
-keystore NONE *
-storepass NONE *
-storetype PKCS11 ~
-sigalg SHA256withRSA *
-providerClass sun.security.pkcsll.SunPKCS11 *

A

-providerArg pkcsllproperties.cfg
-signedjar helloworld signed.jar "
helloworld.jar gpg2

-tsa http://timestamp.digicert.com

NOTE: The caret characters are Command Prompt line continuations. You may
keep them or join the command onto a single line.

Step 3: Verify the Signature

e For verification, run the following command:

<Path of Jarsigner tool> -verify "
<Path of the file after signing> "

-certs -verbose




¢ Asample command is provided below:

jarsigner -verify helloworld signed.jar -certs -verbose

Step 4: Option Reference

¢ The following are the options and their meaning in the commands:

m

-keystore NONE

-storepass NONE

-storetype PKCS1l1l

-sigalg

-providerClass

-providerArg

-signedjar

<jar file>

<alias>

-tsa

-verify

-certs -verbose

The keystore. This is NONE because the keys live in the HSM
rather than in a keystore file.

The keystore password. This is NONE because access is
controlled by the wrapper configuration.

The keystore type, which must be PKCS11.

The signature algorithm to use when signing, for example
SHA256withRSA.

The Java security provider to use. This is always
sun.security.pkcs11.SunPKCS11, the JDK’s built-in PKCS#11

provider.

The path of the pkcs11properties.cfg file, which tells the provider
how to reach the PKCS#11 Wrapper.

The path of the signed JAR file to produce.

The JARfile to be signed, given as a positional argument with no
option name.

The key alias of the signing certificate, given as a positional
argument immediately after the JARfile.

The URL of the timestamping authority, for example
http://timestamp.digicert.com.

Checks the signature on an already signed JAR.

Shows the signer certificates and detailed output when verifying.

Step 5: Cross-Check in CodeSign Secure

e Openthe CodeSign Secure portal and navigate to Reports > Signing Request
Report, where every signing request performed through the wrapper is
recorded for audit purposes.



