TeamCity Integration Guide

Integrating CodeSign Secure with TeamCity automates the code signing step within your
build configurations, ensuring that your software artifacts are securely signed before
they are released or deployed, without manual intervention.

1. Set up CodeSign Secure KSP
The Encryption Consulting Key Storage Provider (KSP) for Windows is a software
component that extends the Microsoft Cryptography API: Next Generation (CNG)
framework. Its primary purpose is to enable Windows applications, such as
signtool.exe, to interact seamlessly with the cryptographic keys and certificates
stored within an HSM.
Steps:

Step 1: Download the EC KSP

e Logintothe CodeSign Secure portal and navigate to the Signing Tools
section to download “EC KSP for Windows.”
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e Extract the zip file to get the “Setup.msi” file.
Step 2: Install the EC KSP

e Runthe “Setup.msi” installer with Administrator privileges.
59 EC SigningKSP - X

Woelcome to the EC SigningKSP Setup Wizard [

The installer will guide you through the steps required to install EC SigningkSP on your
computer.

WARBNING: This computer program is protected by copyright law and international
treaties. Unauthorized duplication or distribution of this pregram, or any porlion of it, may
resullin severe civil or criminal penalties, and will be prosecutad to the maximum extent
possible under the law.



Follow the on-screen prompts of the installation wizard.
o Acceptthe End-User License Agreement.
o Choose the installation directory (the default is C:\Program
Files\Encryption Consulting\SigningKSP).
o Choose whether you want to install the KSP for Everyone or just for

the current user

15 EC SigningKSP — X

Select Installation Folder

The installer will install EC SigningKSP to the following folder.

To install in this folder, click "Next”. To install to a different folder, enter it below or click
"Browse".

Eolder:
C\Program Files\Encryplion Consulﬁng\SigningKSP‘l.l Browse...

Disk Cost...

Install EC SigningKSP for yourself, or for anyene who uses this computer:

(®) Everyone

) Just me

< Back Next > Cancel

Enter the prompted details such as:

o Username -The username/email that you use to log in to the
CodeSign Secure portal

o Code -The secret code that you set at the time of setting up the
CodeSign Secure solution.
IdentityType — Keep this field as default (2)
CodeSign Secure URL —The URL to access the portal (Remember
to add “/api/” at the end of the URL)



115 EC SigningKSP — X

Enter APl User Authentication Info [—

Please entar authentication info

Usernamea:

|Aryan@e neryptionconsulfing, com

Coda:

|a@s$haoxs7n2v¢{2w

Identity Type
2

APl BaseURI:
|hﬂps Jlcodesignsecure encryptionconsulting . comfapif

< Back Next > Cancel

e Click Next and confirm the installation.

5 EC SigningKsP — ps

Installing EC SigningKSP [A

EC SigningkSF is being installed.

Please wail. .

Step 3: Configure the Registry Editor settings
e Open the Registry Editor and navigate to

HKEY_CURRENT_USER>Software>Encryption Consulting>SigningkKSP
directory.
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Now open the CodeSign Secure portal and navigate to System
Setup>User. Select the drop-down from the right side to “Generate API

Key”.
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Create a token for your account by providing a name and the validity
period. Remember to copy the token as it will be shown only once.

Generate API Key ®

APl Key Name

Test

Expiry Date

90 Days -

=

Add this token to the “ectoken” field in the Registry Editor.




Mame Type Data

ab|Detault) REG_SZ {value not set)

2B AP|BaselIR REG S§Z https://cadesignsecure.encrypticnconsulting.com/a...

ab|code REG SZ S@ISUIAKRSTR2WZvT

ablectoken REG_SZ

fislidentityType REG_DWORD 0x00000002 (2)

ablyser REG 57 Aryan@encryptionconsulting,com
Edit String s
Value name:
actoken |
Value data:
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2. Setup P12 Authentication Certificate
Setting up a P12 Certificate involves configuring your environment variables to
authenticate your client machine with Encryption Consulting's CodeSign Secure.

Steps:
Step 1: Configure the Environment Variables
e Openthe Environment Variables from your Start Menu

System Properties X
Computer Name Hardware Advanced Syslem Protection Remote

You must be logged on as an Administrator lo make most of these changes.
Performance

Visual effects, processor scheduling, memory usage, and wirlual memory
Setlings...

User Profiles

Deskiop sethings related to your sign-n

Setlings...

Startup and Recovery

Syslam startup, system failure, and debugging information

Setlings...
Environment Varables....

OK Cancel

e Add new system variables by clicking on the New button. Provide the
following variable name and its corresponding details.

o EC_Client_Auth: Corresponds to the path of your SSL
Authentication certificate, which can be created from
CodeSignSecure

o EC_Client_Pass: Corresponds to the password of your certificate,
which is provided at the time of creation of the certificate.

o EC_SSL_VERBOSE: Corresponds to the setting to either enable (1)
or disable (0) the debugging output for EC KSP.



Enviconment Variables X

User vanables for Adminstrator

Vanable Value

Path

TEme
L] ™ CAUsers\Administrat

| Sretem variabies

Variable

ComSpec

SE 1
"PROCTSSORS 2
Windows_NT

New. Bt Delete

3. Set up Signtool for Signing
Setting up signtool for code signing involves ensuring that the Signtool.exe utility
is available on your machine and configured to correctly interact with Encryption
Consulting’s cryptographic provider that provides access to your code signing
certificate's private key.
Steps:

Step 1: Download and Install Windows SDK
e Usingthe following download link, download the Windows Software
Development Kit with the following tools

selected: developer.microsoft.com/en-us/windows/downloads/windows-
10-sdk/

Winsdows Oes Center

Windows SDK

e Opentheinstaller once downloaded and select “Next” on the first screen
to keep the default settings.


https://developer.microsoft.com/en-us/windows/downloads/windows-10-sdk/
https://developer.microsoft.com/en-us/windows/downloads/windows-10-sdk/

Specify Location

®) Install the Windows Software Development Kit - Windows 10.0.22621.755 to this computer

Install Path:

* Windows Kit common instaliation path used

Devmioad the Windows Software Development Kit - Windows 100.22621.755 for instaliation on a separate
computer

Dewnload Path:

Estimated disk space required: 3.7GB
Disk space available: 6768 GB

Next ||  Cancel

Follow the on-screen prompts of the installation wizard.
o Accept the Windows Kit Privacy
o Accept the End-User License Agreement.
Deselect everything except "Windows SDK Signing Tools for Desktop

Apps" and select “Install”.
B ; '

Select the features you want to install
Click a feature name for more information

Windows Pertormance Toolkit Windows SDK for UWP Managed Apps

Size: 1015.1 MB

wk 481 Software Development Kit The Windows SDK for UWP Managed Apps

Windows fpp Cetulioation [t Requires the following features:

Windows IP Over USE

R « Windaws SDK Signing Tools for Deskiop Apps

V] Windows SDK Signing Toois for Desktop Apps
Windows SDK for LIWP Managed Apps
Windows SOK for WP C+ + Apps

Windows SOK for UWP Apps Locaization

Windows SDK for Desktop C++ 36 Apps
Windows SOK for Desktop C+ = amd64 Apps

Windows SOK for Desktop C+ = arm Apps

Estimated disk space required 161 MB
Windows SDK for Desktop C++ armsd Apps Disk space available: 6768 GB
Back #y Install ! Cancel

e Gotothe following path where the tools should have been downloaded

to: “C:\Program Files (x86)\Windows Kits\10\bin”. Select the desired
version directory and check whether the “signtool.exe” file is present.



J » ThisPC » OS(C) » ProgramFiles (6] > WindowsKits * 10 » b ¥ 100261000 ¢ xP4

= ipnigolabe 082008 W0E2 Apglicaton 530 RH |
signtoolexemanilest
wangrustdll

windiust efllind

e Ensure you are in the x64 directory and copy this directory path.

Step 2: Add Path to Signtool.exe in Environment Variables
e Openthe Environment Variables from the Start Menu.
System Properties bt
Computer Name Hardware Advanced Syslem Protection Remote

You must be logged on as an Administrator lo make most of these changes.
Performance

Wisual effects, processor scheduling, memory usage, and wirlual memory

Setlings...
User Profiles
Deskiop sethings related to your sign-n
Setlings...
Startup and Recovery
Syslam startup, system failure, and debugging information
Setlings...

OK Cancel Apply

e Scroll down through the system variables on the bottom table until you
find PATH in the variable names.
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e Double click on PATH in system variables and select New on the left of the
screen. Paste your copied directory path of “signtool.exe” into the new
selection.

C:\Program Files (x86)\Windows Kits\10\bin\10.0.19041.0\x64 New
C\Program Files (x86)\VMware\VMware Workstation\bin\
%SystemRoot3\system32

%SystemRootd

96SystemRoot#\System32\Whem
%SYSTEMROOT%\System32\WindowsPowerShell\v1.0\
56SYSTEMROOT%\System32\OpenSSH\

C\Windows

C\Program Files (x86)\Windows Kits\10\Cryptographic Provider De..

Edit
Browse...
Delete

C\Users\Riley\source\repos\Cryptographic Provider Development ...

C\Program Files\OpenSSL-Win64\bin Move Lp
C:\Program Files\Microsoft Visual Studio\2022\Community\VQ\Tool...

C\Program Files\SafeNet\LunaClient Maove Down
C:\Program Files\PuTTY\

C\Program Files\Git\emd

Edit text

OK Cancel

e Select OK at the bottom to exit the Environment Variables page.

4. Setup TeamCity
Setting up TeamCity involves preparing your TeamCity environment, specifically
its build agents and build configurations, to perform automated code sighing
using Encryption Consulting's CodeSign Secure and KSP.

Steps:
Step 1: Download and Install the TeamCity Application
e You can either download the free TeamCity application or a paid
Enterprise version using the link. There are three OS choices for the


https://www.jetbrains.com/teamcity/download/

application: Linux, Windows, and macOS. We'll be working on the
Windows executable file.

Download TeamCity
Professional | fres rovever Enterprise [soce v |

©0 Unermited users 0 Uniimied users

Version: 2024.07.5
Build: 160765
10ctober 2024

oo
oo

U
Dedicated techmcal support
Reiease notes”

Start your 30-day trial
Previous versions

Installation instructions

Upgrade documentation

"' macos (tar.gz)

Download Windows (.exe) &

e Runthe application to install the TeamCity server in your environment.
& JetBrains TeamCity 2024.07.3 Setup = 5

TC Welcome to the JetBrains TeamCity
2024.07.3 Setup Wizard

This wizard will guide you through the installation of
JetBrains TeamCity 2024.07.3.

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Next to continue.

e Acceptthe terms and conditions and click "l Agree".



JetBrains TeamCity 2024.07.3 Setup = X
License Agreement

Please review the license terms before instaling JetBrains
TeamCity 2024.07.3.

Press Page Down to see the rest of the agreement.

the remainder of this Agreement will continue in full force and effect. Either Licensor or

Licensee may assign this Agreement in the case of a merger or sale of substantially all of

its respective assets to another entity. This Agreement shall be binding upon and shal
e to the benefit of the parties, their successors and assigns.

For exceptions or modifications to this Agreement, please contact Licensor at:
Address: JetBrains s.r.0., Na hrebenech II 1718/10, Prague, 14000, Czech Repubiic

Fax: +420 24172 2540
E-mad: sales @jetbrains.com I

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install JetBrains TeamCity 2024.07.3.

Jetbrains TeamCity 2024.07.3 (buldd 160765)
oo corce

e Keep the default settings for easier integration and management of the

server.
JetBrains TeamCity 2024,07.3 Setup — X

Choose Install Location

Choose the folder in which to install JetBrains TeamCity
2024.07.3.

Setup will install JetBrains TeamCity 2024.07.3 in the following folder. To install in a different
folder, dick Browse and select another folder, Click Next to continue.

Destination Folder
Browse...

Space required: 1.4GB
Space avaidable: 553.5G8

<o (o> ) | cance

JetBrains TeamCity 2024.07.3 Setup - >4

Choose Components
Choose which features of JetBrains TeamCity 2024.07.3 you
want to install,

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

Select components to install:

Space required: 1.4GB




JetBrains TeamCity 2024.07.3 Setup = X

Installation Complete
Setup was completed successfully.
TeamCity server port: 5111

Back Next > Cancel

Click Save and then OK to proceed to the next step of account creation.

i Conflgure Budld Agent Propertie (]
Builed Agent Propertles b
Property Value
senverliil it/ flocalhost: 5111 Edit
name .TunmL'ntv | ReEmove
ownPort o091
systemDir [CATeamCiyAbuildAgentisystem
workDir o :C:-\;eam?ty\bulldngal\w;rl: |
tempDir _ TeamCity Build Agent Properties x .
env. TEAMOTY_
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tempDiv value is the temp catalogue being used by agent.

The Budld Agent properties file ts stored in the 'conf directory of the Bulld Agent installation folder whers you can
edit it later.
| Save | Clerie

Select the option to run the TeamCity Server and TeamCity Agent under
the user account and click Next. It will ask you to login as the current user
of your system.



JetBrains TeamCity 2024.07.3 Setup =
Select Service Account for Server

Specify a user account to run TeamCity Server service:
(O Run TeamCity Server under the SYSTEM account
© Run TeamCity Server under a user account

Back Next > Cancel

Select both the options to start the build agent service and the TeamCity

server service. Click Next.
JetBrains TeamCity 2024.07.3 Setup - X

Setup Services

Select services you want to start right now:

8 Start Buld Agent service
@ start TeamCity Server service

Click Finish. This will take you the Web Ul of the TeamCity where you can
create your projects and set the configurations policies.



JetBrains TeamCity 2024.07.3 Setup -

Completing the JetBrains TeamCity
2024.07.3 Setup Wizard

JetBrains TeamCity 2024.07.3 has been installed on your
computer,

Click Finish to dose this wizard.

8 Open TeamCity Web UT after Setup is completed

The Web Ul runs on localhost on port 8111 (default). Click Proceed to set
the location of data directory for TeamCity server. Access TeamCity from a
browser by going to http://localhost:8111
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Select the appropriate database which will store the build history and
your account related information. We will be choosing HSQLDB database
for this project.



Database connection setup

TeamCity server stores bullds history and users-related data in an SQL database.”

Select the type*; Internal }NSQLDB)T'

Tha internal dmbasasunsana s not intended for production. We
strongly recommend using an, PostgreSQL production environment.©

You can start with the intemal MySQL frate the data to an external ono after
successful evaluation Oracle

MS SQL Server -

TeamCity 2024.07.3 (build 160765)

e Accept the license agreement and click Continue.
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e Now create a login account for your CI/CD pipeline and projects.



Create Administrator Account

Usemame
Password

Confifm password

Craate Account

Login as Super user

Step 2: Create a new Project

e After successful login, it will take you to the TeamCity Dashboard. Now
you can begin with creating your first project. Click on "Create project".

Welcome to TearnCity

e There are two choices when you create a project on TeamCity. It can be
done either using a repository account or manually.

Let's first see the Manual process. Enter the required details for your
project.

=1

=

Create Project

Pasem prefent



e Once successfully created, it will then prompt you to create a build

configuration.

P s e Pt Do MACHEELLY SImAC. %83 GO hom CIaSe & Bl 6 B0 T UmRZE.

Prajeet 1D

Descrigtion
Dutsust tereplate

Build Contigurations

Bulld Configuration Templates

Subprojects

e Here as well, you have two options - repository or manual process. We
will again proceed with the manual process. Enter the required details

and click Create.

Create Build Configuration
From 2 reposicry URL & Maraly
Pareen pesject

Namer

Busld confligaration ©

e [twillthen ask you to enter the details for Version Control Settings. It is an

optional step. We will be skipping it for this project.

New VIS Root



Step 3: Create a Pipeline in your Project

o After setting up the general project and configuration settings, we can
now add build steps to our pipeline. These are the processes that will
actually execute and perform code signing operations.

NewConfiguration

Build Steps

Bute seap

e Click onthe "Add Build Step" button and choose "Command Line" from
the dropdown.

New Build Step:

e [twillthen ask you to enter the details for Version Control Settings. It is an
optional step. We will be skipping it for this project.

News VCS Root

Paumwaed / sccems sabas

e Provide the basic details such as Step name and Step ID.



Select the Custom script code option from the drop-down of the Script
field and enter the cmd script to perform the signing operation using the
required details.

A sample Command Line script is provided below for your reference:

signtool sign /csp "Encryption Consulting Key Storage Provider" /kc <key
name of private key associated with the certificate> /fd <the desired
signing algorithm to be used when signing> /f <The location of the
certificate to be used for signing> /tr <The URL of the time stamping server
to be used> /td <The signing algorithm to be used with the time stamping
server> <The path to the file to be signed>

The following are the flags and their meaning in the command:
- /csp: This specifies the Key Service Provider to be used. This should
always be "Encryption Consulting Key Storage Provider."

- /ke: This should be the name of the private key associated with your
certificate. This will likely be the same name as the certificate name.

- /fd: This is the signing algorithm to be used with the signing function.
This can be SHA256, SHA384, or SHA512.

-/f: The name of the certificate to be used for signing. This should be the
same name as the /kc flag.

-/tr (optional): This is the URL of the timestamping authority to be used. If
/tris not in use, and timestamping is not required, then /td should also be
left out of this command.

-/td (optional): This is the signing algorithm to be used with the
timestamping server. This can be SHA256, SHA384, or SHA512. This
algorithm should be the same as the /fd field. If /tr is not in use, and
timestamping is not required, then /td should also be left out of this
command.

- <file path>: This is the name of the file to be signed. This file must be in
the directory in which this command is being run.

The entire step should look something similar to the image below:



New Build Step: Command Line

Run step within container

’

e Now repeat the above process to create another build step for
Verification of the signed file.

A sample Command Line script is provided below for your reference:
signtool verify <The path to the file which was signed>

e The entire step should look something similar to the image below:

New Build Step: Command Line

Step 4: Run TeamCity Pipeline

e Now, to run the pipeline, click on "Run," which is on the top right of the
project view.

e After clicking "Run", you can see the live action of the pipeline by clicking
"Agents"(top-left)->Select the agent name->Build History.



Build Steps

A successful execution of a pipeline will look like this. Here you can see
that both the build steps - signhing and verification - have been completed.

#54 at 9 Oct 04:01 »
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