Utimaco Integration Guide

Prerequisites:

To get the PKCS#11 Engine working smoothly with your Utimaco HSM and Encryption
Consulting's CodeSign Secure, you'll need a few key things. Here are the steps to install
the resources that are essential for setting up the Windows environment:

1. Utimaco Security Server

Utimaco SecurityServer provides cryptographic libraries, tools, and interfaces
(e.g., PKCS#11, CSP, and JCE) to manage keys and perform cryptographic
operations securely. The software includes the CryptoServer SDK, administrative
tools, and simulators, facilitating seamless HSM integration for enhanced
security and regulatory compliance.

Installation Steps:

Step 1: Download the Provider
e Download the provider (e.g., SecurityServerEvaluation-V6.1.1 for
Windows) from the Utimaco customer portal.

Step 2: Install the Provider

e Extract the downloaded package, run the MSl installer, and follow the
prompts to set up the Utimaco Security Server on your system.

e [twillinstall the required tools to the default location (C:\Program
Files\Utimaco), unless otherwise specified while installing, and will also
create shortcuts for the following tools on the current user’s Desktop for
easier access:

o CryptoServer Administration
o PKCS#11 CryptoServer Administration
o CryptoServer Simulator

e Along with this, it will also modify the Environment Variables with the

Utimaco SecurityServer’s selected locations and configuration files.

2. OpenSSL 3.x:
OpenSSL 3.x is required for cryptographic operations and to leverage the
PKCS#11 provider with the Utimaco HSM.
Installation Steps:

Step 1: Download OpenSSL



e Download the latest 64-bit OpenSSL 3.x installer for Windows using this
link.

Step 2: Install OpenSSL

¢ Runthe downloaded installer with administrative privileges.
e Choose the default installation directory (C:\Program Files\OpenSSL-
Win64) unless you have specific requirements.

Step 3: Configure Environment Variable

e Addthe OpenSSL binary directory to the system PATH:
o C:\Program Files\OpenSSL-Win64\bin

Step 4: Verification

e Openanew Command Prompt and run the following command to test
openssl installation.
o opensslversion
Java Runtime Environment
Utimaco SecurityServer also requires a Java Runtime Environment (Tested
version Java 15). Refer to the below matrix to check the Java compatible version:

Java Runtime Environment Version
Oracle Java 8,11,15
OpenJDK 8,11,15

Installation Steps:

Step 1: Download Java 15
e Download the compatible Java executable from here for your Windows
system.

Step 2: Install Java 15
e Runthe downloaded executable and follow the prompts to set up Java 15.
Step 3: Verification

e Openanew Command Prompt and run the following command to test
java installation.
o java -version

. Microsoft Visual Studio Build Tools


https://slproweb.com/products/Win32OpenSSL.html
https://www.oracle.com/java/technologies/javase/jdk15-archive-downloads.html

Microsoft Visual Studio Build Tools are required to compile the OpenSC
PKCS#11 Wrapper Library (libp11) on Windows

Installation Steps:

Step 1: Download Visual Studio Build Tools
e Download the Microsoft Build Tools for Visual Studio 2022 using this link.

Step 2: Install Build Tools
e Runthe installer (vs_buildtools.exe) with administrative privileges.

Step 3: Verify Installation

e Openthe “x64 Native Tools Command Prompt” from the Start menu and
run
o hnmake /?

This should display the help for the nmake utility, confirming the build
tools are installed.

NOTE: “x64 Native Tools Command Prompt” should be present inside
C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Visual Studio
2022\Visual Studio Tools\VC

. OpenSC PKCS#11 Wrapper Library
The OpenSC PKCS#11 Wrapper Library (libp11) provides the PKCS#11 engine
plugin (pkcs11.dll) for OpenSSL to interact with the HSM.

Installation Steps:
Step 1: Download the Source Code
e Clonethe OpenSC/libp11 repository from GitHub or download it as a ZIP
file.
e Clone using Git (if installed):
o git clone https://github.com/OpenSC/libp11.git
C:\Users\<Username>\source\repos\libp11
e Ordownload the ZIP from this link and extract it to
C:\Users\<Username>\source\repos\libp11.

Step 2: Compile the Library

e Open the “x64 Native Tools Command Prompt”.
e Navigate to the libp11 directory
o cd“C:\Users\<Username>\source\repos\libp11”


https://aka.ms/vs/17/release/vs_BuildTools.exe
https://github.com/OpenSC/libp11.git
https://github.com/OpenSC/libp11

e Runthe nmake command to build the library
o nmake /f Makefile.mak OPENSSL_DIR="C:\Program
Files\OpenSSL-Win64" BUILD_FOR=WIN64
e NOTE: Ensure OPENSSL_DIR points to your OpenSSL installation
directory.

Step 3: Verify Compilation

e Check forthe pkcs11.dlLfile in the libp11\src folder. This is the OpenSC
PKCS#11 Engine Plugin.

Step 4: Copy the SRC folder

e Copy the src folder that you just created to your OpenSSL bin directory,
i.e., C:\Program Files\OpenSSL-Win64\bin

Configuration

After installing the prerequisites, you need to configure the Utimaco SecuritySever,
OpenSSL, and the OpenSC PKCS#11 Wrapper Library to enable communication with
your Utimaco HSM.

1. Configure the Utimaco SecurityServer
Configuring Utimaco SecurityServer requires setting up environment variables,
updating configuration files (e.g., PKCS#11 settings), to manage HSM access and
operations securely.
Steps:
Step 1: Locate the Configuration File (cs_pkecs11_R3.cfg)
e Navigate to the Utimaco PKCS#11 Provider installation directory,
typically:
o C:\ProgramData\Utimaco\PKCS11_R3

Step 2: Update the IP address of the HSM

e Under the [HSMCluster] section, update the IP address of your Utimaco
HSM. Remember to uncomment (remove the hash symbol) the line (e.g.,
Devices=3001@127.0.0.1) where you have added the IP.



Here, we will be using a local simulator that runs, by default, on localhost
(127.0.0.1) port 3001.

2. Create User Roles for a Slot
To generate keys and certificates using Utimaco SecurityServer, you will need to
create and define user roles—Admin, Security Officer (SO), and Cryptographic
User
Steps:
Step 1: Start the CryptoServer Simulator
e Start the CryptoServer Simulator, provided on the Desktop, to initialize the
required settings.

= 300"

NOTE: In case you using an actual Utimaco HSM, you will need to start
the CryptoServer Administrator application, also present on the Desktop.
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Step 2: Locate the PKCS#11 CryptoServer Administration Application
Openthe PKCS#11 CryptoServer application, typically provided on the

[ ]
user’s Desktop

PRCS#TY
CryptoServer
Adminestratio

Step 3: Select the Required Slot

e From the left side table, click on the required slot number. Here, we have

selected slot number 1

. BRCS# 11 CiyproServer Administration Tool Version 5.1.9.0)
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Step 4: Log in as the ADMIN

e Gotothe Login/Logout section from the top bar and select the “Login

Generic” option.



0 PKCS#11 CryptoServer Administration Tool (Version 6,1.1.0)

Info  Login/Logout  Slot Management Object Mans

ent  Config Management Baclkup/Restore  About

Restart Infa Logn/Logout Slot Management Object Management 4

Slot List

Login/Logout
Slot ID Token Init.~ PIM Init  Login Status )
oooooooa | W v | P Login so

0000 0002 D’ Login User
| 0000 0003
0000 0004
| D000 0005
| 0000 0006
0000 0007
| 000 0008
0000 0009

a' Login Generic

Enter “ADMIN” as the username and select “Keyfile” option for the
password.

P LuEn use

& Login Generic
User Name: ADMIN
Authentication Token: () Password  (®) } i () Smartcard
Keyfile Browss

Password {optional)-

Browse the Keyfile and provide the password file. When running the
simulator, select the “ADMIN_SIM.key” file; otherwise, use the
“ADMIN_EC.key”. These key files are usually present in the “C:\Program
Files\Utimaco\SecurityServer\Administration” directory.

& Login Generic

User Name: ADMIN
Authentication Token: () Password "‘ Keyfile () Smartcard
Keyfile: arver\Administration ADMIN_SIM key Browse

Password (ophanal)

Login

Click Login to log in as the ADMIN user. It will show you a lock in the Login
Status in the left table for that slot.



Fotl Login/Legout

Stot ID Token Init. PIM Inil Login Status
0000 0000 | W W P Login so

0000 002 P Login User
hrap Do ﬁ Login Generic
0000 0004

0000 0005

00 0008

0000 0007

0000 D008

0000 D002

Step 5: Initialize the Token for this slot
e Openthe Slot Management section from the top bar and select the “Init
Token” option.

Aanagement  Config Management  Backup/Restore  About
() @ ( Kl .
| % ) -]
Jin/Logout Slot Management Object Management Caonfig Management Backup/Restore

Slot Management

A dinit Token

Token Label CryploSener PKCS11 Token
SO PN

Caonfirm SO PIN

B it PN
B seten

P Dstete 50

e Enter the required token name for this slot and provide a temporary PIN
for the Security Officer role (this PIN will be changed in the later steps)

Slot Management

& Init Token
Token Label: UtimacoTest
S0 PIN: o000 0000OOOOOOO

ConfimSOPIN. 00090000000 0000
Init Token
P it PN
P setpin
P Delete sO

e Click on the “Init Token” button to finalize the token. It will now disable the
“Init Token” option for this slot and enable the “Delete SO” option.



Slot Management

P init Token

P it PIN

P setpin

B> Delete 5O

Now, go to the Login/Logout section and click on the “Logout All” option
to log out all the active user roles.

Copecl Management  Config Management  Backup/Restore  About
| . 9 n ) S
i Loginilogout ©  Slot Management Chiect Mananement Config Management Backup/Restore
Login/Logout
ogin Status
P Login 20 [ Logoutas
b Login User

9 Login Gensric

It will show a green check mark in the left table under Token Init for this
slot.

Slot List

Slat 1D Token Imit  PIN Init.  Login Status

0000 0000 v L

0000 0002
0000 0003
0000 o004
0000 0003
0000 o006
0000 o007
0000 0008
0000 0009

Step 6: Set up the Security Officer role

Go to the “Login/Logout” section and select the “Login SO” option.



it Object Managemen!  Config Management  Backup/Restore  About
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Login/Logout Slot Management Object Management Config Management Backup/Restore

Login/Logout

4L ogin SO

S0 PIN: | Login

Login Status

b Login User

D Login Generic

e Enter the temporary SO PIN that you had set up in the earlier step for the
Security Officer role and click “Login” button. It will show you a lock
symbolin the left table under “Login Status”.
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Restart Info Login/Logout Slot Management Object Management Config Mi

Slot Lisl Login/Logout

Slot 1D Token Init ~ PIN Init Login Status
0000 0000
0000 0001 0 00
0000 0002 ’ Login User
0000 0003
| 0000 0004
0000 0005
| 0000 000G
0000 0007
['o000 000 |
| 0000 0009

P Login so

P Login Generic

e Now, go to the Slot Management section from the top bar, and set a new
PIN for the Security Officer role by selecting “Set PIN” option.

st Management  Config Management Backup/Restore  About

a @ A % &

Login/Logout Slot Management Object Management Config Management Backup/Restore

Slot Management

Status
P Init Token

B mitPIN
v
0id PIN:
= New PIN:
Confirm New PIN. |

Sel PIN

P Detete s0O




Set a new SO PIN for this slot’s Security Officer.

Slot Management

[-} Init Token

B it PN

7 Set PIN
Old PIN: 0000000000000
New PIN- YT YTY YT Y YY)

Confirm New PIN. 0 90000000000080000

Set PIN

P Delete sO

It will log you out from the current session as the SO, which you can see

from the “Login/Logout” section or the left side table’s “Login Status”

column.
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Log in again as the SO with the new SO PIN by selecting “Login SO” in the

“Login/Logout” section.
Login/Logout

& Login 50
SOPIN, 900000800 00RP0R00 Login
|i-‘ Login User

D~ Login Generic

It will show you a lock in the left side table on successful log in.
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Step 7: Set up the Cryptographic User role
e Gotothe “Slot Management” section and select the “Init PIN” option.

(= 2 %
ngin/Logout Slot Management Ohbjert Management Config Management

Slot Management

P init Token

v
Normal User PIN:

Confirm Normal User PIN:

B setPin

P Delete 50O

e Enter atemporary PIN for the cryptographic user for this slot and click on
“Init PIN” button.

F Init Token
¢ Init PIN
Normal User PIN: 0000000000000
Confirm Normal User PIN: 0 0000000000000
Init PIN
B setPiN

P Delete sO

¢ Now log out all active sessions from the “Login/Logout” section.
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LoginLogout

i Status

Logout All

B Login Generic

e Now login as the Cryptographic User using the temporary PIN by
selecting the “Login User” option in the “Login/Logout” section.

Login/Logout

B> Login s0

& Login User

Normal User PIN' 0900000000000 0

P Login Generic

e Gotothe “Slot Management” section and set up a new PIN for the
cryptographic user using the “Set PIN” option.
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Slot Management

9 Init Token

B nitPin

-
Old PIN:
New PIN:

Confirm New PIN:

Wl
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o
2

P pelete sO

e Update the PIN for the cryptographic user in this slot



Slot Management

:l--' init Token
.;., Init FIN
' SetPIN
Oid PIN SRR DDROEN
Mew PIN SOOI ORRNRRES

Confitm Hew FIN. BO00S0S0000000000S

Set PIN

B Delete 50

e This will log you out of your current session. Log in again as the user from
the “Login/Logout” section.

biect Management  Config Management  Backup/Restore  About

Login/Logaut Slat Management Object Management | Gonfig Management Backup/Restore

Login/Logout

jin Status

P Login s0
W Login User
i Normal User PIN I.....I...........i Login

Q Login Generic

e You are ready with all the required roles for this slot. You will need to be
logged in as the Cryptographic User to perform any object management,
such as key or certificate generation.

3. Configure OpenSSL to Use the PKCS#11 Engine

OpenSSL must be configured to load the Utimaco PKCS#11 Provider
(cs_pkecs11_R3.dll) and the OpenSC PKCS#11 Engine Plugin (pkcs11.dll) to
perform cryptographic operations with the HSM.

Steps:
Step 1: Locate the OpenSSL Configuration File (openssl.cfg)
e Find the OpenSSL configuration file:
o C:\Program Files\Common Files\SSL

Step 2: Edit the OpenSSL Configuration



e Openopenssl.cfgin a text editor with administrative privileges.
e Add the following at the top of the file to enable dynamic engine loading:
o openssl_conf=openssl init
e Add the following at the end of the file to configure the PKCS#11 engine:
[openssLinit]
engines = engine_section

[engine_section]
pkcs11 = pkcs11_section

[pkcs11_section]

engine_id = pkcs11

dynamic_path = C:\\Program Files\\OpenSSL-Win64\\src\\pkcs11.dll
MODULE_PATH = C:\\Program
Files\\Utimaco\\SecurityServer\\Lib\\cs_pkcs11_R3.dll

init=0

dynamic_path: Path to the OpenSC PKCS#11 Engine Plugin (pkcs11.dll)
compiled in the prerequisites.

MODULE_PATH: Path to the Utimaco SecurityServer PKCS#11 Provider
DLL.

Step 3: Verify OpenSSL Configuration and Connection

e OpenaCommand Prompt and run:
o opensslengine pkcs11 -t
e Expected output confirms the PKCS#11 engine is available:

(pkcs11) PKCS#11 engine

[ available ]

4. Configure CodeSign Secure

CodeSign Secure requires configuration to connect to the Utimaco
SecurityServer HSM for secure code signing operations. The app-
config.properties file specifies the various details needed to successfully
connect to Utimaco HSM.

Steps:
Step 1: Locate the app-config.properties File
e Navigate to the CertificateManagement folder inside the CodeSign Secure
installation directory and locate the app-config.properties file, typically:



o C:\CodeSignSecure\src\CertificateManagement
Step 2: Update the HSM Details Fields

e Open app-config.properties in a text editor with administrative privileges.
e Update the following fields, replacing placeholders with your HSM
connection details:

HSM_LIB_PATH_UTIMACO=<Path of cs_pkcs11_R3.dll file>

HSM_PIN_UTIMACO=<Login PIN for the Cryptographic User for a desired
slot>

HSM_TOKEN_UTIMACO=<Slot Token Name>
HSM_SLOT_UTIMACO=<HSM Partition Slot Number>

e Save the file with the modified details.
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