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ADCS Two Tier PKI Hierarchy Deployment

Detailed guide for Basic Configuration
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Introduction and overview of the Test Lab:

There are five computers/machines involved in this two-tier PKI hierarchy lab.

1. Thereis one domain controller (DC01) that is also running Active Directory-integrated Domain Name Service (DNS).
This computer will also provide the Lightweight Directory Access Protocol (LDAP) location for the (DP and the
AlA point for the PKI configuration.

One Standalone Offline Root CA (CAO1).
One Enterprise Issuing CA (CA02).

One Web Server (SRV1) (HTTP CDP/AIA) and
One Windows 10 (Win10) Client computer.
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consulting.com

Computer

Virtual Machine Roles 0S Type IP Address Subnet mask Preferred DNS
server

DCO1.encryptioncon- | DC & DNS — LDAP Windows Server 2019 | 192.168.1.10 255.255.255.0 192.168.1.10
sulting.com (DP/AIA
CAO01 Standalone Offline | Windows Server 2019 | NA NA NA

Root CA
CA02.encryptioncon- | Enterprise Issuing CA | Windows Server 2019 | 192.168.1.12 255.255.255.0 192.168.1.10
sulting.com
SRV1.encryptioncon- | Web Server-HTTP | Windows Server 2019 | 192.168.1.13 255.255.255.0 192.168.1.10
sulting.com (DP/AIA
WIN10.encryption- | Windows Client Windows 10 192.168.1.14 255.255.255.0 192.168.1.10

Major Steps:

There are eight major steps in this step-by-step quide as listed below (each includes several sub tasks).

1. Install the Active Directory Forest

e N o kW
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Install the standalone offline root CA

Install Subordinate Issuing CA

Prepare the web server for CDP and AIA publication

Install and configure the online responder
Verify the PKI hierarchy health

Perform post installation configuration steps on the standalone offline root CA

Perform the post installation configuration on the subordinate issuing CA




1: Active Directory Forest

Task 1: Configure Server Name and Network Settings

Name server DCO1 and create network for this lab:

1. LoginasDCO1 and the local administrator.

2. Select Start, type ncpa.cpl and press ENTER.

3. When on Network Connections, right-click the Local Area Connection and then click Properties.

3.1. Ifthere are more than one Local Area Connection icons in the Network Connections, you want to modify the one that is connected
to network segment shared by all the computers that you have installed for this lab.

3.2.  (lick the Internet Protocol Version 4 (TCP/IPv4) and then click Properties.

3.3.  Select the Use the Following IP address. Configure the IP address, Subnet mask, and Default gateway appropriately for
your test network.

IP Address: 192.168.1.10
Subnet mask: 255.255.255.0
Default gateway: <optional>

4. Select the Use the following DNS server address. Configure the Preferred DNS server for the IP address of your domain controller.
Click OK. Click Close.

O  Preferred DNS Server: 192.168.1.10
5. (lick Start, type sysdm.cpl and press ENTER. Click Change.
6. In Computer name, type DCO1 and then click OK.

~

When prompted that you need to restart the computer, click OK. Click Close. Click Restart Now.
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Task 2: Install a new forest by using Server Manager

To install the EncryptionConsulting.com forest:

1. Logonto DCO1 as DCOT\Administrator.

Open Server Manager. Select Start, click Administrative Tools, and then click Server Manager.
In the console tree, right-click Manage and then click Add Roles & Features

On the Before You Begin page, click Next.

On the Select Installation type, click Role Based or Feature Based installation

On Server Selection, select server from server pool and click on DCO1. Then click Next

N s W

On the Select Server Roles page, select Active Directory Domain Services. Click Next.
0 Ifprompted by the Add Roles Wizard, click Add Required Features and then click Next.
8. Onthe Features page, click next.
9. Onthe Active Directory Domain Services page, click Next.
10. On the Confirm Installation Selections page, click Install.

11. When completed, Click the hyperlink to Promote this server to a domain controller

.. Add Roles and Features Wizard — b4
02 " - DESTINATION SERVER
Installation progress ocor

View installation progress

o Feature installation

Configuration required. Installation succeeded on DCO1.

Active Directory Domain Services
Additional steps are required to make this machine a domain controller.

Promote this server 10 a domain contraller
Group FPolicy Management
Remote Server Administration Tools

Role Administration Tools

AD DS and AD LDS Tools
Active Directory module for Windows PowerShell

AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this page
again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings
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12. On the Welcome to the Active Directory Domain Services Installation Wizard page, click Next.

13. Onthe Deployment Configuration page, select Add a new forest, Specify Forest Root Domain page, in FQDN of the forest
root domain, type EncryptionConsulting.com, and then click Next.

f. Add Roles and Features Wizard = o *

DESTIMNATION SERVER

Installation progress ocor

View installation progress

o Feature installation

Configuration required. Installation succeeded on DCO1

Active Directory Domain Services
Additional steps are required to make this machine a domain controller.

Promote this server toa a domain controller
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this page
again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Close Cancel

14. On the Set Forest Functional Level page, in the Forest functional level drop down menu, select Windows Server 2016 and
then click Next
Domain Controller Options WS

Deployment Corfiguration .
= Select functional level of the new forest and root domain

Domain Controller Options

s Forest functional level: Windows Server 2016 ¥
CNS Cptions

R T e in functi vel | - oy - i
Additional Options Domain functional level Windows Server 2016

Specify domain controller capabilities
[+] Domain Name System (DNS) server
+| Global Catalog (GC)

Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSREM) password

Password: TITITTITT

Confirm password: i.--..---.|

Maore about domain controller options

< Previous | | Mext > nxta

On the Directory Services Restore Mode Administrator Password page, type and confirm the restore mode password, and then click
Next. This password must be used to start Restore Mode for tasks that must be performed offline.
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DNS server is selected by default so that your forest DNS infrastructure can be created during AD DS installation. In our scenario we are
going to use Active Directory—integrated DNS so we have selected to install DNS

15. On the Additional Options page, click Next.

=i | F TARGET SERVER
Additional Options Dcot

Verify the NetBIOS name assigned to the domain and change it if necessary

Domain Controlle

DNS Options The NetBIOS domain name: ENCRYPTIONCONSL

More about additional options

| < Previous | | Next= nsta Cancel

If no static IP address assigned for network adapter, a warning message appears advising you to set static addresses.

The wizard displays a message indicating that it cannot create a delegation for the DNS server. Click Yes to continue.

16. On the Location for Database, Log Files, and SYSVOL page, click Next.

Hiripiess TARGET SERVER
Patnhs Dot

pioyment Configuration i o ~ ) .
§ Specify the location of the AD D= database, log files, and SYSVOL
Damain Controller Cptions
DS Cptions Database folder: C:\Windows\NTDS |—
i Ta iles folder: CAWiIndows\NTDS
Additinnal Optians Log files folder: CAWindows\NTD:

Review Cptions

Brarequisites Check

More about Active Directory paths

< Previous | | Next = nstall Cancel
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17. Onthe Prerequisites Check page, review your selections and click install Active Directory Domain Services.

F= Active Directory Domain Services Configuration Wizard - x
. TARGET SERVER
Prerequisites Check DCo1

l @ Al prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more x

Deployment Configuration o ] o ] o .
] ) Prerequisites need to be validated before Active Directory Domain Services is installed on this computer
Domain Controller Options o
Rerun prerequisites check
DNS Options

Additional Options @ View results

Paths ! Windows Server 2019 domain controllers have a default for the security setting named "Allow
Review Options cryptography algorithms compatible with Windows MT 4.0" that prevents weaker cryptography

- algorithms when establishing security channel sessions.
Prerequisites Check

For more information about this setting, see Knowledge Base article 342564 (http://go.microsoft.com/
fwlink/?Linkld=104751).

1 A delegation for this DNS server cannot be created because the authoritative parent zone cannot be
found or it does not run Windows DNS server. If you are integrating with an existing DNS
infrastructure, you should manually create a delegation to this DNS server in the parent zone to
ensure reliable name resolution from outside the domain "EncryptionConsulting.com”. Otherwise, no
action is required.

0 Prerequisites Check Completed

0 All prerequisite checks passed successfully. Click ‘Install’ to begin installation.

1 If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

< Previous Next > Install | | Cancel

18. Wait for some time until installation completes and system restarts.

NOTE: If you are using Active Directory-integrated DNS, the IP address for the Preferred DNS server for the first domain controller in the forest
is automatically set to the loopback address of 127.0.0.1. This helps assure that the IP address of the first domain controller will be resolved in
DNS even if the static IP address of the server is changed. If you prefer to configure actual IP address of the DNS sever rather than loop-
backaddress, then replace it with 192.168.1.10 after the restart.
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Task 3: HTTP Web Server: CDP and AlA Publication

1. Logon to SRV1 as the local administrator
2. (lick Start, type ncpa.cpl and press ENTER.
3. In Network Connections, right-click the Local Area Connection and then click Properties.

O Ifthere are more than one Local Area Connection icons in the Network Connections, you want to modify the one that is
connected to network segment shared by all the computers that you have installed for this lab.

4.  (lick the Internet Protocol Version 4 (TCP/IPv4) and then click Properties.

Select the Use the Following IP address. Configure the IP address, Subnet mask, and Default gateway appropriately for your test
network.

O IP Address: 192.168.1.13
O  Subnet mask: 255.255.255.0
0 Default gateway: <optional>

6. Select the Use the following DNS server address. Configure the Preferred DNS server for the IP address of your domain controller.
Click OK. Click Close.

O  Preferred DNS Server: 192.168.1.10
7. (lick Start, type sysdm.cpl and press ENTER. Click Change.
8. In Computer name, type SRV1 and then click OK.
9. When prompted that you need to restart the computer, click OK. Click Close. Click Restart Now.
10. After SRV1 restarts, log on as a local administrator.
11. Click Start, type sysdm.cpl and press ENTER. Click Change.
12. In Member of, select Domain, and then type EncryptionConsulting.com Click OK.
13. In Windows Security, enter the User name and password for the domain administrator account. Click OK.
14. You should be welcomed to the Encryption Consutling domain. Click OK.
15. When prompted that a restart is required, click OK. Click Close. Click Restart Now.

_ = PROPERTIES )
IE§ Dashboard . For SRV1 | TASKS ¥ |

i Local Server . _
Computer name SRV1 Last installed updat|

Hi All Servers Domain EncryptionConsulting.com Windows Update

Last checked for up|

Windows Defender Firewall Domain: On Windows Defender
Remote management Enabled Feedback & Diagng
Remote Desktop Disabled IE Enhanced Securit|
NIC Teaming Disabled Time zone
EthernetD 192.168.1.13, IPv6 enabled Product ID
Operating system version Microsoft Windows Server 2019 Datacenter  Processors
Hardware information VMware, Inc. VMware7,1 Installed memory ®

Total disk space
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Task 4: Install Web Server (1IS) Role

1. Log on to SRV1.EncryptionConsulting.com as Encryptionconsu\Administrator. (Ensure that you switch user to log on as
Encryptionconsu\Administrator)

2. Open Server Manager.

3. Right-click on Roles and then select Add Roles.

4. Onthe Before You Begin page select Next.

5. Onthe Select Installation type page, Select Role-based or feature-based installation

fis; Add Roles and Features Wizard - X

DESTINATION SERVER

Se | eCJ[ ‘ N Sta | | aTIO N type SRV1.EncryptionConsulting.com

=fore You Baain Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).
Installation Type
- . ® Role-based or feature-based installation
Server Selection ) ) .
Configure a single server by adding roles, role services, and features.
Server Roles
() Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based or
Web Server Role (II5) session-based desktop deployment.

Features

Role Services

Confirmation

< Previous | | Next > nsta Cancel
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6.  On Select Destination Server, select server from server pool and click on SRV1.EncryptionConsulting.com, then click Next

. Add Roles and Features Wizard = [m] P

DCESTINATION SERVER

Select destination server SRV1.EncryptionConsulting.com

Select a server or a virtual hard disk on which to install roles and features.

efore You Begin

nstallation Type @) Select a server from the server pool
Server Selection () Select a virtual hard disk
Server Roles Server Pool
Features
e Filter:
Wel Server Role (IS
Role Services Name IP Address Cperating System

Corfirmatian

SRV1.EncryptionConsultingcom  192.168.1.13 Microsoft Windows Server 2019 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server, and that
have been added by using the Add Servers command in Server Manager, Offline servers and newly-added
servers from which data collection is still incomplete are not shown

| < Previous | MNext > nsta Cancel

7. Onthe Select Server Roles page select Web Server (11S) and then click Next

B Add Roles and Features Wizard =5 ] X
(s o - - | DESTINATION SERVER
3l el..t server roies SRV1.EncryptionConsulting.com

1] G

Before You Begin Select one ar more roles to install on the selected server.

nstallation Type Roles Description

Server Selection

[] Active Directory Certificate Services Web Server ([IS) provides a reliable

erver Roles [] Active Directory Domain Services manageable, and scalable Web
[] Active Diractory Federation Services application infrastructure.

[] Active Diractory Lightweight Directary Servicas

el Serve (ns) [] Active Directory Rights Management Services

[] Device Health Attestation

] DHCP Server

Confirmation [ | DNS Server

Role Services

[] Fax Server

|i| File and Storage Services [1 of 12 installed)
[] Host Guardian Service

[ Hyper-v

[] Network Controller

[] Metwork Policy and Access Services
[] Print and Document Services

[[] remote Acress

[] Remota Desktop Services

[] Volume Activation Services

[] Windows Deployment Services

] Windows Server Update Services

< Previous | | MNext > nstall Cancel

8. Onthe Select features page, click next
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9. OnWeb Server (1IS) page, click Next

fi. Add Roles and Features Wizard - g “

! 3 ) | 1< DESTINATION SERYER
\'.*‘Ve b SG*’ ver Role |\| |b'.| SAV1.EncryptionConsulting.com

Web servers are computers that let you share information over the Intemet, or through intranets and
extranets, The Web Server role includes Internet Information Senices (II5) 10,0 with enhanced security,
diagnostic and administration, a unified Web platform that integrates 115 10.0, ASP.NET. and Windows
Communication Foundation.

* The default installation for the Web Server (I15) role includes the installation of role services that enable you
to serve static content, make minor customizations (such as default documents and HTTP errors), monitor
and log server activity, and configure static content compression.

More information about Web 5

| < Pr_ev'gous | | N_g)_d £ nsta | C;n_cei

10. Leave the defaults on Select Role Services page and then click Next.

f. Add Roles and Features Wizard — i} be

Cele le \icCes DESTINATION SERVER
5 § e '».,Ct role services SRV1.EncryptionConsulting.com

Select the role services to install for Web Server (I1S)

ore You Begin

Role services Description
\ Web Server provides support for HTML
A

Web sites and optional support for
ASP.NET, ASP, and Web server
extensions. You can use the Web Server
to host an intamnal or external Web site
or ta provide an environment for
developers to create Web-based
applications.

4 Common HTTP Features
[¥/] Default Document
[] Directory Erowsing
[¥/] HITP Errors
[] Static Content
[] HTTP Redirection
Confirmaticn [] WebDAV Publishing
4 [¥] Health and Diagnostics
[¥] HTTP Logging
[] Custom Logging
[ Logaing Tools
["] ODBC Logging
] Reguest Monitar
[ Tracing
4 Performance
[#] Static Content Compression
] Dynamic Content Compression
4 ] Security
[¥] Request Filtering
[ Basic Authenti

Cancel

= Previous Next =
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11. On Confirm Installation Selections page, click Install.

f&; Add Roles and Features Wizard = | *

" ity 2 L g% ’ SRS I DESTINATION SERVER
Confirm installation selections

SRV1 EncryptionConsulting.com

To install the following roles, role services, or features on selected server, click Install,

[] Restart the destination server automatically if required

Optional features (such as administration tocls) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Web Server (l1S5)

Management Tools

L

Role Serv
_ IIS Management Console
Web Server

Common HTTP Features

Default Document
Directory Browsing
HTTP Errors

Static Content

Health and Diagnostics

e

Export configuration settings

/ an alternate source path

12. On the Installation Results page, click Close

F;—_—, Add Roles and Features Wizard - X

Installation progress roterneitnge

SRV1.EncryptionConsufting.com
View installation progress

o Feature installation

Installation ceded ; onsulting.com.

Web Server (11S)
Management Tools
1S Management Console

Web Server

Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
Static Content

Health and Diagnostics
HTTP Logging

Performance

You can close this wizard without interrupting running tasks. View task progress or open this page
=2 again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings
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Task 5: Create CertEnroll Folder and grant Share & NTFS Permissions to
Cert Publishers group

1. Log onto SRV1.EncryptionConsulting.com as Encryptionconsu\Administrator.
(lick Start and select Computer to open Windows Explorer and then go to C: drive.

Create folder called CertEnroll at the root of C: drive.

Bl SO

Right-click on CertEnroll folder and select Properties.

o ~ 4 ‘& » ThisPC » Local Disk (C) Search Local Disk (C:)
— CertEnroll Properties *

Mame
# Quick access General  Sharing Securty Previous Versions Customize

I Deskiop inetpub
4 Downloads

|=| Documents

Perflogs CertEnrol
Program Files

Program Files (x86)
&= Pictures ¢ Users

Type: File folder

Location: CA
Windows

Forbriall Size: 0 bytes
=¥ Network Size on disk:  0bytes

[ This PC

Contains: 0 Files, 0 Folders
Created: Today, September 21, 2020, 11:12:21 PM

Attribites: [®] Read-only (Cnly applies to files in folder)
[ Hidden Advanced...

Cancel

On CertEnroll Properties page select Sharing tab to configure share permissions.
(lick on Advanced Sharing option and then select Share this folder.
Click on Permissions and then click Add.

On Select Users or Groups page, in the Enter the object names to select, type Encryptionconsu\Cert Publishers and then click OK.

o e N o oW

On Permissions for CertEnroll dialog box, select Cert Publishers group and then in the Allow column select Change permission.
(lick OK twice to go back to CertEnroll Properties page.
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10. Select Security tab and click Edit to configure NTFS permissions.
11. On Permissions for CertEnroll page click Add.

12. On Select Users or Groups page, under the Enter the object names to select, enter EncryptionConsulting\Cert Publishers and

then click OK.
13. On Permissions for CertEnroll page highlight Cert Publishers group and then under the Allow column select Modify permission.
Click OK.
v - folder - £ Invert
Crganize I mae Cinan S
CertEnroll Properties Pt

W
General Sharng Securty | Previous Versions  Customize

Object name:  C:\Cert Ennall

(Group or user names:
4R SYSTEM ~
82 Administrators (SRV1Administrators)

R | lomrs S0V loared
L4 >

To change pemissions, click Edi. Edit

Permissions for Cert Publishers Allow Deny

Full control

Modify vy
Read & execute W
List folder contents W
Read W
Wit v

For special pemissions or advanced settings, Advanced
click Advanced.

Cancel Aoply

14. On CertEnroll Properties page, click OK.
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Task 6: Create CertEnroll Virtual Directory in IS

1. Ensure you are logged on to SRV1.EncryptionConsulting.com as Encryptionconsu\Administrator.

2. (lick Start, Administrative Tools and then select Internet Information Services (11S) Manager.
3. Onthe Connections, expand SRV1 and then expand Sites.
4. Right-click on Default Web Site and select Add Virtual Directory.
5. On Add Virtual Directory page, in Alias, type CertEnroll. In Physical path, type C:\Certenroll, and then click OK.
- @ »I ;IR-M'1 » Sit;: »I Default Web Site » i ® -

File View Help

Connections . Actions
e : q Default Web Site Home
- id |2 |8 | 8
.- Start Page ; E =
[ Filter: - o - g Show All | G by: » [EE
v €3 SRV1 (ENCRYPTIONCONSUV | ° ~ \ephow il | Grovp by Area =
‘__‘f Application Pools s - -
v -[8] Sites A§ | Add Virtusl Directory ? X B
. Default Web Site D = —
Authentic..
Site name  Default Web Site
»i : Path: ' Maznage Website A
Logging | Afias e
T »
CertEnroll
) | CertEnro .
Mznagems B S -~
mple: images
! Browse Website
_| Physical path: B Browse 80 htip)
Configurat... ACertEnroll| e
Editor i
Pass-through authentication Configure
Connect as.., Test Settings..,

6. In the Connections pane, under the Default Web Site, ensure the CertEnroll virtual directory is selected.
7.In the CertEnroll Home pane, double-click on Directory Browsing.

8. In Actions pane click Enable.

©3 Internet Information Services (IS) Manager = a >
« o1 b SRVI » Stes » DefaultWebSte » Certbnroll » oy @
File View Help

= - | Acti

ST Y (I

&g Start Page
v -85 SRV1 (ENCRYPTIONCONSUNE
----- [} Application Pools
v -[@] Sites
v 4 Default Web Site
» | CertEnroll
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Task 7: Enable Double Escaping on lIS Server

Allowing double escaping makes it possible for the web server to host Delta CRLs.

1. Ensure you are logged on to SRV1.EncryptionConsulting.com as Encryptionconsu\Administrator.

2. Open a Command Prompt. To do so, click Start, click Run, and then type cmd. Click OK.

3. Then type cd %windir%\system32\inetsrv\ and press ENTER.

4, Type following command and press Enter. Appcmd set config “Default Web Site” /section:system.webServer/Security/re
questFiltering -allowDoubleEscaping:True

5. Restart IS service. To do so, type iisreset and press ENTER.

M Administrator: C\Windows\system32\cmd.exe - *
] 64]

n. All rights reserved.

ers\Administrator.ENCRYPTIONC Uscd ¥windi ystem32\inetsrv\

/section:system.webServer curity/requestFilt

ection "system.w r lestFiltering” for /APPH
guration commit path \E/WEBROOT/APPHOST/D

C:\Window

Attempting stop...
Internet se

Internet services successfully restarted

C:\Window ystem32\inetsrv>
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Task 8: Create C(NAME (pki.EncryptionConsulting.com) in DNS

1. Ensure that you are logged on to DCO1.EncryptionConsulting.com as Encryptionconsu\Administrator.

2. Open the DNS Console. You can do so by clicking Start, click Run, and then type dnsmgmt.msc. Click OK.

3. Expand Forward Lookup Zones, select and then right-click EncryptionConsulting.com zone. Click New Alias (CNAME).

4, In Alias name (uses parent domain if left blank), type PKI. In the Fully qualified domain name (FQDN) for target host field,

type SRV1.EncryptionConsulting.com. and then click OK.

Note - Include the terminating “’

un

in the FQDN in the previous step. In a production environment this alias can

resolve to a lad balancer which distributes requests to any number of web servers that contain the CA certificates

and CRLs.
File Action View Help
€’ 2E XBER| ===
: —| New Rescurce Record X
I?NS Timestamp
~ @ Dan = Alias (CNAME)
v [} Forward Lookup Zones || -
msdes EncryptionCol|| 3 Alias name (usas parent domain f left hiank):
v 2| EnayptionConsulting |7 |P*
-msdcs T Fuly qualified domain name (FQDN):
| _sites =
to J PKI.EncryptionConsulting.com.
_ua [ yptionconsul..  static
4 _udp [ Fully qualified domain name (FQDN) for target host: It tali
= - moonsuiting. stalic
DomainDnsZones - SRV1 EncryptionConsulting.com| Brtwes.. 9 )
| ForestDnsZones [ 9/21/2020 30000 PM
. Reverse Lookup Zones [ static
| Trust Points | [ 9/21/2020 1C:00:00 PM
Conditional Forwarders [ pnConsultin.
[ Allow any authenticated user to update all DNS records with the same
name. This setiing applies only to DNS records for a new name
0K Cancel
2 DNS Manager = #
File Action View Help
a2 I XE =2 HE § EA
o QNS Name Type Data Timestamp
~ @ b 7] medes
~ || Forward Lookup Zones j b
= _msdesEnaryptionCol _
. . j_tqc
~ - | EncryptionConsulting j udp
msdcs o
sites :]DomamDnsZones
d _site:
tep j ForestDnsZones
. _udp [-l (same as parent folder) Start of Authority (SOA) [22], decD1 encryptionconsul..  static
E!c-malnDnsZon-‘M ﬂ(same as parent folder) MName Server (NS) de0lencryptionconsulting..  static
ForestDnsZones E—l (sama as parant folder) Host (4) 192.168.1.10 9/21/2020 90000 PM
| Reverse Lookup Zones E—]dcm Host (A} 192.168.1.10 static
1 Trust Points ﬂSRU'l Host (A) 192.168.1.13 9/21/2020 100000 PM
_| Conditional Forwarders E pa Alias [CNAME] SRV1 EncryptionConsuitin.
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Activity 2: Install the Standalone Offline Root CA

The standalone offline root CA should not be installed in the domain. As a matter of fact, it should not even be connected to a network at all.

Task 1: Create a CAPolicy.inf for the standalone offline root CA

To create a CAPolicy.inf for the standalone offline root CA:
1. Log onto CAO1 as CAOT\Administrator.
Click Start, click Run and then type notepad C:\Windows\CAPolicy.inf and press ENTER.

When prompted to create new file, click Yes.

> wnN

Type in following as contents of the file.
[Version]

Signature="$Windows NT$”

[Certsrv_Server]

RenewalKeyLength=2048 ; reccommended 4096
RenewalValidityPeriod=Years
RenewalValidityPeriodUnits=20
AlternateSignatureAlgorithm=0

0

Click File and Save to save the CAPolicy.inf file under C:\Windows directory.

Warning CAPolicy.inf with the .inf extension. Type .inf at the end of the file name and select the options as
described, the file will be saved as a text file and will not be used during CA installation.

5. (lose Notepad.

NOTE: Make sure you change the computer name as “CA01". Windows > Run > sysdm.cpl > Change the

computer name and restart the machine.
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Task 2: Installing the Standalone Offline Root CA

To install the standalone offline root CA:
1. Log onto CAOT as CAOT\Administrator.

2. Click Start, click Administrative Tools, and then click Server Manager.

3. Right-click on Roles and then click Add Roles.

4. On the Before You Begin page click Next.

5. On the Installation Type page, choose Role based or Featured based installation and then click Next.
6. On the server selection page, click next.

7. On the Select Server Roles page select Active Directory Certificate Services, and then click Next.

Fi Add Roles and Featuras Wizard - X
~ DESTINATION SERVER
Select server roles caon

Betors You Beain Select one or more roles to install on the selected server.
Installation Type Roles Description
Server Selection ;i Active Directory Certificate Services

[] Active Directory Domain Services (AD CS) is used to create certification

[] Active Directory Federation Services authorities and related role services

Features [] Active Directory Lightweight Directory Services thatallswypnioissueand manage
AD S ] Active Directory Rights Management Services Cortificates fisad i gvanety o}
Pl [ ] Device Health Attestation applications.
[[] DHCP Server
Confirmation [] DNS Server

[] Fax Server

|E| File and Storage Services (1 of 12 installed)
[] Host Guardian Service

[ | Hyper-v

[] Network Controller

[] Network Policy and Access Services
[] Print and Document Services

[] Remote Access

[] Remote Desktop Services

[] Volume Activation Services

[] Web Server {IIS)

[] Windows Deployment Services

[] windows Server Update Services

< Previous | | Next > nsta Cancel

8. On the select features page, click next.

9. On the Introduction to Active Directory Certificate Services page, click Next.
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10.  Onthe Select Role Services page, ensure that Certification Authority is selected, and then Next.

s Add Roles and Features Wizard = m! =

DESTIMNATION SERVER

Select role services cant

2 s - the r i install for Active Directony ifica fices
Before You Begin Selact the role services to install for Active Directory Certificate Service

Installation Type Role services Description
Server Selection W2l ertification Authori Certification Authority (CA) is used to
Server Roles [ Certificate Enroliment Policy Web Service issue and manage certificates. Multiple

Certificate Enrollment Web Service CAs can be linked o form a public key

Fazturas infrastructure.

Certification Authority Web Enrollment
Network Device Enrollment Service
Online Responder

e

S

Role Services

Confirmation

IO

= Previous | | Next = Cancel
11. Onthe confirmation page, click install
f. Add Roles and Features Wizard == i et
N ) DESTINATION SERVER
Installation progress ca01

View installation progress

o Feature installation

Configuration required. Installation succeeded on CAD 1.

Active Directory Certificate Services
Additional steps are required ta configure Active Directory Certificate Services on the destination server
Configure Active Directory Certificate Services on the destination server
Certification Authority
Remate Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

< You can clase this wizard without interrupting running tasks. View task progress or open this page
&3 again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings
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12.  (lick on configure “Active Directory Certificate Services on the destination server”.

13.  Onthe Specify Credential to configure roles and services page, credential should be CAOT\Administrator, then click Next.
14.  Onthe Select Role services to configure page, choose Certificate Authority and then click Next.

15. Onthe Specify Setup Type page, ensure that Standalone is selected, and then click Next.

O  Note: Enterprise option is greyed out as CAO1 server is not joined to Active Directory domain.

- m} b
DESTINATION SERVER
CAO1

Specify the setup type of the CA

Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to simplify the
management of certificates, Standalone CAs do not use AD DS to issue or manage certificates.

A Type
Frivate Key Enterprise CA
Cryptc‘graor“'_-,»‘ Enterprise CAs must be domain members and are typically online to issue certificates or certificate policies.
CA Name ® Standalone CA

Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD DS and

Validity Period
can be used without a network connection (offline)

Certificate Database

Confirmation

More ebout Setup Type

< Previous | | Next = Configure Cancel
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16.  Onthe Specify CA Type page, ensure that Root CA is selected, and then click Next.

fiz: AD CS Configuration = O X
DESTINATION SERVER
CAM

Specify the type of the CA

When you install Active Directory Certificate Services (AD C5), you are creating or extending a
public key infrastructure {PKI} hierarchy. A root CA is at the top of the PKl hierarchy and issues its
own self-signed certificate, A subordinate CA receives a certificate from the CA above it in the PKI

hierarchy.

® Root CA
Root CAs are the first and may be the only CAs configured in a PKI hierarchy.

{0 Subordinate CA
Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
the CA above them in the hierarchy,

Confirmation

Maore about CA Type

| < Previous | | Next > |

17. Onthe Set Up Private Key page, ensure that Create a new private key is selected, and then click Next.

f& AD CS Configuration = O X

e s DESTINATION SERVER
Private Key cao1
Specify the type of the private key

To generate and issue certificates to clients, a certification authority (CA) must have a private key.

(®) Create a new private key
Use this option if you do not have a private key or want to create a new private key.

() Use existing private key
Use this option to ensure continuity with previously issued certificates when reinstalling a CA.

Select a certificate and use its associated private key

Confirmation

Select an existing private key on this computer
Select this aption |"ycu have retained private keys from a previcus installation or want to

use a private xey from an alternate source

Maore about Private Key

< Previous | | Next >
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18.  Leave the defaults on the Configure Cryptography for CA page, and then click Next.
O  Important: In a production environment, you would set the CSP, Hash Algorithm, and Key length to meet
application compatibility requirements.
B ADCS Cenfiguration — O X

DESTINATION SERVER

Cryptography for CA cao1
Credentials Specify the cryptographic options
Select a cryptographic provider: Key length:
RSA#Microsoft Software Key Storage Provider ¥ || 2048 *

Select the hash algorithm for signing certificates issued by this CA:

SHA256
SHA3B4
SHAS1Z
SHAT
rDS

[] Allow administrator interaction when the private key is accessed by the CA,

More about Cryptography

| < Previous | | MNext > | Configure Cancel

19.  On Configure CA Name page, under Common name for this CA, clear the existing entry and type
EncryptionConsulting Root CA. Click Next.

Note: A Distinguished Name Suffix is optional for a root CA. This will be configured in a later step.

fi= AD CS Configuration - O X
- DESTINATION SERVER
1 P
CA Name CAD1

Specify the name of the CA

é'l'ype a common name to identify this certification authority (CA). This name is added to all
rertificates issued by the CA. Distinguished name suffix values are automatically generated but can |
e modified. !

LCommon name for this CA:

' EncryptionConsulting Root CA

fQ&sthgui shed name suffix:

:?regiew of distinguished name:

CM=EncryptionConsulting Reot CA

More about CA Name
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20.  OnSetValidity Period page, under Select validity period for the certificate generated for this CA, clear the existing
entry and then type 20. Leave the selection box set to Years. Click Next.

e ADCS Configuration a = A

G i 3 | DESTINATION SERVER
Validity Period s

Credentials Specify the validity period

Select the validity peniod for the certificate generated for this cerbification authonty {CA):
A Two 20 Years b
CA expiration Date: 12/15/2039 12:13:00 PM

The validity period configured for this CA certificate should exceed the validity period for the
certificates it will issue.

iz
o

A S
felpiyigaer=ile]

More about Validity Period

< Previous | | Next > Configure Cancel
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21.  Keep the default settings on the Configure Certificate Database page, and then click Next.

E;; AD C5 Cenfiguration B & =

DESTINATION SERVER
= CAD

Specify the database locations

Certificate database location:

Ciwindows'system32\Certlog

Private Kay o s
i 4 Certificate database log location:

Cryptograpny

Chwindows\system32\Certlog

A Mam

n

S e ey
Validity

u]
i

ricg

Certificate Database

Corfirmation

Maore about CA Database

| < Previous | | Mext = | Cenfigure Cancel

22.  Onthe Confirm Installation Selections page, review the settings, and then click Configure.

fiz AD CS Configuration — O >

o ) DESTINATION SERVER
Confirmation CADT

To configure the following roles, role services, or features, click Configure,

@ Active Directory Certificate Services

o Certification Authority
o e CA Type: Standalone Root
Frivata K2 Cryptographic provider: RSAZMicrosoft Software Key Storage Provider
Cryptography Hash Algorithm: SHAZ56
CA Mame Key Length: 2048
Pariad Allow Administrator Interaction: Disabled
e e sy Certificate Validity Period: 12/15/2039 12:13:00 PM
Al LR Distinguished Name: CN=EncryptionConsulting Root CA
Certificate Database Location:  Chwindows\system32\Certlog
Certificate Database Log Chwindows\system32\Certlog
Location:

< Previous MNext > Canfigure | | Cancel
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23.  Review the information on the Installation Results page to verify that the installation is successful and then click Close.

E.,‘ AD CS Configuration B = "

” DESTINATION SERVER
Results cAO1

The foliowing roles, role services; or features were configured:
@ Active Directory Certificate Services

Certification Authority @ Configuration succeeded

Meore about CA Configuration

Activity 3: Perform Post Installation Configuration for Root CA

1. Ensure that you are logged on to CAO1 as CAOT\Administrator.
2. Open a command prompt. To do so, you can click Start, click Run, type cmd and then click OK.

3. To define Active Directory Configuration Partition Distinguished Name, run the following command from an
administrative command prompt:

O  (Certutil -setreg CA\DSConfigDN “CN=Configuration,DC=EncryptionConsulting,D(=com”
4, To define CRL Period Units and CRL Period, run the following commands from an administrative command prompt:
O  Certutil -setreg CA\CRLPeriodUnits 52
0  Certutil -setreg CA\CRLPeriod “Weeks”
0  Certutil -setreg CA\CRLDeltaPeriodUnits 0

5. To define CRL Overlap Period Units and CRL Overlap Period, run the following commands from an administrative
command prompt:

O  Certutil -setreg CA\CRLOverlapPeriodUnits 12
O  Certutil -setreg CA\CRLOverlapPeriod “Hours”

6. To define Validity Period Units for all issued certificates by this CA, type following command and then press Enter.
In this lab, the Enterprise Issuing CA should receive a 10 year lifetime for its CA certificate. To configure this, run
the following commands from an administrative command prompt:

0  Certutil -setreg CA\ValidityPeriodUnits 10
O  Certutil -setreg CA\ValidityPeriod “Years”
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Task 1: Enable Auditing on the Root CA

(A auditing depends on system Audit Object Access to be enabled. The following instructions describe how to use Local
Security Policy to enable object access auditing.

1. Click Start, click Administrative Tools, and then select Local Security Policy.
2. Expand Local Policies and then select Audit Policy.
3. Double click Audit Object Access and then select Success and Failure then click OK.
2
e ion e H_e!p Audit object access Properties ? *

T Security Settings
% Account Policies
~ & Local Policies
4 Audit Policy
@ User Rights Assignment
4 Security Options

Local Secunty Setting Explain

i' Audit object access

| Windows Defender Firewall wi Audit these athempts:

Network List Manager Policies [l Success

| Public Key Policies
Software Restriction Policies
_ Application Control Policies

!, IP Security Policies on Local Co

| Advanced Audit Policy Config

7] Failure

This setting might not be enforced if other policy is configured to
I ovemide category level audit palicy.
For more information, see Audit object access. (Q921468)
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4. (lose Local Security Policy editor.

5. Enable auditing for the CA by selecting which group of events to audit in the Certificate Authority MMC snap-in or
by configuring AuditFilter registry key setting. To configure Auditing for all CA related events, run the following command from
an administrative command prompt: Certutil -setreg CA\AuditFilter 127

Administrator: C\Windows\system32\cmd.exe — X

New Value:
iditFilter REG_DWi
uccessfully.
The CertSvc service may need to be restarted for changes to take effect.

C:\L \Administrator>g

Task 2: Configure the AIA and CDP

There are multiple different methods for configuring the Authority Information Access (AIA) and certificate revocation list distribution point
(CDP) locations. You can use the user interface (in the Properties of the CA object), certutil, or directly edit the registry. The AlA is used to point
to the public key for the certification authority (CA). The CDP is where the certificate revocation list is maintained, which allows client
computers to determine if a certificate has been revoked. In this lab there will be three locations for the AIA and four locations for the CDP.
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Task 3: Configure the AIA

Using a certutil command is a quick and common method for configuring the AIA. When you run the following certutil command, you will be
configuring a static file system location, a lightweight directory access path (LDAP) location, and http location for the AIA. The certutil
command to set the AIA modifies the registry, so ensure that you run the command from an command prompt run as Administrator. Run the
following command:

certutil -setreg CA\CACertPublicationURLs “1:C:\Windows\system32\CertSrv\CertEnroll\ %1_%3%4.crt\n2:Idap:///CN=%7,CN=AIA,
CN=Public Key Services,(N=Services,%6%11\n2:http://pki.EncryptionConsulting.com/CertEnroll/%1_%3%4.crt”

After you have run that command, run the following command to confirm your settings:
certutil -getreg CA\CACertPublicationURLs

If you look in the registry, under the followingpath:
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\CertSvc\Configuration\EncryptionConsulting Root CA, you can confirm the
CACertPublicationURLs by opening that REG_MULTI_SZ value. You should see the following:

1:C:\Windows\system32\CertSrv\CertEnroll\%1_%3%4.crt
2:Idap:///CN=%7,(N=AIA,CN=Public Key Services,(N=Services,%6%11
2:http://pki.EncryptionConsulting.com/CertEnroll/%1_%3%4.crt

You can also see this in the the CA (certsrv) console. To open the console, click Start, click Administrative Tools, and then click Certification
Authority. In the navigation pane, expand the Certificate Authority(Local). Right-click EncryptionConsulting Root CA and then click Prop-
erties. On the Extensions tab, under Select extension, click Authority Information Access (AIA) and you will see the graphical
representation of the AlA settings.

Task 4: Configure the CDP

The certutil command to set the CDP modifies the registry, so ensure that you run the command from an command

certutil -setreg CA\CRLPublicationURLs “1:C:\Windows\system32\CertSrv\CertEnrol1\%3%8%9.crl\n10:Idap:///(N=%7%8,(N=%2,
CN=CDP,CN=Public Key Services,(N=Services,%6%10\n2:http://pki.EncryptionConsulting.com/CertEnroll/%3%8%9.crl”

After you run that command, run the following certutil command to verify your settings:

certutil -getreg CA\CRLPublicationURLs

In the registry

location: HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CertSvc\Configuration\EncryptionConsulting Root CA you can
open the REG_MULTI_SZ valueand see the configuration of these values:

1:G:\Windows\system32\CertSrv\CertEnrolI\%3%8%9.crl
10:Idap:///(N=%7%8,(N=%2,(N=CDP,CN=Public Key Services,(N=Services,%6%10
2:http://pki.EncryptionConsulting.com/CertEnroll/%3%8%9.crl

You can also see this in the the CA (certsrv) console. To open the console, click Start, click Administrative Tools, and then click Certification
Authority. In the navigation pane, ensure that Certificate Authority (Local) is expanded. Right-click EncryptionConsultng Root CA and
then click Properties. On the Extensions tab, under Select extension, click CRL Distribution Point (CDP) and you will see the graphical
representation of the CDP settings.

At an administrative command prompt, run the following commands to restart Active Directory Certificate Services and to publish the CRL.
net stop certsvc
Net start certsvc

certutil -crl
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Activity 4: Install Enterprise Issuing CA
Task 1: Join CA02 to the domain

LA S

10.
1.
12.
13.
14.
15.

Log on to CA02 as the local administrator.

Click Start, type ncpa.cpl and press ENTER.

In Network Connections, right-click the Local Area Connection and then click Properties.
(lick the Internet Protocol Version 4 (TCP/IPv4) and then click Properties.

Select the Use the Following IP address. Configure the IP address, Subnet mask, and Default gateway appropriately for
your test network.

O IPAddress: 192.168.1.12
O  Subnet mask: 255.255.255.0
O  Default gateway: <optional>

Select the Use the following DNS server address. Configure the Preferred DNS server for the IP address of your domain controller.
Click OK. Click Close.

O  Preferred DNS Server: 192.168.1.10
Click Start, type sysdm.cpl and press ENTER. Click Change.
In Computer name, type CA02 and then click OK.
When prompted that you need to restart the computer, click OK. Click Close. Click Restart Now.
After CAQ2 restarts, log on as a local administrator.
Click Start, type sysdm.cpl and press ENTER. Click Change.
In Member of, select Domain, and then type EncryptionConsulting.com. Click OK.
In Windows Security, enter the User name and password for the domain administrator account. Click OK.
You should be welcomed to the EncryptionConsulting domain. Click OK.
When prompted that a restart is required, click OK. Click Close. Click Restart Now.

Task 2: Create CAPolicy.inf for Enterprise Root CA

1.

Log onto CA02.EncryptionConsulting.com as EncryptionConsulting\Administrator. (Ensure that you switch user to log on as
EncryptionConsulting\Administrator)

Click Start, select Run and then type notepad C:\Windows\CAPolicy.inf and press ENTER.
When prompted to create new file, click Yes.
Type in following as content of the file.

[Version]

Signature="$Windows NT$"

[PolicyStatementExtension]

Policies=InternalPolicy

[InternalPolicy]
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0ID=1.2.3.4.1455.67.89.5
URL=http://pki.EncryptionConsulting.com/cps.txt
[Certsrv_Server]

RenewalKeylLength=2048
RenewalValidityPeriod=Years
RenewalKeyLength=2048

RenewalValidityPeriod=Years
AlternateSignatureAlgorithm=0

5. (lick File and Save to save the CAPolicy.inf file under C:\Windows directory.

Important: Ensure that the CAPolicy.inf is saved as an .inf file. The file will not be used if it is saved with any other file extension.
6. (lose Notepad.

Task 3: Publish the Root CA Certificate and CRL

1. Ensure you are logged on to CA02. EncryptionConsulting.com as EncryptionConsulting\Administrator.

2. Copy Root CA Certificate (CAO1_EncryptionConsulting Root CA.crt) and Root CA CRL(EncryptionConsulting Root CA.crl) files from
C:\Windows\System32\CertSrv\CertEnroll directory on CA01 server to removable media (A:).

3. On CA02, to publish EncryptionConsulting Root CA Certificate and CRL in Active Directory, run the following commands at an
administrative command prompt. Ensure that you substitute the correct drive letter of your removable media (for A:) in the
commands that follow:

certutil -f -dspublish “A:\CA01_EncryptionConsulting Root CA.crt” RootCA
certutil -f -dspublish “A:\EncryptionConsulting Root CA.crl” CAO1

4, To publish EncryptionConsulting Root CA Certificate and CRL to http://pki. EncryptionConsulting.com/CertEnroll, copy
EncryptionConsulting Root CA Certificate and CRL to \\srv1.

EncryptionConsulting.com\C$\CertEnroll directory. Run the following commands from an administrative command prompt.
Ensure that you substitute the correct drive letter of your removable media (for A:)

copy “C:\CA01_EncryptionConsulting Root CA.crt”\\SRV1.EncryptionConsulting.com\C$\CertEnroll\
copy “C:\EncryptionConsulting Root CA.crl”\\SRV1.EncryptionConsulting.com\C$\CertEnroll\

5. To add EncryptionConsulting Root CA Certificate and CRL in CA02. EncryptionConsulting.com local store, run the following
command from an administrative command prompt. Ensure that you substitute the correct drive letter of your removable media
(for A:) in the commands that follow:

O certutil -addstore -f root “CA01_ EncryptionConsulting Root CA.crt”

O certutil -addstore -f root“ EncryptionConsulting CA.crl”
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Activity 5: Install Subordinate Issuing CA

Subordinate issuing CA on CA02. EncryptionConsulting com:

1. Ensure that you are logged on to CA02. EncryptionConsulting.com as EncryptionConsulting\Administrator.

2. Open Server Manager.
3. Right-click Roles and then select Add Roles.
4, On the Before You Begin page select Next.
f Add Roles and Features Wizard — O *

I3 i —~ T i__\ ek DESTINATION SERVER
!_,'CfT':_-' = }"' oul .ekj'm CADZ EncryptionConsulting.com

Before You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or

features to install based on the computing needs of your organization, such as sharing documents, or

Instaliation Type hosting a website.

To remove rales, role services, ar features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

< Previous nsta Cancel
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On the server selection page, click next.

Eﬂ, Add Roles and Features Wizard

Se

ect server roles

Bafore You Beoin Select one or more roles to install on the selected server.
efare You Beg

Installation Type Roles

Active Directory Domain Services

Active Directory Federation Services

Active Directory Lightweight Directory Services
Active Directory Rights Management Services
Device Health Attestation

DHCP Server

DINS Server

Fax Server

File and Storage Services (1 of 12 installed)
Host Guardian Service

Hyper-¥

MultiPoint Services

MNetwork Contraller

Netwaork Policy and Access Services

Print and Document Services

Remote Access

Remote Desktop Services

Volume Activation Services

] Web Server (11S)

Confirmation

OOO00O00000mO00000000®

On the Installation Type page, choose Role based or Featured based installation and then click Next.

On the Select Server Roles page select Active Directory Certificate Services, and then click Next.

O X

DESTINATIOMN SERVER
CADZ. EncryptionConsulting.com

Description

Active Directory Certificate Services
{AD C5) is used to create
certification authorities and related
role services that allow you to issue
and manage certificates used in a
vanety of applications

< Previous | | Mext »

Cancel

8. On the Select features page, click Next.

i Add Roles and Features Wizard

Enrey o Select ore or more features 1o install on the selected sarver.

& Features

[MRR. NET Framework 3.5 Featured]
I M} .NET Framework 4.7 Features (2 of 7 installed)
Background Intelligent Transfer Service (BITS)

BitLocker Drive Encryption
AD CS | BitLocker Network Unlock

BranchCache

Client for NFS
Containers

Data Center Bridging

[

I

Direct Play

Enhanced Storage

Failover Clusterng

Group Policy Management
Host Guardian Hyper-V Support
I/O Quality of Service

IS Hostable Web Core

Internet Printing Client
IP Address Management (IPAM) Server

iISNS Server service
LPR Port Menitor
Management OData |IS Extension

[} =

DESTINATION SERVER
CADZ EncryptionCansulting com

Description

NET Framework 3.5 combines the
power of the NET Framework 2.0 APls
with new technologies for building
applications that offer appealing user

interfaces, protect your custome
personal identity information, enable
seamless and secure communication
and provide the ability to model a
range of business processes.

< Previous

Next »
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9. On the Introduction to Active Directory Certificate Services page, click Next.
& Add Roles and Features Wizard - O X

DESTIMATION SERVER
CAQZ EncryptionConsulting.com

Active Directory Certificate Service

(%3]

Active Directory Certificate Services (AD C5) provides the certificate infrastructure to enable scenarios
such as secure wireless networks, virtual private networks, Internet Protocol Security (IPSec), Network
Access Protection (NAP), encrypting file system (EFS) and smart card fog on.

Things to note:

* The name and domain settings of this computer cannot be changed after a certification authority
[CA) has been installed, If you want to change the computer name, join a domain, or promote this
server to a domain contraller, complete these changes before installing the CA. For mare
information, see certification authority naming.

ok =i
LONrMation

| < Previous | | Mext > | Install Cancel

10.  Onthe Select Role Services page, select Certification Authority and Certification Authority Web Enrollment. If you see the
Add Roles Wizard, click Add Required Role Services. Click Next.

& Add Roles and Features Wizard B O *
(: Alaet resl - T DESTINATION SERVER
'] | eCct role servicaes CAD2 EncryptionConsulting.com

Select the role services to install for Active Directory Certificate Services

Role services Description
Certification Authority Certification Aut.horrty Web
[] Certificate Enrollment Policy Web Service Enmliment provides 3 simple Web
[] Certificate Enrollment \Web Service interface that allows users to
IR ertification Authority Web Enroliment} perform tasks such as request and
] Network Device Enrollment Service renew certificates, retrieve certificate

] Online Respander reviocation lists (CRLs), and enroll for
smart card certificates.

Confirmation

< Previous | | Next » Irestall Cancel
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11. Onthe Web Server Role IIS page, click Next.
12.  Leave the Role Services as default and click Next.

13.  Onthe confirmation page, review the details and click Install.

& Add Roles and Features Wizard — X
Fipr=ten S e s e e e DESTINATION SERVER
Sid | ation progress CAD2 EncryptionConsulting.com
| J

View installstion progress

o Feature installation

Configuration required. Installation succeeded on CAD2E

Active Directory Certificate Services
Additional steps are required to configure Active Directory Certificate Senvices on the destination
server

Configure Active D

=ctory Certificate Services on the destination server
Certification Authority
Certification Authority Web Enroliment
Remote Server Administration Tools
Restlts Role Administration Tools‘
Active Directory Certificate Services Tools
Certification Authority Management Tools
Web Server (lIS)

Management Tools
You can close this wizard without interrupting running tasks. View task progress or open this page

again by clicking Notifications in the command bar, and then Task Details.

Export conf guration settings

Previous Next El Sl

14.  (lick on “configure Active Directory Certificate Services on the destination server”.

15.  Onthe Specify Credential to configure roles and services page, credential should be Encryptionsu\Administrator, then click Next.
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16.

On the Select Role services to configure page, select Certificate Authority and Certificate Authority Web Enroliment then
click Next.

f& AD CS Configuration

= O X

DESTINATION SERVER
CAD2.EncryptionConsulting.com

. Select Role Services to configure
ype Certification Authority

G Ty [] Certification Authority Web Enroliment
Online Responder

Metwork Device Enrollment Service
Certificate Enrollment Web Service

Certificate Enrollment Policy Web Service

Certificate Dat

1]
T
w
A
im

Confirmation

Meore about AD C5 Server Roles

| < Previgus | | Next > | Cor

17.  Onthe Specify Setup Type page, ensure that Enterprise is selected, and then click Next.

& ADCS Configuration — O *
. DESTINATION SERVER
EE‘TU D T}FDe CAD2.EncryptionConsulting.com

Specify the setup type of the CA

Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to

simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage
certificates.

(®) Enterprise CA

P 2
CA MName

Enterprise CAs must be domain members and are typically online to issue certificates or
certificate policies.

) Standalone CA

Standalone CAs can be members or a workgroup or domain, Standalone CAs do not require AD
Confirmation DS and can be used without a network connection (offling),

Mare about Setup Type

< Previous | | Mext = Configure Cancel
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18.  Onthe Specify CA Type page, select Subordinate CA, and then click Next

i AD 5 Configuration — pg

DESTINATION SERVER
CAD2.EnaryptionConsulting.com

Specify the type of the CA

Setup Tvpe When you install Actve Directory Certificate Services (AD CS), you are creating or extending a public key
infrastructure (PKI) hierarchy. A root CA is at the top of the PK| hierarchy and issues its own self-signed
certificate. A subordinate CA receives a certificate from the CA above it in the PKl hierarchy.

Root CA

Root CAs are the first and may be the only CAs configured in a PKl hierarchy.

® Subordinate CA

Subordinate CAs require an established PKl hierarchy and are authorized to issue certificates by the CA
above them in the hierarchy,

|<Previou:: | Next > | Configure | | Cancel

19.  Onthe Set Up Private Key page, ensure that Create a new private key is selected, and then click Next.

[ AD CS Configuration == #

= ) DESTINATION SERVER
rFrivare k\"%'; CAD2.EncryptionConsulting.com

eniials Spec

Type To generate and issue certificates to clients, a certification autherity (CA) must have a private key

A YpE ®) Create 3 new private key

Private Key Use this option if you do not have a private key or want to create a new private key.

Cryptography

= - Use existing private key
Use this option to ensure continuity with previously issued certificates when reinstalling a CA,

Select a certificate and use its associated private key

want to use a private

More about Private Key

< Previous Next » Configure
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20.  Leave the defaults on the Configure Cryptography for CA page, then click Next.
Important: When installing in a production environment,
the CSP, Hash Algorithm and Key length selected must support application compatibility requirements.

E;;, AD C5 Configuration - = &

o~ o ; DESTINATION SERVER
< 'Y?j'tc'g ra G‘h}r’ for (— &‘ CAD2.EncryptionConsulting.com

Specify the cryptographic options

Select a cryptographic provider: Key length:
CA Type RSA#Microsoft Software Key Storage Provider ¥ | 2048 b

Private Kay

2 Select the hash algorithm for signing certificates issued by this CA:
sHa2s6
LA Name SHA384
SHA512
SHAT
MDS

R i
Lonnmagaon

[ Allow administrator interaction when the private key is accessed by the CA.

Maore about Cryptography

< Previous | | Next > Configure Cancel
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21. OnConfigure CA Name page, clear the existing entry for Common name for this CA box, and enter EncryptionConsulting Issuing
(A, then select Next.

Note - Distinguished Name Suffix is automatically populated and should not be modified.

& ADCS Configuration — O Y

DESTINATION SERVER

r | s
A A |\4 ame CAQ2.EncryptionConsulting.com
Credentials Specify the name of the CA
Role Services
Setup Tvpe Type a common name to identify this certification authority {CA), This name is added to all
i certificates issued by the CA, Distinguished name suffix values are automatically generated but can
e lyps be modified.
Private Ke
Commen name for this CA
Cryptography r = - = 1
|EncryptionConsulting lssuing CA ]
CA Name B e e T
Certificate Request Distinguished name suffix:
Certificate Dalabase DC=EncryptionConsulting, DC=com

Confirmation

Preview of distinguished name:

CM=EncryptionConsulting Issuing CA DC=EncryphionConsulting, DC=

< Previous | | Mext > Configure | Cancel
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22.
click Next.

F;.-, AD C5 Configuration

Cryptography

CA Mame

Certificate Request

23.

f= AD C5 Configuration

| L
Vprograpny

3PNy

Certificate Database

Confirmation

S\ ENCRYPTION

2 CONSULTING

On the Request certificate from a parent CA page, select Save a certificate request to file on the target machine option then

a x

DESTINATION SERVER
CAD2.EncryptionConsulting.com

Request a certificate from parent CA

You require a certificate from a parent certification authority (CA) to allow this subordinate CA to
issue certificates. You can request a certificate from an online CA or you can store your request to
a file to submit to the parent CA.

() Send a certificate request to a parent CA:

Select:
® CA name

Computer name

File name: |CACAD2.EncryptionConsulting.com_Encryption Coasulting—CAOi

@ You must manually get a certificate back from the parent CA to make this CA operational.

Maore about Certificate Request

| < Pravious | | Mext »

Leave the defaults on the Configure Certificate Database page, and then click Next.

O

b

DESTINATION SERVER
CAD2.EncryptionConsulting.com

Specify the database locations

Certificate database location:

EC:‘\wiridmms\system32\.Cerﬁ_cg

Certificate database log location:

Chwindowsh\system32\Certlog

Muore about CA Database

< Previous | | Mext = Co




24, Onthe Confirm Installation Selections page, click configure.

iz AD CS Configuration o X
- = ) DESTINATION SERVER
COT f rmation CAO02.EncryptionConsulting.com

To configure the following roles, role services, or features, click Configure,

HE SErVICes @ Active Direclory Certificate Services

Certification Authority

CA Type: Enterprise Subordinate
Cryptographic provider: RSAZMicrosaft Software Key Storage Provider
Hash Algorithm: SHA256
_A Name Key Length: 2048
Allow Administrator Interaction: Disabled
Certificate Validity Period: Determined by the parent CA
Distinguished Name: CN=EncryptionConsulting Issuing
CA DC=EncryptionConsulting DC=com
Offline Request File Location: CACAQ2.EncryptionConsulting.com_EncryptionConsulting-CA02-CA.req
Certificate Database Location: C\Windows\system32\CertLog

Certificate Database Log Location:  C:\Windows\system32\CertLog

Certification Authority Web Enrollment

< Previous Next Configure Cancel
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25.  Review the information on the Installation Results page to verify that the installation is successful and then click Close.

O  The following warning message is expected: “The Active Directory Certificate Services installation is incomplete. To
complete the installation, use the request file “C:\CA02.EncryptionConsulting.com_EncryptionConsulting-CA02-CA.req”
to obtain a certificate from the parent CA. Then, use the Certification Authority snap-in to install the certificate. To
complete this procedure, right-click the node with the name of the CA, and then click Install CA Certificate.

The operation completed successfully. 0x0 (WIN32: 0).”

e AD CS Configuration — X

DESTINATION SERVER
CAQ2.EncryptionConsulting.com

The following roles, role services, or features were configured:
@ Active Directory Certificate Services

Certification Authority 1. Configuration succeeded with warnings
b The Active Directory Certificate Services installation is incomplete. To complete the installation, use the
request file "C\CAQ2 EncryptionConsuiting.com_EncryptionConsulting-CA02-CA.req” to obtain a
certificate from the parent CA. Then, use the Certification Authority snap-in to install the certificate. To
complete this procedure, right-click the node with the name of the CA, and then dick Install CA
Certificate. The operation completed successfully, 0x0 (WIN32: 0)

More about CA Configuratio

Certification Authority Web Enrollment 0 Configuration succeeded

More about Web Enroliment Configuration

| Close

26.  Copy C:\ CA02.EncryptionConsulting.com_EncryptionConsulting-CA02-CA.req to your removable media. For example, if you
want to copy to a floppy disk drive using the drive letter A:, you would run the following command from a command prompt:

O  copy“C:\CAO02. EncryptionConsulting.com__ EncryptionConsulting Issuing CA.req” A:\
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Task 1: Submit the Request and Issue EncryptionConsulting Issuing CA
Certificate

To submit the certificate request and issue the requested certificate:
1. Ensure that you are logged on to CAOT as CAOT\Administrator. Place the removable media with the certificate request into CAO1.

2. On CAO1, open an administrative command prompt. Then, submit the request using the following command (assuming that A:\
is your removable media drive letter):

O  certreq -submit “A:\CA02.EncryptionConsulting.com_EncryptionConsulting-CA02-CA.req”

O  Note: Pay attention to the RequestlD number that is displayed after you submit the request. You will use this number
when retrieving the certificate.

3. In the Certification Authority List dialog box, ensure that EncryptionConsulting Root CA is selected and then click OK
4, Open the Certification Authority console. To do so, click Start, click Administrative Tools, click Certification Authority.
5. In the certsrv [Certification Authority (Local)] dialog box, in the console tree, expand EncryptionConsulting Root CA.
6. (lick Pending Requests. In the details pane, right-click the request you just submitted, click All Tasks, and then click Issue.
;,J certsrv - [Certification Authaority (Local)\EncryptionConsulting Root cA\lssued Certificates] = x
File Action View Help
T YICER
& C_F—"’UﬁCﬁ‘L'D'j' AU"hG“W_"LOCﬁ') ‘ Request ID Requester Name Binary Certificate Certificate Template Serial Number Certificate
¥ @ EncryptionConsuiting Root cAl| =), CAD\Administrator -----BEGIN CERTIF.. SubCA 1600000002eb9..  9/24/2020
| Revoked Certificates
| Issued Certificates

| Pending Requests
| Failed Requests

7. Return to the administrative command prompt to accept the issued certificate by running the following command. Ensure
that you substitute the appropriate drive letter of your removable media for A: as well as the correct RequestID for 2:

O certreq -retrieve 2 “A:\ CA02.EncryptionConsulting.com_EncryptionConsulting-CA02-CA.crt”
8. In the Certification Authority List dialog box, ensure that EncryptionConsulting Root CA is selected and then click OK.

Task 2: Install the Encryption Consulting Issuing CA Certificate on CA02

Toinstall the certificate and start the Certification Authority service on CA02:

1. Ensure that you are logged on to CA02. EncryptionConsulting.com as EncryptionConsu\Administrator. Place the removable media
with the issued certificate for CAO2. EncryptionConsulting.com into CA02.

2. Open the Certification Authority console.
3. In the Certification Authority console tree, right-click EncryptionConsulting Issuing CA, and then click Install CA Certificate.

4. In the Select file to complete CA installation, navigate to your removable media. Ensure that you are displaying All Files (*.*)
and click the CA02.EncryptionConsulting.com_EncryptionConsulting-CA02-CA certificate. Click Open.
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5. In the console tree, right-click EncryptionConsulting Issuing CA, click All Tasks, and then click Start Service.

6. In the console tree, expand EncryptionConsulting Issuing CA and then click Certificate Templates. Notice there are no
certificates shown in the details pane. This is because the CAPolicy.inf specified not to install the default templates in the line
LoadDefaultTemplates=0.

_}A certsrv - [Certification Authority (Local)\EncryptionConsulting Issuing CA\Certificate Templates] = i} X
File Action View Help
= 7 G
L) Certification Authority (Local) Name lifishdied Pirposs
v @i EncryptionConsulting lssuing
| Revoked Certificates There are no items to show in this view.

Issued Certificates
| Pending Requests
| Failed Requests
| Certificate Templates

Activity 6: Perform Post Installation Configuration Tasks on the
Subordinate Issuing CA

There are multiple settings to configure to complete the installation of the issuing CA. These are like the tasks that were needed to complete
the configuration of the root CA.

Task 1: Configure Certificate Revocation and CA Certificate Validity
Periods

To configure certificate revocation and CA certificate validity periods:

1. Ensure that you are logged on to CA02. EncryptionConsulting.com as EncryptionConsu\Administrator.

2. Configure the CRL and Delta CRL settings by running the following command from an administrative command prompt:
0  Certutil -setreg CA\CRLPeriodUnits 1
0  Certutil -setreg CA\CRLPeriod “Weeks”
O  Certutil -setreg CA\CRLDeltaPeriodUnits 1
0  Certutil -setreg CA\CRLDeltaPeriod “Days”

3. Define CRL overlap settings by running the following command from an administrative command prompt:
O  Certutil -setreg CA\CRLOverlapPeriodUnits 12
O  Certutil -setreg CA\CRLOverlapPeriod “Hours”

4. The default setting for Validity Period is 2 years in registry. Adjust this setting accordingly to meet your needs of entity
certificate’s lifetime issued from EncryptionConsulting Issuing CA. It is recommended that you do not configure validity periods
that are longer than half of total lifetime of EncryptionConsulting Issuing CA certificate, which was issued to be valid for 10 years.
To limitissued certificates to 5 years, run the following commands from an administrative command prompt:

0  Certutil -setreg CA\ValidityPeriodUnits 5
O  Certutil -setreg CA\ValidityPeriod “Years”

Task 2: Enable Auditing on the Issuing CA

(A auditing depends on system Audit Object Access to be enabled. The following instructions describe how to use Local Security Policy to
enable object access auditing.

1. Click Start, click Administrative Tools, and then select Local Security Policy.
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2. Expand Local Policies and then select Audit Policy.

3. Double click Audit Object Access and then select Success and Failure then click OK.

=T AUTIT ODJeCT aCCess Froperues i

File Action View Help

= Security Settings Policy

Local Secunty Setting  Explain
_'-4] Audit object access

& Account Policies ./ Audit account logon events
4 Local Policies
7 Audit Policy

& User Rights Assignment

Audit account management
Audit directory service access Audit these attempts:

.| Audit logon events
: || Success

5 Security Options
| Windows Defender Firewall with Advai
Metwork List Manager Policies
| Public Key Policies
Software Restriction Policies

&4 Audit object access
| Audit policy change 7 Failure
Audit privilege use
Audit process tracking
This setting might not be enforced if other policy is configured to

| Application Control Folicies ovemde category level audit policy.
!;,. IP Security Policies on Local Computer Fer more information, see Audit object access. (Q921468)

o Audit systemn events

_ Advanced Audit Policy Configuration

OK Cancel Ap

4. (lose Local Security Policy editor.

5. Enable auditing for the CA by selecting which group of events to audit in the Certificate Authority MMC snap-in or by configuring
AuditFilter registry key setting. To configure Auditing for all CA related events, run the following command from an administrative
command prompt:

Certutil -setreg CA\AuditFilter 127

Administrator: C\Windows\system32\cmd.exe — x

C:\>

Task 3: Configure the AlA

Using a certutil command is a quick and common method for configuring the AIA. When you run the following certutil command, you will be
configuring a static file system location, a lightweight directory access path (LDAP) location, and http location for the AIA. The certutil
command to set the AIA modifies the registry, so ensure that you run the command from an command prompt run as Administrator. Run the
following command:

certutil -setreg CA\CACertPublicationURLs “1:C:\Windows\system32\CertSrv\CertEnroll\%1_%3%4.crt\n2:Idap:///CN=%7,CN=AIA,
(N=Public Key Services,(N=Services,%6%11\n2:http://pki.EncryptionConsulting.com/CertEnroll/%1_%3%4.crt”
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After you have run that command, run the following command to confirm your settings:
certutil -getreg CA\CACertPublicationURLs

If you look in the registry, under the following

path: HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\CertSvc\Configuration\EncryptionConsulting Issuing CA, you can
confirm the CACertPublicationURLs by opening that REG_MULTI_SZ value. You should see the following:

1:C:\Windows\system32\CertSrv\CertEnroll\%1_%3%4.crt
2:Idap:///CN=%7,(N=AIA,CN=Public Key Services,(N=Services,%6%11
2:http://pki.EncryptionConsulting.com/CertEnroll/%1_%3%4.crt

You can also see this in the the CA (certsrv) console. To open the console, click Start, click Administrative Tools, and then click Certification
Authority. In the navigation pane, expand the Certificate Authority (Local). Right-click EncryptionConsulting Root CA and then click
Properties. On the Extensions tab, under Select extension, click Authority Information Access (AIA) and you will see the graphical
representation of the AIA settings.

From an administrative command prompt, run the following command to copy the EncryptionConsulting Issuing CA certificate to the http AIA
location:

copy “c:\Windows\System32\certsrv\certenrol\CA02 EncryptionConsulting.com_ EncryptionConsulting Issuing CA.crt”\\srv1.Encryp-
tionConsulting.com\c$\certenroll\

Task 4: Configure the (CDP

The certutil command to set the CDP modifies the registry, so ensure that you run the command from an command prompt run as
Administrator. Run the following command:

certutil -setreg CA\CRLPublicationURLs “65:C:\Windows\system32\CertSrv\CertEnrol\%3%8%?9.crl\n79:1dap:///CN=%7%8,(N=%2,
CN=CDP,CN=Public Key Services,(N=Services,%6%10\n6:http://pki. EncryptionConsulting.com/CertEnroll/%3%8%9.crl\n65:\\srv1.
EncryptionConsulting.com\CertEnroll\%3%8%?9.crl”

After you run that command, run the following certutil command to verify your settings:
certutil -getreg CA\CRLPublicationURLs
In the registry

location:HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CertSvc\Configuration\EncryptionConsulting Issuing CA you can
open the REG_MULTI_SZ value and see the configuration of these values:

65:C:\Windows\system32\CertSrv\CertEnroll\%3%8%9.crl
79:1dap:///CN=%7%8,(N=%2,(N=CDP,CN=Public Key Services, (N=Services,%6%10
6:http://pki.EncryptionConsulting.com/CertEnroll/%3%8%9.crl
65:\\srv1.EncryptionConsulting.com\CertEnroll\%39%8%9.crl

You can also see this in the the CA (certsrv) console. To open the console, click Start, click Administrative Tools, and then click Certification
Authority. In the navigation pane, ensure that Certificate Authority(Local) is expanded. Right-click EncryptionConsulting Root CA and then
click Properties. On the Extensions tab, under Select extension, click CRL Distribution Point (CDP) and you will see the graphical
representation of the CDP settings.

At an administrative command prompt, run the following commands to restart Active Directory Certificate Services and to publish the CRL.
net stop certsvc && net start certsvc
certutil -crl
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Activity 7: Install and Configure the Online Responder Role Service

Task 1: Install the Online Responder Role Service on SRV1

1. Ensure that you are logged on to SRV1. EncryptionConsulting.com as EncryptionConsu\Administrator.
2. Open Server Manager.
3. Right click on Roles, and then click Add Roles.
4, On the Before You Begin page, then select Next.
5. On the Select Installation type page, select Role-based or feature-based installation and then click Next.
6. On the Server Selection page, click Next.
7. On the Select Server Roles page, select Active Directory Certificate Services and then click Next.
., Add Roles and Features Wizard = X
Select server roles SRV EncayplonConsuitingcon

Select one or more roles to install on the selected server.

Installaton Type Roles Description
¥l Active Directory Certificate Service: Active Directory Certificate Services
] Active Directory Domain Services (AD C5] is used to create certification

authorities and related role services
that allow you to issue and manage

[] Active Directory Federation Services
[] Active Directory Lightweight Directory Services

[] Active Directory Rights Management Services certificates used in a variety of
Hol Caiticas [] Device Health Attestation applications.
B [ ] DHCP Server
Cenfirmation [] DNS Server
[] Fax Server

| |E File and Storage Services (2 of 12 installed)
[] Host Guardian Service
[] Hyper-v
[] Network Controller
[] Network Palicy and Access Services
[] Print and Document Services
[ ] Remote Access
[] Remote Desktop Services
[] Volume Activation Services
I [m] Web Server (IS) (8 of 43 installed)
[] Windows Deployment Services
[] Windows Server Update Services

< Previous | | Next > nstall

8. On the Features page, click Next.

9. On Introduction to Active Directory Certificate Services page, click Next.
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10. On the Select Role Services page, clear the Certification Authority, and then select Online Responder. Click Next.

O  Note: You do not want to install a Certification Authority on SRV1.EncryptionConsulting.com, so you are clearing that
checkbox.

O Ifthe Add role services and features required for Online Responder page appears, click Add Required Role Services
and then click Next. Then, on the Web Server (IIS), click Next.

E. Add Roles and Features Wizard == ]

= .ﬁ| o e DESTINATION SERVER
Se C"..,t role services SRV1.EncryptionConsulting.com
q

Jefors You Baain Select the role services to install for Active Directory Certificate Services

ticn Typs Role services

Description
Server Selection

[[] Certification Authority Online Responder makes certificate
[ Certificate Enroliment Folicy Web Service revocation checking data accessible to
[] Certificate Enrofiment Web Service dlients in complex network

[ Certification Authority Web Enrollmenit ErVITONMENTS.

[] Metwork Device Enroliment Service

e sovces [ i

Confirmation

| < Previous || Next = | nisia Cancel

11. Onthe Confirm Installation Selections page, click Install. Click Close when the installation is complete.

. Add Roles and Features Wizard = ) X

I |"';1i]

ol X T DESTINATICMN SERVER
‘..‘]“(Jf' !.)f(;’(] €55 SRV EncryptionConsulting.com

View installation progress

o Feature installation

anfiguration required. Installation succeeded on SRV EnaryptionConsulting.com.

Active Directory Certificate Services

Additional steps are required to configure Active Directory Certificate Services on the destination
Server

Configure Active Directory Centificate Services on the destination server
Online Responder
Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools
Online Responder Tools

Weh Server (115)
Management Tools

~_ You can close this wizard without interrupting running tasks. View task progress or open this page
“4  again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings
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12. Click on “Configure Active Directory Certificate Services on the destination server’, on the Credential Page, make sure
Encryptionconsu\Administrator is mentioned, then click Next.

f AD CS Configuration e bt
. i DESTINATION SERVER
Credentials

SRV1.EncryptionConsulting.com

Specify credentials to configure role services

Te install the following role services you must belong to the lacal Administrators group:

+ Standalone certification authority
+ Certification Authority Web Enrollment
= Online Responder
To install the following role services you must belong to the Enterprise Admins group:
= Enterprise certification authority
« Certificate Enreliment Policy Web Service
« Certificate Enrollment Web Service
« Network Device Enrollment Service

Credentials: |[ENCRYPTIONCONSUNAdministrator Change..

More about AD CS Server Roles

I-'_ AD C5 Configuration B o y

DESTINATION SERVER
SRV1.EncryptionConsulting.com

Role Services

Credentals Select Rale Services to configure
Confirmation Certification Authority
Certification Authority Web Enrollment
] Online Responder
Network Device Enroliment Service
Certificate Enroliment Web Service
Certificate Enroliment Policy Web Service

Meore sbout AD CS Server Roles

< Previous | | MNext = Cancel
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14.  Onthe confirmation page, verify the details and click Next.

#.. AD CS Configuration — »

DESTINATION SERVER
:{es L||t5 SRV1.EncryptionConsulting.com

The following roles, role services, or features were configured:

@ Active Directory Certificate Services

Online Responder @ Confi tion succeeded

More about CCSP Configuration

Task 2: Add the OCSP URL to the Encryption Consulting Issuing CA

To add the OCSP URL to the EncryptionConsulting Issuing CA:

1. Ensure that you are logged on to CA02. EncryptionConsulting.com as EncryptionConsu\Administrator

2. In the Certification Authority console, in the console tree, right-click EncryptionConsulting Issuing CA, and then click Properties.
3. On the Extensions tab, under Select extension, select Authority Information Access (AIA), and then click Add.

4, In Location, type http://srv1.EncryptionConsulting.com/ocsp and then click OK.

5. Select Include in the online certificate status protocol (0CSP) extension.

O  Note: A common misconfiguration is to select both checkboxes in the Extensions tab, which is incorrect.
Ensure that Include in the online certificate status protocol (0CSP) extension checkbox is the only one selected.
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EncryptionConsulting Issuing CA Properties ? g

Enmoliment Agents Auditing Recovery Agents Secunty
General Policy Madule Exit Module
Extensions Storage Certificate Managers

Select extension:

Authority Information Access (AlA)

Specify locations from which users can obtain the certificate for this CA.

C:'Windows\system32\CertSn\CertEnroll\<ServerDNSMName>_<CaNam|

Idap://{CN=<CATruncatedName> CN=AIA CN=Public Key Services,CN=|

http:/ipki, EncryptionConsulting.com/CerEnroll/<ServerDNSName=> <Cg|
ptionConsulting.com/ocsp

Add... Remove

[ Include in the AlA extension of issued certificates

[1 Include in the online certificate status protocol (OCSP) extension

OK Cancel Apply Help

6. (lick OK. When prompted by the Certification Authority dialog box to restart Active Directory Certificate Services, click Yes.

Important: The EncryptionConsulting Issuing CA will now include http://srv1. EncryptionConsulting.com/ocsp URL as part of
Authority Information Access (AIA) extension in all newly issued certificates issued or renewed or re-enrolled certificates. However, certificates
enrolled from EncryptionConsulting Issuing CA prior to this change will not have this URL.
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Task 3: Configure and Publish the OCSP Response Signing Certificate on
the Encryption Consulting Issuing CA

To configure the OCSP response signing certificate:

1. On CA02. EncryptionConsulting.com, ensure that you are logged on as EncryptionConsu\Administrator.
2. In the Certification Authority console, ensure that the EncryptionConsulting Issuing CA is expanded in the console tree.
3. Right-click on Certificate Templates and then click Manage. Certificate Templates opens and displays the certificate templates

stored in Active Directory.

In the details pane (middle pane) right-click OCSP Response Signing and then click Properties.
On the Security tab click Add. Click Object Types.

In the Object Types dialog box, select Computers and then click OK.

In Enter the object names to select, type SRV1 and then click Check Names. Click OK.

Ensure that SRV1 is selected and in the Allow column, ensure that the Read and Enroll permissions are selected. Click OK.

o e N o B

(lose Certificate Templates MMC console.
10.  Incertsrv console, right-click Certificate Templates, then select New and then select Certificate Template to Issue.

11. Inthe Enable Certificate Templates dialog box, click OCSP Response Signing and the click OK.

:_'HJ certsrv - [Certification Authority (Local)\EncryptionConsulting Issuing CA\Certificate Templates] = *
File  Action View Help

YN

;{;J Certification Authority (Local) Mame Intended Purpose

v @i EncryptionConsulting Issuing
| Revoked Certificates
| lssued Certificates
| Pending Requests
Failed Requests
| Certificate Templates

) OCSP Response Signing OCSP Signing

Task 4: Configure Revocation Configuration on the Online Responder

To configure the revocation configuration:

1. On SRV1.EncryptionConsulting.com, ensure that you are logged on as EncryptionConsu\Administrator.
2. Open Server Manager navigate to Tools and click on “Online Responder Management”.
3. Right-click Revocation Configuration and then click Add Revocation Configuration.
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4. On the Getting Started with Adding a Revocation Configuration page click Next.

Add Revocation Configuration ? X
¥ Getting started with adding a revocation configuration

Getting started with addi... Welcome to the Add Revocation Configuration Wizard. This wizard helps you add a
revocation configuration to your Online Responder Array.

TEREhE Bevoston Go- To complete this task, you need to:

Select CA Certificate Loca...
Choose CA Certificate 1, Specify a name for the new revocation configuration
Select Signing Certificate

SO 2. Select a CA certificate to associate with the revocation configuration
Revocation Provider

3. Select a signing certificate to sign Online Responder responses

4, Configure the revocation provider that will process revocation status requests

5. In Name, enter EncryptionConsulting Issuing CA, and then click Next.
Add Revocation Configuration 2 X
i
=l

#  Name the Revocation Configuration

Getting started with add... The Revocation Configuration name is used to help you identify this revocation

Mame the Bevacation Co.. configuration, It is recommended to use a name that can identify the CA you would
like to associate with this Revocation Configuration.
Select CA Certificate Loca...

Choose CA Certificate Name:

EncryptionConsulting Issuing CA|
Select Signing Certificate

Revocation Provider

< Previous Next > Finish Cancel
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6. On the Select CA Certificate Location page ensure that Select a certificate for an Existing enterprise CA is selected,
then click Next.

Add Revocation Configuration ? x

=
=F
A  Select CA Certificate Location

Getting started with addi.., .
Specify the location of the CA certificate that you want to associate with this revocation
Name the Revecation Co... configuration.

Select CA Certificate Loca... (® Select a certificate for an Existing enterprise CA
Choose CA Certificate Select this option if your CA certificate is available in Active Directory or
Select Signing Certificate on the CA computer
Revocation Provider (O Select a certificate from the Local certificate store
Select this option if the CA certificate is available in a certificate store on
the local computer
() Import certificate from a File

Select this option if the CA certificate has been saved as a file

7. On the Choose CA Certificates page, ensure that Browse CA certificates published in Active Directory is selected, and then
click Browse.

8. On the Select Certification Authority dialog box, ensure that EncryptionConsulting Issuing CA is selected, and then click OK.
Click Next.

d Select Certification Authority ? X

|
Select a certification authority (CA) you want to use.

CA Computer

' EncryptionConsulting Issuing CA (PR BRIl cate, a revocation configuration for the Online

bsued the certificate.
CA certificate published in Active Directory or by

Active Directory | Browse..
oK | cancel e Browse

CA Name:

< Frevious Next Einish Cancel
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9. Leave the defaults on the Select Signing Certificate page, and then click Next.

Add Revocation Configuration ? X

= =

A Select Signing Certificate

Getting started with addi.. Revocation information is signed before it is sent to a client. The Online Responder can

select a signing certificate automatically, or you can manually select a signing
certificate for each Online Responder,

Mame the Revocation Co...

Select CA Certificate Loca... - . = L o
(®) Automatically select a signing certificate

Choose CA Certificate Auto-Enroll for an OCSP signing certificate

Se

ect Si g Certificate o i :
BTG LEtticie Certification authority: | CAO2.EncryptionConsulting.com\EncryptionConsultir

Revocation Provider
Browse..

Certificate Template: OCSPResponseSigning

() Manually select a signing certificate

Mote: You will need to specify a signing certificate for each member in the
Online Responder Array.

() Use the CA certificate for the revocation configuration

< Previous MNext = Fimis Cancel

10.  Onthe Revocation Provider page, click Provider.

Add Revocation Configuration ? X
~#  Revocation Provider

Getting started with addi... A revocation provider is the component of an Online Responder that processes
certificate status requests.

Mame levocation Co... T = . . . . .
BIRE She Revocaune C To view and edit the properties of the revocation provider, click the Provider button.

Select CA Certificate Loca...
Choose CA Certificate Provider...
Select Signing Certificate

Revocation Provider

< Previous MNext Finish Cancel
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11. Review the choices listed for OCSP Responder to down CRLs in the form of LDAP and HTTP locations.

O  Note: Depending on your needs you could select either the LDAP or HTTP as your primary location for OCSP Responder to
download CRLs. You can change order for LDAP and HTTP URLs using Move Up or Move Down button. Leave the
defaults as they appear.

12.  C(lear the Refresh CRLs based on their validity periods. In the Update CRLs at this refresh interval (min) box, type 15, and
then click OK. Click Finish.

O  Note: Modifying this setting to download CRLs at a faster rate than the CRLs normal expiration makes it possible for the
OCSP responder to rapidly download new CRLs rather than use the last downloaded CRLs normal expiration date. Pro
duction needs may differ from the value chosen here.

13.  Inthe Certification Authority console, expand Array Configuration and then click SRV1.

14.  Review Revocation Configuration Status in the middle pane to ensure there is a signing certificate present and the status
reports as OK. The provider is successfully using the current configuration.

Task 5: Configure Group Policy to Provide the OCSP URL for the
EncryptionConsulting Issuing CA

This configuration would only be needed to allow existing certificate holders to take advantage of a new OCSP responder without having to
re-enroll new certificates with the required OCSP URL added in them.

1. Ensure you are logged on to DCO1. EncryptionConsulting.com as EncryptionConsu\Administrator.
2. Open an administrative command prompt and run the following commands:
0 a\

O  certutil -config “ca02.EncryptionConsulting.com\EncryptionConsulting Issuing CA”
-ca.cert EncryptionConsultingissuingca.cer

Click Start, click Run, and then type gpmc.msc. Press ENTER.
Expand Forest, expand Domains, expand EncryptionConsulting.com, and then expand Group Policy Objects.

Right click Default Domain Policy, then click Edit.

A

Under Computer Configuration, expand Policies, expand Windows Settings, expand Security Settings, and then expand
Public Key Policies.

7. Right-click Intermediate Certification Authorities, and then click Import.
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8. On the Welcome to Certificate Import Wizard page, click Next.

=& Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation lists
from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity and
contains information used to protect data or to establish secure network connections. A
certificate store is the system area where certificates are kept.

Store Location
Current User

Local Machine

To continue, click Next.

Mext Cancel

=5 ENCRYPTION

Nor CONSULTING




9. In File name, type C:\EncryptionConsultingissuingca.cer, and then click Next.

=& Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

C:\EncryptionConsultingissuingca.cer Browse...

MNote: More than one certificate can be stored in a single file in the following formats:
Persanal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (.SST)

Mext Cancel
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10.  Onthe Certificate Store page, click Next.
11. Onthe Completing the Certificate Import Wizard, click Finish, and then click OK.

£ & Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you click Finish.

You have specified the following settings:

eyl e RV Intermediate Certification Authorities
Content Certificate
Hle Name C:\EncryptionConsultingissuingca.cer

Finish Cancel
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12.  Inthe console tree, select Intermediate Certification Authorities.
13.  Inthe details pane, right-click EncryptionConsulting Issuing CA certificate, then click Properties.
14.  Onthe OCSP tab, in Add URL enter http://srv1.EncryptionConsulting.com/ocsp, and then click Add URL. Click OK.

EncryptionConsulting Issuing CA Properties { X

General Cross-Certificates OCSP  Extended Validation

Specify additional OCSP download locations.

Online Certificate Status Protocol (OCSP) Download URLs

[] Disable Certificate Revocation Lists (CRL) (not recommended)

Add URL

Remove URL

OK Cancel Apply

15.  Close the Group Policy Management Editor and then close Group Policy Management console.
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Activity 8: Verify the PKI Hierarchy Health
Task 1: Win10

1. Log on to WIN10 as the local administrator.
2. (lick Start, type ncpa.cpl and press ENTER.
3. In Network Connections, right-click the Local Area Connection and then click Properties.

O Ifthere are more than one Local Area Connection icons in the Network Connections, you want to modify the one that is
connected to network segment shared by all the computers that you have installed for this lab.

4, (lick the Internet Protocol Version 4 (TCP/IPv4) and then click Properties.

5. Select the Use the Following IP address. Configure the IP address, Subnet mask, and Default gateway appropriately for your
test network.

O IP Address: 192.168.1.14
O  Subnet mask: 255.255.255.0
O  Default gateway: <optional>

6. Select the Use the following DNS server address. Configure the Preferred DNS server as the IP address of your domain controller.
Click OK. Click Close.

O  Preferred DNS Server: 192.168.1.10.
7. Click Start, type sysdm.cpl and press ENTER. Click Change. (Ensure the computer name is already set to WIN10 - otherwise

change it)
8. In Member of, select Domain, and then type EncryptionConsulting.com. Click OK.
9. In Windows Security, enter the Username and password for the domain administrator account. Click OK.

10.  You should be welcomed to the EncryptionConsulting domain. Click OK.

11. When prompted that a restart is required, click OK. Click Close. Click Restart Now.

Task 2: Check PKI Health with Enterprise PKI

To use the Enterprise PKI console to check PKI health:

1. On CA02. EncryptionConsulting.com, ensure that you are logged on as EncryptionConsu\Administrator.
2. Open Server Manager.
3. In the console tree, under Roles and Active Directory Certificate Services, click Enterprise PKI.

O  Alternatively, you can run Enterprise PKI by running PKIView.msc from an administrative command prompt.

4. Right click Enterprise PKI and then click Manage AD Containers.
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Manage AD Containers X

Certification Authorities Container | Enrollment Services Container ]
NTAuthCertificates AlA Container | CDP Container | KRA Container ]
Name | Status |
"ot EncryptionConsulting Issuing CA oK
Add...
oK Cancel

5. On the NTAuthCertificates tab, verify the EncryptionConsulting Issuing CA certificate appears with a status of OK.

6. On the AIA Container tab, verify both the EncryptionConsulting Root CA and the EncryptionConsulting Issuing CA certificates
are present with a status of OK.

7. On CDP Container tab, verify EncryptionConsulting Root CA base CRL, EncryptionConsulting Issuing CA base, and the Delta
CRLs are present with a status of OK.

8. On Certification Authorities Container, verify EncryptionConsulting Root CA certificate is present with a status of OK.

9. On Enroliment Services Container, verify EncryptionConsulting Issuing CA certificate is present with a status of OK.
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Task 3: Configure Certificate Distribution on the Encryption
Consulting Issuing CA

To publish a certificate for computers in the enterprise:

1. On CA02. EncryptionConsulting.com, ensure that you are logged on as EncryptionConsu\Administrator.
2. In the Certification Authority console, ensure that EncryptionConsulting Issuing CA is expanded.
3. Right-click Certificate Templates select New and select Certificate Template to Issue.
4. On the Enable Certificate Templates dialog box, click Workstation Authentication, page and then click OK.
z.ﬂl certsrv - [Certification Authority (Local)\EncryptionConsuiting Issuing CA\Certificate Templates] — x>
File Action View Help
o= 72 = H
;;J C_EI’TiﬁC&tIDI‘I Authority (Local) Name Intended Purpose
v d EncryptionConsu.lting Issuing T Workstation Authentication Client Authentication
§ Revoked Cobficates &l ocse Response Signing OCSP Signing

Issued Certificates
| Pending Requests
| Failed Requests
_| Certificate Templates

Task 4: Obtain a Certificate Using WIN10 and Verify PKI Health

To obtain a certificate for WIN10 and verify PKI health:

1. Log into Win10. EncryptionConsulting.com as EncryptionConsu\Administrator. (Ensure that you switch user to log on as
EncryptionConsu\Administrator)

2. Click Start, type mmc and then press ENTER.
3. Click File, and then click Add/Remove Snap-in.
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4, Click Certificates, then click Add. Select Computer Account, and then click Finish. Click OK.

&
& Fil

4® = you can select snap-ins for this console from those a

vailable on your computer and configure the selected set of snap-ns. For
i blodd

o

— extensible snap-ins, you can configure which exts

Cd
Available snap-ins:
SnapHn Yendor N
- | ActiveX Control Microsoft Cor..,
Authorizah’on Manager Microsoft Cor...
¥ Certificates Microsoft Cor...
B, Compeonent Services Microsoft Cor. ..
;55‘ Computer Managem... Microsoft Cor...
o Device Manager Microsoft Cor...
e Disk Management Microsoft and...
El Event Viewer Microsoft Cor...
| Folder Microsoft Cor..,
_vr Group Policy Object ... Microsoft Cor..,
.g IP Security Monitor Microsoft Cor...
&, 1p Security Policy M...  Microsaft Cor...
:.; Link to Web Address ~ Microsoft Cor...
Description:
The Certificates snap-in allows you to browse th

Certificates snap-in

This snap-n will always manage cerificates for:
() My user account

() Service accournt

(®) Computer account

i

Cancel

e N oo

On the Before you begin page, click Next.
On the Select Certificate Enrollment Policy page, click Next.

Expand Certificates, right click Personal, click All Tasks, and then click Request New Certificate.

Select Workstation Authentication, click Enroll. When the certificate is enrolled, click Enroll.

B Console
& File = a X |=l8%
* = | =l Certificate Enroliment
| Consal
v &I co . -
. Request Certificates
ns 4
= You can request the following types of certificates. Select the certificates you want to request, and then
- click Enroll,
s Active Directory Enrollment Policy
vl [l Workstation Authentication 1) STATUS: Available Details ¥
[ Show all templates
Cancel
< i
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9. In the console tree, expand Personal, click Certificates. In the details pane, right click the win10. EncryptionConsulting.com
certificate, click All Tasks, and then click Export.

10.  Onthe the Welcome to Certificate Export Wizard page, click Next.

=% Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification autharity, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. & certificate store is the system area where certificates are kept.

To continue, dick Mext,

Cancel
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11.  Onthe Export Private Key, click Next. (No, do not export the private key is selected by default).

€ i# Certificate Export Wizard

| Export Private Key
You can choose to expaort the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

Yes, export the private key

(®) Mo, do not export the private key

Mote; The assodated private key is marked as not exportable, Only the certificate
can be exported.

Cancel

12.  Onthe Export File Format page, click Next. [DER encoded binary X.509 (.CER) is the default selection].
13.  Onthe File to Export page, type C:\win10, and then click Next.
14.  Onthe Completing the Certificate Export Wizard page, click then Finish, and then click OK.

15. Openacommand prompt and run the following commands: (To open a command prompt, click Start, type cmd, and then
press ENTER)

o «d\
o certutil -URL C:\win10.cer
16.  Inthe URL Retrieval Tool, perform the following steps, in the Retrieve section:
0  Select OCSP (from AIA) option and then click Retrieve. Confirm that it shows status as Verified.
o  Select CRLs (from CDP) option and then click Retrieve. Confirm that it shows status as Verified.
o  Select Certs (from AIA) option and then click Retrieve. Confirm that it shows status as Verified.
17. Click Exit to close URL Retrieval Tool.
18.  From command prompt run following command to thoroughly verify certificate chain retrieval and revocation status.
o certutil -verify -urlfetch ¢:\win10.cer

19.  Review the output and make sure all the chain retrieval and revocation status successfully verified.

‘ f /encryptionconsulting/ (&) @encryptioncons in www.linkedin.com/company/encryptionconsulting




